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0 1 1 0 23

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 25

SEVERITY CVSS
V3.0

VPR SCORE EPSS SCORE PLUGIN NAME

HIGH 7.8* 3.6 0.0638 21560 Linux SCTP ECNE Chunk Handling Remote DoS

MEDIUM 6.5 - - 56818 CGI Generic Cross-Site Request Forgery Detection (potential)

INFO N/A - - 33817 CGI Generic Tests Load Estimation (all tests)

INFO N/A - - 45590 Common Platform Enumeration (CPE)

INFO N/A - - 54615 Device Type

INFO N/A - - 27576 Firewall Detection

INFO N/A - - 11919 HMAP Web Server Fingerprinting

INFO N/A - - 43111 HTTP Methods Allowed (per directory)

INFO N/A - - 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A - - 91634 HyperText Transfer Protocol (HTTP) Redirect Information

INFO N/A - - 50344 Missing or Permissive Content-Security-Policy frame-ancestors
HTTP Response Header

INFO N/A - - 19506 Nessus Scan Information

INFO N/A - - 10335 Nessus TCP scanner

INFO N/A - - 209654 OS Fingerprints Detected

INFO N/A - - 11936 OS Identification

INFO N/A - - 60020 PCI DSS Compliance : Handling False Positives

INFO N/A - - 40472 PCI DSS compliance : options settings

INFO N/A - - 10180 Ping the remote host
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https://www.tenable.com/plugins/nessus/21560
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https://www.tenable.com/plugins/nessus/33817
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https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/27576
https://www.tenable.com/plugins/nessus/11919
https://www.tenable.com/plugins/nessus/43111
https://www.tenable.com/plugins/nessus/24260
https://www.tenable.com/plugins/nessus/91634
https://www.tenable.com/plugins/nessus/50344
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/10335
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/60020
https://www.tenable.com/plugins/nessus/40472
https://www.tenable.com/plugins/nessus/10180


INFO N/A - - 185519 SNMP Server Detection

INFO N/A - - 22964 Service Detection

INFO N/A - - 25220 TCP/IP Timestamps Supported

INFO N/A - - 10287 Traceroute Information

INFO N/A - - 91815 Web Application Sitemap

INFO N/A - - 10386 Web Server No 404 Error Code Check

INFO N/A - - 10662 Web mirroring

* indicates the v3.0 score was not
available; the v2.0 score is shown
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