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Vulnerabilities by Host




2001:2002::c6f8:ff:fe08:7c20

0 4
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 44

SEVERITY \cl\3’Sos VPR SCORE EPSSSCORE PLUGIN NAME

7.3 - - 56209  PCI DSS Compliance : Remote Access Software Has Been Dete

6.5 - - 56818  CGI Generic Cross-Site Request Forgery Detection (potential)

53 - - 57608  SMB Signing not required

5.0* 4.2 0.0132 10539 DNS Server Recursive Query Cache Poisoning Weakness

5.0* 2.2 0.2049 56210 Microsoft Windows SMB LsaQueryinformationPolicy Function
Enumeration Without Credentials

NA - - 33817 CGI Generic Tests Load Estimation (all tests)

N/A - - 45590 Common Platform Enumeration (CPE)

N/A - - 11002 DNS Server Detection

N/A - - 11951 DNS Server Fingerprinting

N/A - 5 18356 DNS Server UDP Query Limitation

N/A - - 72779  DNS Server Version Detection

N/A - - 54615  Device Type

N/A - - 11919 HMAP Web Server Fingerprinting

N/A - - 43111 HTTP Methods Allowed (per directory)

N/A - - 24260 HyperText Transfer Protocol (HTTP) Information

N/A - - 91634 HyperText Transfer Protocol (HTTP) Redirect Information

N/A - - 42470 Microsoft Windows NTLMSSP Authentication Request Remote
Network Name Disclosure

N/A - - 10394 Microsoft Windows SMB Log In Possible
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https://www.tenable.com/plugins/nessus/56209
https://www.tenable.com/plugins/nessus/56818
https://www.tenable.com/plugins/nessus/57608
https://www.tenable.com/plugins/nessus/10539
https://www.tenable.com/plugins/nessus/56210
https://www.tenable.com/plugins/nessus/33817
https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/11002
https://www.tenable.com/plugins/nessus/11951
https://www.tenable.com/plugins/nessus/18356
https://www.tenable.com/plugins/nessus/72779
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/11919
https://www.tenable.com/plugins/nessus/43111
https://www.tenable.com/plugins/nessus/24260
https://www.tenable.com/plugins/nessus/91634
https://www.tenable.com/plugins/nessus/42410
https://www.tenable.com/plugins/nessus/10394

N/A 10859 Microsoft Windows SMB LsaQueryInformationPolicy Function
Enumeration

N/A 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure

N/A 26917 Microsoft Windows SMB Registry : Nessus Cannot Access the
Windows Registry

N/A 11011 Microsoft Windows SMB Service Detection

N/A 10395 Microsoft Windows SMB Shares Enumeration

N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)

N/A 50344 Missing or Permissive Content-Security-Policy frame-ancestor
HTTP Response Header

N/A 19506 Nessus Scan Information

N/A 10335 Nessus TCP scanner

N/A 24786 Nessus Windows Scan Not Performed with Admin Privileges

N/A 209654 OS Fingerprints Detected

N/A 11936 OS Identification

N/A 117886 OS Security Patch Assessment Not Available

N/A 60020 PCI DSS Compliance : Handling False Positives

N/A 40472 PCI DSS compliance : options settings

N/A 10180 Ping the remote host

N/A 35705 SMB Registry : Starting the Registry Service during the scan fai

N/A 185519 SNMP Server Detection

N/A 22964 Service Detection

N/A 110723 Target Credential Status by Authentication Protocol - No
Credentials Provided

N/A 135860 WMI Not Available
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https://www.tenable.com/plugins/nessus/10859
https://www.tenable.com/plugins/nessus/10785
https://www.tenable.com/plugins/nessus/26917
https://www.tenable.com/plugins/nessus/11011
https://www.tenable.com/plugins/nessus/10395
https://www.tenable.com/plugins/nessus/100871
https://www.tenable.com/plugins/nessus/106716
https://www.tenable.com/plugins/nessus/50344
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/10335
https://www.tenable.com/plugins/nessus/24786
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/117886
https://www.tenable.com/plugins/nessus/60020
https://www.tenable.com/plugins/nessus/40472
https://www.tenable.com/plugins/nessus/10180
https://www.tenable.com/plugins/nessus/35705
https://www.tenable.com/plugins/nessus/185519
https://www.tenable.com/plugins/nessus/22964
https://www.tenable.com/plugins/nessus/110723
https://www.tenable.com/plugins/nessus/135860

N/A - 91815 Web Application Sitemap

N/A - 10386 Web Server No 404 Error Code Check

N/A - 10662 Web mirroring

N/A - 10150 windows NetBIOS / SMB Remote Host Information Disclosure

* indicates the v3.0 score was not
available; the v2.0 score is shown
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