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Scan Name # of Servers Policy Date Duration ~ Vulns
Site: http://192.168.1.1:8080/ 1 Standard 06/01/18 9 mins 4
Server Content
Server Cookies Forms Scripts External Broken gerver Types
Links Links
http://192.168.1.1:8080 3 5 63 217 20  boa, CGI
Total 3 5 63 217 20
Vulnerability Summary
Locations With Vulnerabilities Vulnerability Count
Critical
High . 1
b edium
Lo

Informational

Best Practice

I- Mone I Low Highl_,

Vulnerability Count by Server

Server Critical High Medium Low Info BP
http://192.168.1.1:8080 0 1 0 3 1 6
Total 0 1 0 3 1 6
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Report Date: 2018/6/1

D]

Scan Name: Site: http://192.168.1.1:8080/

Policy: Standard Crawl Sessions: 67

Scan Date: 2018/6/1 14:25:15 Vulnerabilities: 4

Scan Version: 7.0.109 Scan Duration: 9 minutes : 57
seconds

Scan Type: Site
Server: http://192.168.1.1:8080

(11293)
Page: http://192.168.1.1:8080/
Low
(10932)
Page: http://192.168.1.1:8080/
Page: http://192.168.1.1:.8080/<script>alert( TRACE"),</script>
Page: http://192.168.1.1:8080/<script>alert( TRACK");</script>

Informational
(11287)

Page: http://192.168.1.1:8080/boaform/web login_exe.cgi

Best Practice
Script File Extension Disclosure ( 4732 )

Page: http://192.168.1.1:.8080/boaform/web_login_exe.cgi

Page: http://192.168.1.1:8080/boaform/web_login_exe.cgi?
web login_name=telecomadmin&web login_password=
cc9ef8722cf01d042a14e54c8568f6b8616ff0b9d7a7437f654eebalbc7efbbh

Privacy Policy Not Present ( 5546 )

Page: http://192.168.1.1:8080/privacy.html
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http://192.168.1.1:8080/
http://192.168.1.1:8080/
http://192.168.1.1:8080/<script>alert('TRACE');</script>
http://192.168.1.1:8080/<script>alert('TRACK');</script>
http://192.168.1.1:8080/boaform/web_login_exe.cgi
http://192.168.1.1:8080/boaform/web_login_exe.cgi
http://192.168.1.1:8080/boaform/web_login_exe.cgi?web_login_name=telecomadmin&web_login_password=cc9ef8722cf01d042a14e54c8568f6b8616ff0b9d7a7437f654eeba1bc7efb6b
http://192.168.1.1:8080/privacy.html

Report Date: 2018/6/1

D]

Page: http://192.168.1.1:8080/privacy.htm
Set-Cookie HTTPOnly (10543 )

Page: http://192.168.1.1:8080/boaform/web_login_exe.cgi
POST GET (110655 )

Page: http://192.168.1.1:.8080/boaform/web login_exe.cgi?

web _login_name=telecomadmin&web login_password=
cc9ef8722cf01d042a14e54c8568f6h8616ff0b9d7a7437f654eebalbc7efh6b
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http://192.168.1.1:8080/privacy.htm
http://192.168.1.1:8080/boaform/web_login_exe.cgi
http://192.168.1.1:8080/boaform/web_login_exe.cgi?web_login_name=telecomadmin&web_login_password=cc9ef8722cf01d042a14e54c8568f6b8616ff0b9d7a7437f654eeba1bc7efb6b
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‘ [ﬁﬁl Report Date: 2018/6/1

Scan Name: Site: http://192.168.1.1:8080/

Policy: Standard Crawl Sessions: 67

Scan Date: 2018/6/1 14:25:15 Vulnerabilities: 4

Scan Version: 7.0.109 Scan Duration: 9 minutes : 57
seconds

Scan Type: Site
Server: http://192.168.1.1:8080
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Summary:

A Cross-Frame Scripting (XFS) vulnerability can allow an attacker to load the vulnerable application inside
an HTML iframe tag on a malicious page. The attacker could use this weakness to devise a Clickjacking
attack to conduct phishing, frame sniffing, social engineering or Cross-Site Request Forgery attacks.

Clickjacking

The goal of a Clickjacking attack is to deceive the victim user into interacting with Ul elements of the
attacker’s choice on the target web site without her knowledge and in turn executing privileged
functionality on the victim”s behalf. To achieve this goal, the attacker must exploit the XFS vulnerability to
load the attack target inside an iframe tag, hide it using Cascading Style Sheets (CSS) and overlay the
phishing content on the malicious page. By placing the Ul elements on the phishing page to overlap with
those on the page targeted in the attack, the attacker can ensure that the victim is forced to interact with
the Ul elements on the target page not visible to the victim.

Execution:

Create a test page containing an HTML iframe tag whose src attribute is set to http://192.168.1.1:8080/.
Successful framing of http://192.168.1.1:8080/ indicates the application’s susceptibility to XFS.

Implication:;

A Cross-Frame Scripting weakness could allow an attacker to embed the vulnerable application inside an
iframe. Exploitation of this weakness could result in:

. Hijacking of user events such as keystrokes

. Theft of sensitive information

. Execution of privileged functionality through combination with Cross-Site Request Forgery attacks
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Fix:

Browser vendors have introduced and adopted a policy-based mitigation technique using the X-Frame-
Options header. Developers can use this header to instruct the browser about appropriate actions to
perform if their site is included inside an iframe.Developers must set the X-Frame-Options header to one
of the following permitted values;

* DENY

Deny all attempts to frame the page

¢ SAMEORIGIN

The page can be framed by another page only if it belongs to the same origin as the page being framed

® ALLOW-FROM origin

Developers can specify a list of trusted origins in the origin attribute. Only pages on origin are permitted
to load this page inside an iframe

Developers must strictly avoid the use of client-side frame busting JavaScript as a protection against
XFS.

Reference:

HP 2012 Cyber Security Report
The X-Frame-Options header - a failure to launch

Server Configuration:
IS

Apache, nginx

Specification:
X-Frame-Options IETF Draft

OWASP:
Clickjacking

Frame Busting:
Busting Frame Bustinag: A Study of Clickjacking Vulnerabilities on Popular Sites
OWASP: Busting Frame Busting

Classifications:

CWE-352: Cross-Site Request Forgery (CSRF)
http://cwe.mitre.org/data/definitions/352.html

Kingdom: Environment
http://www.hpenterprisesecurity.com/vulncat/en/vulncat/intro.html

File Names: e http://192.168.1.1:8080/

Low
Summary:

Web
Implication:;
500
500

Fix:
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1N

http://support.microsoft.com/kb/294807

Web

QA
QA

Reference:
Apache

Securing Apache - Access Control

Microsoft

[IS 5.0 Web NTES
IIS 6.0
Microsoft Internet (1ISY50 6.0

Classifications:

CWE-388: Error Handling
http://cwe.mitre.org/data/definitions/388.html

CWE-497: Exposure of System Data to an Unauthorized Control Sphere
http://cwe.mitre.org/data/definitions/497.html

CWE-200: Information Exposure
http://cwe.mitre.org/data/definitions/200.html
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[ﬁﬂ' Report Date

Kingdom: Environment
http://www.hpenterprisesecurity.com/vulncat/en/vulncat/intro.html

File Names: e http://192.168.1.1:8080/
e http://192.168.1.1:8080/<script>alert('TRACE");</script>
e http://192.168.1.1:8080/<script>alert('TRACK'");</script>

Informational

Summary:

1 Token:592v034r3Nx>£ANiYU9R2NGuzBWqM5Pm

Web
( |D) (13 7
cookie query/post HTTP
Web
Web Web
Web

Execution:

N/A
Implication:;

(
)

Fix:

N/A
Reference:

Session Management:
http://msdn.microsoft.com/en-us/library/aa478989.aspx

ASP.NET Session State Overview:
http://msdn.microsoft.com/en-us/library/ms178581(v=vs.100).aspx

Java Servlet :
http://java.sun.com/j2ee/tutorial/1 3-fcs/doc/Servlets11.html

PHP
http://php.net/manual/en/features.sessions.php

OWASP Session Management Cheat Sheet:
https:.//www.owasp.org/index.php/Session Management Cheat Sheet

Classifications:

Kingdom: Environment
http://www.hpenterprisesecurity.com/vulncat/en/vulncat/intro.html

File Names: e http://192.168.1.1:8080/boaform/web _login_exe.cgi
Best Practice Script File Extension Disclosure
Summary:
HP Web
Execution:

URL http://192.168.1.1:8080/boaform/web_login_exe.cgi
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Classifications:

CWE-284: Access Control (Authorization) Issues
http://cwe.mitre.org/data/definitions/284.html

CWE-200: Information Exposure
http://cwe.mitre.org/data/definitions/200.html

Kingdom: Environment
http://www.hpenterprisesecurity.com/vulncat/en/vulncat/intro.html

File Names: e http://192.168.1.1:8080/boaform/web_login_exe.cyi

e http://192.168.1.1:8080/boaform/web login_exe.cgi?
web _login_ name=telecomadmin&web login password=cc9

Best Practice Privacy Policy Not Present

Summary:

Web
Web
Web

Web

Classifications:

Kingdom: Security Features
http://www.hpenterprisesecurity.com/vulncat/en/vulncat/intro.html

File Names: e http://192.168.1.1:8080/privacy.html
e http://192.168.1.1:8080/privacy.htm

Best Practice Set-Cookie HTTPOnly
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Summary:
Web HTTP only Cookie Microsoft |E 6 SP1
HTTP only Cookie
HTTP only Cookie
Reference:

http://msdn.microsoft.com/library/default.asp?url=/workshop/author/dhtml/httponly cookies.asp

Classifications:

CWE-284: Access Control (Authorization) Issues
http://cwe.mitre.org/data/definitions/284.html

Kingdom: Security Features
http://www.hpenterprisesecurity.com/vulncat/en/vulncat/intro.html

File Names: e http://192.168.1.1:8080/boaform/web _login_exe.cgi
Best Practice POST GET
Summary:
Web POST GET
POST GET
Web
Execution:
Web ~Fullurl~ POST GET
Url POST HTTP GET  ~FullUrl~
Implication:
GET POST Web
Fix:
POST GET
QA
Web Web POST GET
Reference:

CWE 352 - Cross-Site Request Forgery
http://cwe.mitre.ora/data/definitions/352.html

Classifications:

CWE-200: Information Exposure
http://cwe.mitre.org/data/definitions/200.html

Kingdom: Encapsulation
http://www.hpenterprisesecurity.com/vulncat/en/vulncat/intro.html
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File Names: e http://192.168.1.1:8080/boaform/web login_exe.cgi?
web _login_name=telecomadmin&web login_password=cc9
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