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FEEE:

Cvss 7+#: 6.4

URL: http://192.168.1.1/luci-static/resources/image/

Ik image/ (Page)

PR - ARESEE AN BRF € Web B 7 REALH FHOA A, Kb se & 2R it
JEA - RGHH =T7 P i BT AN T BB BT R P

ER %% WebLogic FIs A AN T

Z5: ik MNCUTALE#ATEEN:  mmap &B:emr

%ﬁ Mu?’fjﬁl&ﬁi*ﬁfﬂ?u /luci-static/resources/image/favicon.ico i:

/luci-static/resources/image/%2E/

HERE: NS HRRAE (HRAR) « RRORRSG A RSN H 3 GERWAEFZ IS .
i R A -

2025/4/1

GET /luci-static/resources/image/%2E/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Connection: Keep-Alive

Keep-Alive: timeout=20

Date: Tue, 01 Apr 2025 01:22:06 GMT
Content-Type: text/html

<html><head><title>Index of /luci-static/resources/image/</title></head><body><hl>Index of /luci-
static/resources/image/</hl1><hr /><ol><li><strong><a href='/luci-static/resources/image/../'>..


http://192.168.1.1/luci-static/resources/image/

7] /&t

2025/4/1

</a>/</strong><br /><small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.17 kbyte<br
/><br /></small></li><li><strong><a href='/luci-static/resources/image/home/'>home</a>/</strong>
<br /><small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 1.03 kbyte<br /><br />
</small></1li><1li><strong><a href='/luci-static/resources/image/login/'>login</a>/</strong><br />
<small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.34 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-static/resources/image/Storage-Locallco.png'>Storage-
LocallIco.png</a></strong><br /><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />image/png -
1.99 kbyte<br /><br /></small></li><li><strong><a href='/luci-
static/resources/image/action_bg.png'>action_bg.png</a></strong><br /><small>modified: Fri, 13
Nov 2020 07:23:54 GMT<br />image/png - 2.35 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/image/alert.png'>alert.png</a></strong><br /><small>modified: Fri,
13 Nov 2020 07:23:54 GMT<br />image/png - 1.62 kbyte<br /><br /></small></1li><li><strong><a
href="'/luci-static/resources/image/android.png'>android.png</a></strong><br /><small>modified:
Fri, 13 Nov 2020 07:23:58 GMT<br />image/png - 17.98 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/image/androidapp.png'>androidapp.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 1.92 kbyte<br /><br /></small>
</1li><li><strong><a href='/luci-static/resources/image/app-code.png'>app-code.png</a></strong><br
/><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />image/png - 1.06 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-static/resources/image/appdownload.png'>appdownload.png</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 23.93 kbyte<br />
<br /></small></li><li><strong><a href='/luci-static/resources/image/audio.png'>audio.png</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:51 GMT<br />image/png - 19.27 kbyte<br />
<br /></small></li><li><strong><a href='/luci-
static/resources/image/chinatelecom.png'>chinatelecom.png</a></strong><br /><small>modified: Fri,
13 Nov 2020 07:23:58 GMI<br />image/png - 1.18 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/image/choose.png'>choose.png</a></strong><br /><small>modified: Fri,
13 Nov 2020 07:23:54 GMT<br />image/png - 1.02 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/image/copyright_logo.png'>copyright logo.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />image/png - 0.41 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-static/resources/image/eye.png'>eye.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 1.38 kbyte<br /><br /></small>
</1li><li><strong><a href='/luci-static/resources/image/eye_close.png'>eye close.png</a></strong>
<br /><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 1.45 kbyte<br /><br />
</small></1li><li><strong><a href='/luci-
static/resources/image/eye_close_focus.png'>eye_close_focus.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />image/png - 1.49 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-static/resources/image/favicon.ico'>favicon.ico</a></strong><br
/><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />application/octet-stream - 4.19 kbyte<br />
<br /></small></1i><li><strong><a href='/luci-static/resources/image/file.png'>file.png</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 18.87 kbyte<br />
<br /></small></li><li><strong><a href='/luci-
static/resources/image/first menu more bg.png'>first menu more bg.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />image/png - 1.09 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-
static/resources/image/first menu primary bg.png'>first menu primary bg.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />image/png - 1.08 kbyte<br /><br /></small>
</1i><li><strong><a href='/luci-static/resources/image/folder.png'>folder.png</a></strong><br />
<small>modified: Fri, 13
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BEA WebLogic URL 3 H ¢ 51 #

P

Cvss 7+%: 6.4

URL: http://192.168.1.1/luci-static/resources/css/

e css/ (Page)

ARG - A RE BAE AN B E Web N FREFHESLL H XA 2, Hrr se e 2 RS
J5A - ARG =T7 7 s BTN T BB BT R

I e - 2% WebLogic [ fo#ThAFI*N T

FZye: ik WU EBETIES]:  amap B: cer
ﬂﬁ%ﬁ A&ELWiﬁiéiﬂiTiﬁiﬁﬂ: /luci-static/resources/css/login.css £

/luci-static/resources/css/%2E/

HERE:  m NS HRMAR (HRAR) o« REORIRS S RVFFIR H 3 GER AR LS .
I R -

GET /luci-static/resources/css/%2E/?version=5200 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Connection: Keep-Alive

Keep-Alive: timeout=20

Date: Tue, 01 Apr 2025 01:22:07 GMT
Content-Type: text/html

<html><head><title>Index of /luci-static/resources/css/</title></head><body><hl>Index of /luci-
static/resources/css/</hl><hr /><ol><li><strong><a href='/luci-static/resources/css/../'>..
</a>/</strong><br /><small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.17 kbyte<br
/><br /></small></li><li><strong><a href='/luci-
static/resources/css/appdownload.css'>appdownload.css</a></strong><br /><small>modified: Fri, 13
Nov 2020 07:23:58 GMT<br />text/css - 0.93 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/css/backgroundsize.min.htc'>backgroundsize.min.htc</a></strong><br
/><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />application/octet-stream - 5.76 kbyte<br />
<br /></small></li><li><strong><a href='/luci-static/resources/css/device.css'>device.css</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 1.75 kbyte<br /><br
/></small></1li><li><strong><a href='/luci-static/resources/css/home_style.css'>home_style.css</a>
</strong><br /><small>modified: Fri, 15 Jul 2022 02:22:43 GMT<br />text/css - 11.65 kbyte<br />
<br /></small></li><li><strong><a href='/luci-static/resources/css/login.css'>login.css</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 5.37 kbyte<br /><br
/></small></1li><li><strong><a href='/luci-static/resources/css/main_help.css'>main help.css</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 3.42 kbyte<br /><br
/></small></1li><li><strong><a href='/luci-
static/resources/css/main portmap list.css'>main portmap list.css</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 0.84 kbyte<br /><br /></small>
</1li><li><strong><a href='/luci-static/resources/css/main_style.css'>main_style.css</a></strong>
<br /><small>modified: Tue, 08 Aug 2023 01:48:18 GMT<br />text/css - 16.85 kbyte<br /><br />
</small></li><li><strong><a href='/luci-static/resources/css/register.css'>register.css</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 6.74 kbyte<br /><br
/></small></1li><li><strong><a href='/luci-static/resources/css/storage.css'>storage.css</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 2.87 kbyte<br /><br
/></small></1li><li><strong><a href='/luci-
static/resources/css/storage_settings.css'>storage_settings.css</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 7.17 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-static/resources/css/wifi.css'>wifi.css</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:58 GMT<br />text/css - 3.37 kbyte<br /><br /></small>
</1li></ol><hr /></body></html>
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P

CVSSs 7+#t: 6.4

URL:
otk

http://192.168.1.1/luci-static/resources/image/login/

login/ (Page)

A RE BAE AN B E Web N FREFHESLL H XA 2, Hrr se e 2 RS
ARG =T7 7 s BTN T BB BT R

: 3% WebLogic & A Fith T

E5: Tk NUUNALEBTEES]:  mEap . cEr

ﬁ&%ﬁ A&ELWiﬁiéiﬂiTiﬁiﬁﬂ: /luci-static/resources/image/login/login-tip.png ER

/luci-static/resources/image/login/%2E/

HERE:  m NS HRMAR (HRAR) o« REORIRS S RVFFIR H 3 GER AR LS .
I R -

2025/4/1

GET /luci-static/resources/image/login/%$2E/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Connection: Keep-Alive

Keep-Alive: timeout=20

Date: Tue, 01 Apr 2025 01:22:09 GMT
Content-Type: text/html

<html><head><title>Index of /luci-static/resources/image/login/</title></head><body><hl>Index of
/luci-static/resources/image/login/</hl><hr /><ol><li><strong><a href='/luci-
static/resources/image/login/../'>..</a>/</strong><br /><small>modified: Sat, 22 Jun 2024
08:13:57 GMT<br />directory - 0.88 kbyte<br /><br /></small></li><li><strong><a href='/luci-
static/resources/image/login/WIFI_name.png'>WIFI_name.png</a></strong><br /><small>modified: Fri,
13 Nov 2020 07:23:54 GMI<br />image/png - 0.80 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/image/login/bg round b.png'>bg round b.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 82.15 kbyte<br /><br /></small>
</1li><li><strong><a href='/luci-static/resources/image/login/bg_round_s.png'>bg round s.png</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 71.85 kbyte<br />
<br /></small></li><li><strong><a href='/luci-
static/resources/image/login/bg round s IE.png'>bg round s IE.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 73.15 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-

static/resources/image/login/broadband username.png'>broadband username.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 0.70 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-static/resources/image/login/eye-open.png'>eye-open.png</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 0.62 kbyte<br />
<br /></small></li><li><strong><a href='/luci-
static/resources/image/login/eye close.png'>eye close.png</a></strong><br /><small>modified: Fri,
13 Nov 2020 07:23:54 GMT<br />image/png - 0.67 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/image/login/login-tip.png'>login-tip.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 14.28 kbyte<br /><br /></small>
</1li><li><strong><a href='/luci-static/resources/image/login/login_password-
1l.png'>login_password-1.png</a></strong><br /><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br
/>image/png - 0.47 kbyte<br /><br /></small></li><li><strong><a href='/luci-
static/resources/image/login/login_user-1.png'>login_user-1.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 0.51 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-
static/resources/image/login/register loading l.png'>register_ loading 1l.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 0.52 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-

12


http://192.168.1.1/luci-static/resources/image/login/

static/resources/image/login/register loading 2.png'>register loading 2.png</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 0.43 kbyte<br /><br /></small>
</1li><li><strong><a href='/luci-static/resources/image/login/stepl_tip.png'>stepl_ tip.png</a>
</strong><br /><small>modified: Fri, 13 Nov 2020 07:23:54 GMT<br />image/png - 41.67 kbyte<br />
<br /></small></li><li><strong><a href='/luci-

static/resources/image/login/step2_tip.png'>step2 tip.png</a></strong><br /><small>modified: Fri,
13 Nov 2020 07:23:54 GMT<br />image/png - 46.61 kbyte<br /><br /></small></1i></ol><hr /></body>
</html>

HE 4 /6 ToC

BEA WebLogic URL 3 H 3¢ 514

P

Cvss /1%: 6.4

URL: http://192.168.1.1/luci-static/resources/

Sk - resources/ (Page)

PR - ARESEE M N HRFE Web BIHTEF AL H A A, o ge & 2R ff
B KRB =T7 7 m K BORT A T BUREME T AR P

5] 5 4 = % WebLogic Fs iR A MR T

%%E%: ﬂﬁ%ﬁ Akgijiﬁiﬁiﬂf%?%§%U: /luci-static/resources/js/util.]js ﬁi:

/luci-static/resources/%2E/

HERE: WA AT HRMAE (HRIIER) o« RFORWRS SRS H I GEEAMEFRIME
a7 R A -

GET /luci-static/resources/%2E/?version=5200 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci

Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Connection: Keep-Alive

Keep-Alive: timeout=20

Date: Tue, 01 Apr 2025 01:21:56 GMT
Content-Type: text/html

<html><head><title>Index of /luci-static/resources/</title></head><body><hl>Index of /luci-
static/resources/</hl><hr /><ol><li><strong><a href='/luci-static/resources/../'>..</a>/</strong>
<br /><small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.05 kbyte<br /><br />
</small></li><li><strong><a href='/luci-static/resources/css/'>css</a>/</strong><br />
<small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.27 kbyte<br /><br /></small>
</li><li><strong><a href='/luci-static/resources/fonts/'>fonts</a>/</strong><br />
<small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.04 kbyte<br /><br /></small>
</1i><li><strong><a href='/luci-static/resources/image/'>image</a>/</strong><br />
<small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.88 kbyte<br /><br /></small>
</1li><li><strong><a href='/luci-static/resources/js/'>js</a>/</strong><br /><small>modified: Sat,
22 Jun 2024 08:13:57 GMT<br />directory - 0.27 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/bandwidth.svg'>bandwidth.svg</a></strong><br /><small>modified: Fri,
13 Nov 2020 07:23:49 GMT<br />image/svg+xml - 0.89 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/connections.svg'>connections.svg</a></strong><br /><small>modified:
Fri, 13 Nov 2020 07:23:49 GMT<br />image/svg+xml - 0.99 kbyte<br /><br /></small></1i><1i>
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<strong><a href='/luci-static/resources/load.svg'>load.svg</a></strong><br /><small>modified:
Fri, 13 Nov 2020 07:23:49 GMT<br />image/svg+xml - 1.01 kbyte<br /><br /></small></1i><1i>
<strong><a href='/luci-static/resources/wifirate.svg'>wifirate.svg</a></strong><br />
<small>modified: Fri, 13 Nov 2020 07:23:49 GMT<br />image/svg+xml - 0.80 kbyte<br /><br />
</small></1li><li><strong><a href='/luci-static/resources/wireless.svg'>wireless.svg</a></strong>
<br /><small>modified: Fri, 13 Nov 2020 07:23:49 GMT<br />image/svg+xml - 0.89 kbyte<br /><br />
</small></1li><1li><strong><a href='/luci-static/resources/xhr.js'>xhr.js</a></strong><br />
<small>modified: Thu, 25 Jan 2024 01:51:35 GMT<br />text/javascript - 4.84 kbyte<br /><br />
</small></1li></ol><hr /></body></html>

5/ 6
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URL:
otk

http://192.168.1.1/luci-static/resourcesl/js/

js/ (Page)

WREEE AN B E Web B FHFEF REILH FAOA A, Hrh T se & 2R3 fF
RGHH =77 s BT AN T BB BT R

: %% WeblLogic IRHTRCANIRN T

%ﬁ: %ﬁ }‘)\u—F’fj_ﬁi&ﬁtﬁ%U /luci-static/resources/js/util.js ESY

/luci-static/resources/js/%2E/

HERE: RS HRAE (HRANIR) o« RFORIRS A RVFFIR H 3 GEW AR .
I R A i -

2025/4/1

GET /luci-static/resources/js/%2E/?version=5200 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci

Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Connection: Keep-Alive

Keep-Alive: timeout=20

Date: Tue, 01 Apr 2025 01:21:57 GMT
Content-Type: text/html

<html><head><title>Index of /luci-static/resources/js/</title></head><body><hl>Index of /luci-
static/resources/js/</hl><hr /><ol><li><strong><a href='/luci-static/resources/js/../'>..
</a>/</strong><br /><small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br />directory - 0.17 kbyte<br
/><br /></small></li><li><strong><a href='/luci-static/resources/js/device.js'>device.js</a>
</strong><br /><small>modified: Mon, 15 Mar 2021 07:40:43 GMT<br />text/javascript - 5.95
kbyte<br /><br /></small></1li><li><strong><a href='/luci-
static/resources/js/highcharts.js'>highcharts.js</a></strong><br /><small>modified: Fri, 13 Nov
2020 07:23:59 GMT<br />text/javascript - 149.70 kbyte<br /><br /></small></1li><li><strong><a
href='/luci-static/resources/js/jquery.js'>jquery.js</a></strong><br /><small>modified: Fri, 13
Nov 2020 07:23:59 GMT<br />text/javascript - 84.89 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/js/jquery.nicescroll.min.js'>jquery.nicescroll.min.js</a></strong>
<br /><small>modified: Fri, 13 Nov 2020 07:23:59 GMT<br />text/javascript - 60.92 kbyte<br /><br
/></small></li><li><strong><a href='/luci-static/resources/js/login.js'>login.js</a></strong><br
/><small>modified: Tue, 05 Mar 2024 01:09:21 GMT<br />text/javascript - 4.06 kbyte<br /><br />

TOC
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</small></1li><li><strong><a href='/luci-static/resources/js/main.js'>main.js</a></strong><br />
<small>modified: Thu, 09 Nov 2023 08:48:30 GMT<br />text/javascript - 16.37 kbyte<br /><br />
</small></li><li><strong><a href='/luci-static/resources/js/main_home.js'>main_home.js</a>
</strong><br /><small>modified: Mon, 15 Mar 2021 07:40:43 GMT<br />text/javascript - 12.37
kbyte<br /><br /></small></li><li><strong><a href='/luci-

static/resources/js/main_portmap list.js'>main_portmap_ list.js</a></strong><br /><small>modified:
Fri, 13 Nov 2020 07:23:59 GMT<br />text/javascript - 2.13 kbyte<br /><br /></small></1i><1i>
<strong><a href='/luci-static/resources/js/mesh.js'>mesh.js</a></strong><br /><small>modified:
Thu, 21 Jan 2021 02:51:35 GMT<br />text/javascript - 4.54 kbyte<br /><br /></small></1i><1i>
<strong><a href='/luci-static/resources/js/register.js'>register.js</a></strong><br />
<small>modified: Wed, 03 Apr 2024 10:01:23 GMT<br />text/javascript - 20.01 kbyte<br /><br />
</small></1li><li><strong><a href='/luci-static/resources/js/util.js'>util.js</a></strong><br />
<small>modified: Tue, 05 Mar 2024 01:09:21 GMT<br />text/javascript - 40.65 kbyte<br /><br />
</small></li><li><strong><a href='/luci-

static/resources/js/wifi_advanced.js'>wifi advanced.js</a></strong><br /><small>modified: Fri, 13
Nov 2020 07:23:59 GMT<br />text/javascript - 1.28 kbyte<br /><br /></small></li><li><strong><a
href='/luci-static/resources/js/wifi basic.js'>wifi basic.js</a></strong><br /><small>modified:
Fri, 13 Nov 2020 07:23:59 GMT<br />text/javascript - 2.16 kbyte<br /><br /></small></1i></ol><hr
/></body></html>
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URL: http://192.168.1.1/luci-static/
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5] 5 1 = 3% WebLogic [ & As Fith T

2%5%: ﬂﬁ%ﬁ A&ELjiﬁigiﬂfff%§%U: /luci-static/resources/js/util.js R /luci-static/%2E/
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GET /luci-static/%$2E/?version=5200 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci

Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Connection: Keep-Alive

Keep-Alive: timeout=20

Date: Tue, 01 Apr 2025 01:21:57 GMT
Content-Type: text/html

<html><head><title>Index of /luci-static/</title></head><body><hl>Index of /luci-static/</hl><hr
/><ol><li><strong><a href='/luci-static/../'>..</a>/</strong><br /><small>modified: Fri, 01 Sep
2023 10:40:43 GMT<br />directory - 0.07 kbyte<br /><br /></small></li><li><strong><a href='/luci-
static/bootstrap/'>bootstrap</a>/</strong><br /><small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br
/>directory - 0.08 kbyte<br /><br /></small></li><li><strong><a href='/luci-
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static/resources/'>resources</a>/</strong><br /><small>modified: Sat, 22 Jun 2024 08:13:57 GMT<br
/>directory - 0.17 kbyte<br /><br /></small></1li></ol><hr /></body></html>
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URL: http://192.168.1.1/
Sk (Page)
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BT SR AR T
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GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Last-Modified: Thu, 10 Nov 2022 02:15:45 GMT
Connection: Keep-Alive

Content-Length: 444

X-Frame-Options: SAMEORIGIN

Keep-Alive: timeout=20

ETag: "1l5a-lbc-636c5edl"

Date: Tue, 01 Apr 2025 01:20:47 GMT
Content-Type: text/html

<!DOCTYPE html>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<meta http-equiv="X-UA-Compatible" content="IE=Edge">

<meta http-equiv="refresh" content="0; URL=/cgi-bin/luci" />

<meta HTTP-EQUIV="pragma" CONTENT="no-cache">

<meta HTTP-EQUIV="Cache-Control" CONTENT="no-store, must-revalidate">
<meta HTTP-EQUIV="expires" CONTENT="0">

<title>EHFHAEM K</ title>

2025/4/1

TOC

17


http://192.168.1.1/

2025/4/1

</head>
<body>

</body>
</html>

GET /cgi-bin/luci HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Connection: Keep-Alive
X-Frame-Options: SAMEORIGIN
X-Frame-Options: SAMEORIGIN
Keep-Alive: timeout=20

Cache-Control: no-cache

Expires: 0

Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html>
<head>
<meta http-equiv='Content-Type' content='text/html; charset=utf-8'/>
<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta HTTP-EQUIV="pragma" CONTENT="no-cache">

<meta HTTP-EQUIV="Cache-Control" CONTENT="no-store, must-revalidate">

<meta HTTP-EQUIV="expires" CONTENT="0">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>HEAFHAEM K</ title>
<link rel="shortcut icon" href="/luci-static/resources/image/favicon.ico">
<link rel="bookmark" href="/luci-static/resources/image/favicon.ico">
<link href="/luci-static/resources/css/login.css?version=5200" rel="stylesheet">
<script src="/luci-static/resources/js/jquery.js?version=5200"></script>
<script src="/luci-static/resources/js/util.js?version=5200"></script>
<script src="/luci-static/resources/js/login.js?version=5200"></script>
<script>

window.onload =function() {console.log("The device support WiFi: " + 1);
console.log ("The device support USB: " + 1);
console.log ("The device type: " + 9);

window.localStorage.setItem("hasWiFi", 1);
window.localStorage.setItem("hasPots", 1);
window.localStorage.setItem("hasUsb", 1);
window.localStorage.setItem("hasMesh", 1);
window.localStorage.setItem("devType", 9);

}

function hideHint ()
{
$(".login-input") .children(":last") .remove () ;
$("#login_username") .removeAttr ("disabled");
$("#login password") .removeAttr ("disabled");
}
</script>
</head>
<body onkeydown='keyCapscheck (event, 1)'>
<div class="login_bg">
<form method="post" id="argform">
<input type="hidden" name="username" id="username" value="telecomadmin" />
<input type="hidden" name="psd" id="psd" value="" />
<input type="submit" style="display:none"/>
</form><div class="logo"><img src="/luci-static/resources/image/logo_tianyi.png"
alt="logo"></div>
<div class="line" id="line" name="line">
<table align=left cellpadding=0 cellspace=0 border=0>
<tr>
<td id="1linel" name="linel" valign="top">
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<img src="/luci-static/resources/image/line.png" style="opacity:0.2;">
</ta>
<td id="1line2" name="1line2" valign="top">
<img src="/luci-static/resources/image/line.png" style="margin-left:-3px;opacity:0.2;">
</td>
</tr>
</table>
</div>
<script>
if (bType == "IE8")
{
var speed=6;
console.log("Current broswer is IE8.");
function Marquee () {
if (document.getElementById("1line2") .offsetWidth-
document.getElementById("line") .scrollLeft<=0)
document.getElementById("line") .scrolllLeft-
=document .getElementById("linel") .offsetWidth;
else{
document.getElementById("1line") .scrollLeft++;
}

setInterval (Marquee, speed) ;

}

</script>

<div id='copyright div'>
Copyright (C) 2015 FEHME All rights reserved.snbsp;&nbsp;
<script>

function isIPv6Addr (str)

{

return /:/.test(str) &&
str.match(/:/g) .length<8 &s&
/::/.test (str)
? (str.match(/::/g) .length==1 &&
/eS| M ()2 (I\da-£1{1,4}(:1::))*[\da-£1{1,4}(:]::)?2$/i.test(str))
/M ([\da-£1{1,4}:){7}[\da-£f]1{1,4}$/i.test(str);

}

if (isIPv6Addr (location.host)
var hosturl = "[" + location.
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GET /maintain HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/cgi-bin/luci

Connection: keep-alive

Host: 192.168.1.1:8080

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 1582
Content-Type:

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title> hIEREE R K</ title>
<link href="/css/login.css?v=20250327153146" rel="stylesheet">
<link href="/css/main style.css?v=20250327153146" rel="stylesheet">
<script src="/js/jquery.js?v=20250327153146"></script>
<script src="/js/aes_1.3s?v=20250327153146"></script>
<script src="/js/common.js?v=20250327153146"></script>
<script>
var g_wlan24_ num=8
var g_wlan58_ num=8
var g_usb_num=1
var g_province="JT"
</script>
</head>
<body>
<script>
if (g_province == "JT" || g_province == "HAI") {
window.location="/";
} else {
window.location="/register.html";
}
</script> <div id="pop_window_div" style="display: none;"></div>
<div id="pop_window_content_div" style="display: none;">
<div id="pop_window_title"></div>
<div id="pop_window_body">
<div id="pop_window_icon"></div>
<div id="pop_window_show_div">
<div id="pop window_loading"></div>
<div id="pop_window_message"></div>
<div id="pop_window_option">
<div id="pop_window_confirm" class="pop_window_action
bg color main">#iik</div>
<div id="pop window_cancel"” class="pop window_action
bg_color red">HUH</div>
</div>
</div>
</div>
</div>
<div id="loading" style="display: none;">
<div id="loading_content">
<img src="/image/loading.gif">
</div>
</div>
</body>
</html>
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Sefhk: util.js (Page)
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GET /luci-static/resources/js/util.js?version=5200 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0)

Referer: http://192.168.1.1/cgi-bin/luci
Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

HTTP/1.1 200 OK

Last-Modified: Tue, 05 Mar 2024 01:09:21 GMT
Connection: Keep-Alive

Content-Length: 41626

Keep-Alive: timeout=20

ETag: "d6-a29a-65e670cl"

Date: Tue, 01 Apr 2025 01:20:48 GMT
Content-Type: text/javascript

var WEB_POLL_INTERVAL=5;

WO v

window.console = window.console || (function() {
var ¢ = {}; c.log = c.warn = c.debug = c.info = c.error
= c.clear = c.exception = c.trace = c.assert = function(){};
return c;
NN
var noWiFi = (window.localStorage.getItem("hasWiFi") == 1)
var noPots = (window.localStorage.getItem("hasPots") == 1)
var noUsb = (window.localStorage.getItem("hasUsb") == 1) ?
var noMesh = (window.localStorage.getItem("hasMesh") == 1)
var devIype = window.localStorage.getItem("devType");
function isIE7Browser (
{
if (navigator.appName == "Microsoft Internet Explorer" &&

navigator.appVersion.match (/7./i)=="7.")
{

return true;
}

else
{
return false;
}

}

function judedNavation ()

c.time

like Gecko

c.dir = c.profile
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{
if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/6./i)=="6.") {
return 6;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/7./1i)=="7.") {
return 7;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/8./i)=="8.") {
return 8;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/9./i)=="9.") {
return 9;
}
else{
return 10;

}

function createlInput (id, name, placeholder, maxlength, type, value)

{

var inputObj = "<input ";
if ( id != "" && id != "undefined" )
{
inputObj += "id='" + id + "' ";
}
if ( name != "" && name != "undefined" )
{
inputObj += "name='" + name + "' ";
}
if ( placeholder != "" && placeholder != "undefined" )
{
inputObj += "placeholder='" + placeholder + "' ";
}
if ( maxlength != "" && maxlength != "undefined"
{
inputObj += "maxlength='" + maxlength + "' ";
}
inputObj += "type='" + type + "' ";
inputObj += "value='" + value + "' ";

inputObj += ">";
return inputObj;

function inputBindFocus ()
{
$ ("input [type='password'], .password content input[type='text']").bind("focusin",
function () {
$(this) .parent () .eq(0) .addClass ("password content focus");
if ( !$(this).next().hasClass("password_switch_eyeon") )
{
$(this).next().addClass("password_switch_focus");
}
1) i
$ ("input [type='password'], .password content input[type='text']").bind("focusout",
function () {
$(this) .parent () .eq(0) .removeClass ("password content_ focus");
$(this).next().removeClass("password_switch_focus");
1) i
}

function customSwitchInit ()
{
$(".switch_content") .bind("click", function() {
if ($(this) .hasClass("switch content _on")) {
$(this).removeclass("switch_content_on");
$(this) .addClass ("switch_content off");
$(this) .children("span") .html ("OFF&nbsp;") ;
S("#" + $(this).attr("id") + "_value").val(0);
telse(
$(this).addClass("switch_content_on");
$(this) .removeClass ("switch_content off");
$(this) .children("span") .html ("&nbsp;ON") ;
S("#" + $(this).attr("id") + "_value").val(l);
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}
console.log (S ("#" + $(this).attr("id") + "_value").val());
b
}
function customSelectInit ()
{
$(".select-arrow") .click (function () {
$(this) .parent () .addClass ("select-open") ;
1)

//EctE6+8T0TA»—I £-062»0p?d
$(".dropdown-select") .bind ("mouseleave",
function (e)
{
var w = $(this).width();

var h = $(this).height();
var x = (e.pageX - this.offsetleft - (w / 2)) * (w > h 2 (h / w)
1)
var y = (e.pageY - this.offsetTop - (h / 2)) * (h >w ? (w / h)
1)

var direction = Math.round((((Math.atan2(y, x) * (180 / Math.PI))
+ 180) / 90) + 3) % 4;
if (direction != 2)
{
$(this) .removeClass ("select-open") ;
}
b

$ (".dropdown-menu-select") .mouseleave (function () {
$ (this) .parent () .removeClass ("select-open") ;
1) i

$ (" .dropdown-menu-select 1i").click (function () {
$(this) .parent () .siblings ("label") .first () .text ($(this).text());
S("#" + $(this).parent().attr("id") + "_value").val($(this).attr("livalue"));
$ (this) .parent () .parent () .removeClass ("select-open") ;;
1) i
}
function customPasswordInit ()
{
inputBindFocus () ;
$(".password_switch") .bind("click", function() {
1f( $(this).css("background—image").indexOf("eye_close") > -1
{
$(this) .removeClass ("password switch unfocus");
$(this).removeclass("password_switch_focus");
S (this) .addClass ("password switch_eyeon");
}
else
{
$(this).removeclass("password_switch_eyeon");
$(this) .addClass ("password _switch_unfocus");

}

if( 9 > judedNavation() )
{
var $pwdInput =

g 4 /5 Toc
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CVSS 7+#: 5.0
URL: http://192.168.1.1:8080/js/aes_1.js
k- aes_1.js (Page)
PR - Al RE S IEE 9% Web NIRRT IBURE R, WA 4. %0, P84 /s U sCrar B
A[RE MR P IRAE R P G BB, BHES. 2RSSR ER
JBA - Web [ FI# /7 4 i BAC B A 22 4
[ 5 - RS S lie BN A FH 2242 550 () “Content-Security-Policy” 3k
X5
#fE#E:  AppScan £l 2] Content-Security-Policy M N Sk &i e BUEAG AN 22 A 5w, X 7] BE 2> T KRR Hh 2
T AP ARG 2T
DR SR AW B -

GET /js/aes_1.3s?v=20250327153146 HTTP/1.1

User-

Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1:8080/maintain
Connection: keep-alive

Host:

192.168.1.1:8080

Accept: */*
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {

var

(RTINS
;

key =

for(var i = 0; i1 < passwd_key.length; i++){

if

if (passwd_key.charCodeAt (i) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
elsef
key += (passwd_key.charCodeAt (i)).toString(16);
}
}

(key.length > 64) {

key = key.slice(0,64);
}

else{

key

for (var i = key.length; i < 64 ; i++){
key += "0";
}
}
= CryptoJS.enc.Hex.parse (key) ;

return en_func (pwd, key) ;

}

var Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000";

function encrypt info (pwd) {

var

key = CryptoJS.enc.Hex.parse (Crypto_aes_g_key);

return en_func (pwd, key) ;

}

function en_func (pwd, key) {

var
pwd

2025/4/1

ivRand = randNum(16);
= CryptoJdS.enc.Utf8.parse (pwd) ;
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var encryptedPwd = CryptoJS.AES.encrypt (pwd, key, {
//iv: CryptoJS.enc.Utf8.parse("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRand),
mode: CryptoJS.mode.CBC,
padding: CryptoJS.pad.Pkcs7

1)

var encryptedPwdStr = encryptedPwd.ciphertext.toString();
//return encryptedBase64Str;

var ivEncryptedPwd = ivRand + encryptedPwdStr;

return ivEncryptedPwd;

function randNum(n) {
var rnd = "";
var rndIv = "";
for(var 1=0;i<n;i++) {
rnd = Math.floor (Math.random () *256) ;
if (rnd<16)
rnd = "0" + rnd.toString(16);
else
rnd = rnd.toString(16);
rndIv += rnd;
}

return rndIv;

function decrypt_info (encryptedIvPwd) {

var key = CryptoJS.enc.Hex.parse (Crypto_aes_g_ key);

var ivRecived = encryptedIvPwd.slice (0,32);

var encryptedPwd = encryptedIvPwd.slice(32,encryptedIvPwd.length);
var encryptedHexStr = CryptoJS.enc.Hex.parse (encryptedPwd) ;

var encryptedBase64Str = CryptodS.enc.Baseb64.stringify(encryptedHexStr) ;

var decryptedData = CryptoJdS.AES.decrypt (encryptedBase64Str, key, {

//iv: CryptoJdS.enc.Utf8.parse ("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRecived),
mode: CryptodS.mode.CBC,
padding: CryptoJS.pad.Pkcs7
b

var decryptedStr = decryptedData.toString(CryptoJS.enc.Utf8);
return decryptedStr.toString();

var hexMap = new Array('O', '1', '2', '3', '4', '5', 'e', '7', '8',
"B

function getDHprvkey () {

var dhPrvKey = "";

dhPrvKey += (Math.floor (Math.random() * 15)).toString(16);

for (var j = 0; J < 191; j++){
dhPrvKey += (Math.floor (Math.random() * 16)).toString(16);
}

return dhPrvKey;

}

function getDHkey(g,n,p) {
var g_Bigint = Bigint.fromHex(g);
var n_Bigint = Bigint.fromHex(n);
var p_Bigint = Bigint.fromHex(p);
var dhKey = Bigint. powmod(g_Bigint,n Bigint,p_Bigint);
var dhKey binary = dhKey.toBinaryString();
var dhKey_ tmp = "";
var tmp, tmpLen;
for (var i=dhKey binary.length-1; i >= 0; i=i-4){
if ((i-3)<0){
tmp = dhKey binary.slice(0,i+1);
tmpLen = 4 - tmp.length;
for (var j = 0; j < tmpLen; j++) {
tmp = "0" + tmp;
}

else
tmp = dhKey binary.slice(i-3,i+1);

dhKey tmp = hexMap[ ((tmp[0]=="1")28:0)+((tmp[1]=="1")24:0)+((tmp[2]=="1")22:0)+

((tmp([3]=='1"')?1:0)] + dhKey_tmp;

25



}

if (dhKey_ tmp.length % 2 == 1)
dhKey_tmp = "0" + dhKey_tmp;
return dhKey_ tmp;

}

function genDHkey (data,privkey,p) {

data = eval (" ("+data+")");
if (data.data.web_stuff) {
var keysuff = '', exclus = '', aeskey = '';

keysuff = getDHkey(data.data.web_stuff, privkey, p);
var hexl = 0, hex2 = 0, hex3 = 0, dec = 0, len = keysuff.length/3;
for(var 1 = 0; 1 < len; i+=2){

hexl
hex2
hex3
dec =
exclus

'0x'+keysuff.slice(i, i+2);
'0x'+keysuff.slice(i+len, i+len+2);
'0x'+keysuff.slice(i+2*1len, i+2*len+2);

hexl ~ hex2 ~ hex3;

dec.toString(16);

if (exclus.length < 2){

}

exclus = "0" + exclus;

aeskey += exclus;

}

Crypto_aes_g_key = aeskey;

}

else(

Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000™";

var CryptoJdS=CryptodS||function (u,p) {
var d={},1=d.lib={},s=function() {}, t=1.Base={extend: function (a) {

}

s.prototype=this;

var c=new s;

a&&c.mixIn(a);

c.hasOwnProperty ("init") | | (c.init=function () {
c.$super.init.apply(this, arguments) ;

1) ;

c.init.prototype=c;

c.$super=this;

return c;

’

create:function () {

}

var a=this.extend();
a.init.apply(a,arguments) ;
return a;

i

init:function() {},
mixIn:function (a) {

}

for (var ¢ in a)
a.hasOwnProperty(c) && (this[cl=alc]);
a.hasOwnProperty ("toString") && (this.toString=a.toString);

,

clone:fun

@ 5 / 5
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T
CVSS 7+#: 5.0
URL: http://192.168.1.1:8080/js/common.js
k- common.js (Page)
PR - Al RE S IEE 9% Web NIRRT IBURE R, WA 4. %0, P84 /s U sCrar B
AIRE U R A PR AbE A 4. FiD. BHRS. 1S RG-S E8URE R
JBA - Web [ FI# /7 4 i BAC B A 22 4
85 1 = H IR 5% I B 94 ] 22 45 55 % ) “Content-Security-Policy” Sk
ZE S
#fE#E:  AppScan £l 2] Content-Security-Policy M N Sk &i e BUEAG AN 22 A 5w, X 7] BE 2> T KRR Hh 2
T AP ARG 2T
DR SR AW B -

GET /js/common.js?v=20250327153146 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1:8080/maintain

Connection: keep-alive

t: 192.168.1.1:8080

Hos
Acc

ept:

* /%

Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close

Ser

ver:

HSANHomeGateway

Content-Length: 22938
Cache-control: public,max-age=86400
Content-Type: application/x-javascript

function web_server_result(s) {

if

}

}

}

}

(s == "null error") {
return " FETETCR, HEFHE
else if (s == "data error") {
return " FECTRME TR, W EHIHE
else if (s == "set error") {
return " B
else if (s == "add error") {
return " RN R
else if (s == "del error") {
return " T 2R
else if (s == "get error") {
return " SN R
else {
return s

}

function common_ajax_success (rsp, status, xhr) {
var rsp_obj = rsp
(typeof (rsp) == "string")

if

rsp_obj = JSON.parse (rsp)

if (typeof (rsp_obj) == "object" && rsp_obj.retcode == "0" && rsp_obj.data.result ==
"SUCCESS") {

}

2025/4/1

else

location.reload()

{

var msg = ""

if (rsp_obj.data && rsp obj.data.errinfo) {
msg = msg + web_server_result (rsp_obj.data.errinfo)
}

if (rsp_obj.data && rsp_obj.data.result) {
msg = msg + rsp_obj.data.result


http://192.168.1.1:8080/js/common.js

}
if (msg == "") {
msg = " RINEER
}

pop_window.alert ({title:" Bein text:i:msg, confirm:true})

}

function common_ajax success_cb(rsp, status, xhr, cb) {
var rsp_obj = rsp
if (typeof (rsp) == "string")

rsp_obj = JSON.parse (rsp)

if (typeof (rsp_obj) == "object" && rsp_obj.retcode == "0" && rsp obj.data.result ==
"SUCCESS") {
cb ()
} else {

var msg = ""

if (rsp_obj.data && rsp obj.data.errinfo) {
msg = msg + web_server result(rsp obj.data.errinfo)
}

if (rsp_obj.data && rsp obj.data.result) {
msg = msg + rsp_obj.data.result
}

if (msg == "") {
msg = " AREN R
}

pop_window.alert ({title:" Behin text:i:msg, confirm:true})

}

function getQueryVariable (variable) {
let query = window.location.search.substring(1l);
let vars = query.split("&");
for (let i = 0; i < vars.length; i++) {
let pair = vars[i].split("=");
if (pair([0] == variable) {
return pair[1l];

function hasClass (ele, className) {
var reg = new RegExp (' ("|\\s)' + className + '(\\s|$)")
return reg.test(ele.className)

}

function macToNumber (mac) {
return Number ("Ox"+mac.replaceAll(':','"))

}

function ipToNumber (ip) {
var num = 0;
if(ip == ")
return num;

var aNum = ip.split(".");
if (aNum.length != 4) {
return num;
}
num += parselnt (aNum[0]) << 24;
num += parselnt (aNum[1l]) << 16;
num += parselnt (aNum[2]) << 8;
num += parselnt (aNum[3]) << 0;
num = num >>> 0;//XMRKEHE, AR B I ABAITH IR

return num;

function numberToIp (number) {
var ip = "";

if (number <= 0) {
return ip;

}

var ip3 = (number << 0 ) >>> 24;
var ip2 = (number << 8 ) >>> 24;
var ipl = (number << 16) >>> 24;
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var ip0 = (number << 24) >>> 24
ip += ip3 + "." + ip2 + "." + ipl + "." + ip0;

return ip;

}

function ipv4_prefix(ip) {
var arr = ip.split('.")
delete arr[3]

return arr.join('.")

}

function is_ipv4 (ip) {

return /~(1\d{2}12[0-4]\d[25[0-5]|[1-9]1\d|[0-9])\. ((1\d{2}12[0-4]1\d|25[0-5]|[1~-
9I\dIN\d)\.) {2} (1\d{2} [2[0-4]\d[25[0-5] | [1-9]\d[\d) $/.test (ip)

}

function is_ipv6 (ip) {

return /~([\da-fA-F1{1,4}:) {6} ((25[0-5]12[0-4]\d| [01]2\d\d?)\.) {3} (25[0-5] |2[0-4]\d| [01]?
\d\d?)$|~:: ([\da-fA-F]{1,4}:){0,4} ((25[0-5]12[0-41\d| [01]2\d\d?)\.) {3} (25[0-5] |2[0-4]\d| [01]?
\d\d?)$ |~ ([\da-fA-F]{1,4}:):([\da-fA-F]1{1,4}:){0,3}((25[0-5]112[0-4]1\d|[01]2\d\d?)\.) {3} (25[0-
5]12[0-4]1\d| [01]2\d\d?)$ |~ ([\da-fA-F]{1,4}:){2}: ([\da-fA-F]{1,4}:) (0,2} ((25[0-5]2[0-4]\d|[01]?
\d\d?)\.) {3} (25[0-5112[0-41\d| [0112\d\d?) $ |~ ([\da-fA-F]{1,4}:) {3}: ([\da-fA-F]{(1,4}:){0,1} ((25[0-
5112[0-41\d| [01]12\d\d?)\.) {3} (25[0-5] |2[0-4]1\d| [01]12\d\d?)$ |~ ([\da-fA-F]{1,4}:) {4}: ((25[0-5]|2[0-
41\d | [0112\d\d?)\.) {3} (25[0-5]112[0-41\d | [01]2\d\d?)$|~ ([\da-fA-F]{1,4}:) {7} [\da-fA-F1{1,4}$|": ((:
[\da-fA-F]{1,4}){1,6}1:)$[~[\da-fA-F]1{1,4}: ((:[\da-fA-F]{1,4}){1,5}1:)$|1"([\da-fA-F]{1,4}:) {2} ((:
[\da-fA-F]{1,4}){1,4}|:)$|"~([\da-fA-F]{1,4}:) {3} ((: [\da-fA-F]{1,4}){1,3}|:)$|"([\da-fA-F]{1,4}:)
{4) ((:[\da-fA-F]{1,4}) (1,2} 1:)$|~([\da-fA-F]{1,4}:){5}: ([\da-fA-F]1{1,4})?2$|~([\da-fA-F](1,4}:)
{6}:$/.test (ip)

}

function is_domain(domain) {

return /”(?=".{3,255}$) [a-zA-20-9] [-a-zA-Z0-9]{0,62} (\.[a-zA-Z0-9] [-a-zA-20-9]
{0,62})+$/.test (domain)

}

function is_hex(s) {
for (var i in s) {
if (! ((s[i].charCodeAt () >= '0'.charCodeAt() && s[i].charCodeAt () <=
'9'.charCodeAt ()) ||
(s[i] .charCodeAt () >= 'a'.charCodeAt() && s[i].charCodeAt () <=
'f'.charCodeAt ()) ||
(s[i].charCodeAt () >= 'A'.charCodeAt() && s[i].charCodeAt () <=
'F'.charCodeAt())))
{
return false
}
}

return true

}

function iform data() {

var data = {}
$.each($("iform select:enabled"), function(i, select){
data[select.name] = s

“X-Content-Type-Options” kB ki A~ 224 @
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FeEE

Cvss 7+#t: 5.0

URL: http://192.168.1.1/
Sk (Page)
PR - A RE SRR Ok Web TR FIBUER(E S, W4 B0, PLasaf/sigusscr i g
ATRE SR YR IR EE W 4. 0. [FHES. HS R8RS SEEER

JEHA - Web 37 #2574 Fit Bl B B AN 2 4
B W45 2 e BN AL B N “nosniff’ [ “X-Content-Type-Options” 3k

=5

{fE¥:  AppScan &l 2]“X-Content-Type-Options” I 8 Sk e 8L B AT A 22 48, IR AT 2 5 KRR Hh 32 %

THER TR T
TR 575 SR A Rz -
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GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Last-Modified: Thu, 10 Nov 2022 02:15:45 GMT
Connection: Keep-Alive

Content-Length: 444

X-Frame-Options: SAMEORIGIN

Keep-Alive: timeout=20

ETag: "1l5a-lbc-636cbedl”

Date: Tue, 01 Apr 2025 01:20:47 GMT
Content-Type: text/html

<!DOCTYPE html>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<meta http-equiv="X-UA-Compatible" content="IE=Edge">

<meta http-equiv="refresh" content="0; URL=/cgi-bin/luci" />

<meta HTTP-EQUIV="pragma" CONTENT="no-cache">

<meta HTTP-EQUIV="Cache-Control" CONTENT="no-store, must-revalidate">
<meta HTTP-EQUIV="expires" CONTENT="0">

<title>tEHFHAEMK</title>

</head>
<body>

</body>
</html>

GET /cgi-bin/luci HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Connection: Keep-Alive
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X-Frame-Options: SAMEORIGIN
X-Frame-Options: SAMEORIGIN
Keep-Alive: timeout=20

Cache-Control: no-cache

Expires: 0

Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html>
<head>
<meta http-equiv='Content-Type' content='text/html; charset=utf-8'/>
<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta HTTP-EQUIV="pragma" CONTENT="no-cache">

<meta HTTP-EQUIV="Cache-Control" CONTENT="no-store, must-revalidate">

<meta HTTP-EQUIV="expires" CONTENT="0">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>[EHEHAEEM K</ title>
<link rel="shortcut icon" href="/luci-static/resources/image/favicon.ico">
<link rel="bookmark" href="/luci-static/resources/image/favicon.ico">
<link href="/luci-static/resources/css/login.css?version=5200" rel="stylesheet">
<script src="/luci-static/resources/js/jquery.js?version=5200"></script>
<script src="/luci-static/resources/js/util.js?version=5200"></script>
<script src="/luci-static/resources/js/login.js?version=5200"></script>

<script>
window.onload =function() {console.log("The device support WiFi: " + 1);
console.log ("The device support USB: " + 1);
console.log ("The device type: " + 9);

window.localStorage.setItem("hasWiFi", 1);
window.localStorage.setItem("hasPots", 1);
window.localStorage.setItem("hasUsb", 1);
window.localStorage.setItem("hasMesh", 1);
window.localStorage.setItem("devType", 9);

}

function hideHint ()
{
$(".login-input") .children(":last") .remove () ;
$("#login_username") .removeAttr ("disabled");
$("#login_password") .removeAttr ("disabled");
}
</script>
</head>
<body onkeydown='keyCapscheck (event, 1)'>
<div class="login_bg">
<form method="post" id="argform">
<input type="hidden" name="username" id="username" value="telecomadmin" />
<input type="hidden" name="psd" id="psd" value="" />
<input type="submit" style="display:none"/>
</form><div class="logo"><img src="/luci-static/resources/image/logo_tianyi.png"
alt="logo"></div>
<div class="line" id="line" name="line">
<table align=left cellpadding=0 cellspace=0 border=0>
<tr>
<td id="1linel" name="linel" valign="top">
<img src="/luci-static/resources/image/line.png" style="opacity:0.2;">
</td>
<td id="1line2" name="1line2" valign="top">
<img src="/luci-static/resources/image/line.png" style="margin-left:-3px;opacity:0.2;">
</td>
</tr>
</table>
</div>
<script>
if (bType == "IE8")
{
var speed=6;
console.log("Current broswer is IE8.");
function Marquee () {
if (document.getElementById ("1line2") .offsetWidth-
document.getElementById("1line") .scrollLeft<=0)
document.getElementById("1line") .scrollLeft-
=document.getElementById("1linel") .offsetWidth;
else{
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document.getElementById ("1line") .scrollLeft++;
}
}
setInterval (Marquee, speed) ;

}

</script>

<div id='copyright div'>

Copyright (C) 2015 FEH{E All rights reserved.snbsp;&nbsp;
<script>

function isIPv6Addr (str)

{

return /:/.test(str) &&
str.match(/:/g) .length<8 &&
/::/.test (str)
? (str.match(/::/g) .length==1 &&
/NS M ()2 ([\da-£1{1,4}(:1::))*[\da-£1{1,4} (:]::)2$/i.test(str)
/7 ([\da-£f1{1,4}:){7}[\da-£f]{1,4}$/i.test(str);

}

if (isIPv6Addr (location.host)

var hosturl = "[" + location.host + "]1";
else

var hosturl = location

2/ 5
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GET /maintain HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/cgi-bin/luci

Connection: keep-alive

Host: 192.168.1.1:8080

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close

TOC
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Server: HSANHomeGateway
Content-Length: 1582
Content-Type:

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title> AR K</ title>
<link href="/css/login.css?v=20250327153146" rel="stylesheet">
<link href="/css/main_style.css?v=20250327153146" rel="stylesheet">
<script src="/js/jquery.js?v=20250327153146"></script>
<script src="/js/aes_1.3s?v=20250327153146"></script>
<script src="/js/common.js?v=20250327153146"></script>
<script>
var g_wlan24_num=8
var g_wlan58_num=8
var g_usb_num=1
var g_province="JT"
</script>
</head>
<body>
<script>
if (g_province == "JT" || g_province == "HAI") {
window.location="/";
} else {
window.location="/register.html";

}

</script> <div id="pop_window_div" style="display: none;"></div>

<div id="pop_window_content_div" style="display: none;">
<div id="pop_window_title"></div>
<div id="pop_window_body">
<div id="pop_window_icon"></div>
<div id="pop window_show_div">
<div id="pop_window_loading"></div>
<div id="pop_ window message"></div>
<div id="pop_window_option">

<div id="pop_window_confirm" class="pop_window_action

bg color main">Miih</div>

<div id="pop_window_cancel"” class="pop_window_action

bg color red">HUH</div>
</div>
</div>
</div>
</div>
<div id="loading" style="display: none;">
<div id="loading_content">
<img src="/image/loading.gif">
</div>
</div>
</body>
</html>
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s R
CVSS 7+#i: 5.0
URL.: http://192.168.1.1:8080/js/aes_1.js
k- aes_1.js (Page)
PR - Al RE S IEE 9% Web NIRRT IBURE R, WA 4. %0, P84 /s U sCrar B
A[RE MR P IRAE R P G BB, BHES. 2RSSR ER
JBA - Web 3 TR /7 4 F2 B IC B AN 224
ERie RSS2 tic B AL B N “nosniff’ (i) “X-Content-Type-Options” 3k
Z 5
e AppScan il £]“X-Content-Type-Options™ i i Skl R BB A A% 4 MH, XIS KFEE R
T PR F
TR SR A -

GET /js/aes_1.3s?v=20250327153146 HTTP/1.1

User-

Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1:8080/maintain
Connection: keep-alive

Host:

192.168.1.1:8080

Accept: */*
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {

var

(RTINS
;

key =

for(var i = 0; i1 < passwd_key.length; i++){

if

if (passwd_key.charCodeAt (i) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
elsef
key += (passwd_key.charCodeAt (i)).toString(16);
}
}

(key.length > 64) {

key = key.slice(0,64);
}

else{

key

for (var i = key.length; i < 64 ; i++){
key += "0";
}
}
= CryptoJS.enc.Hex.parse (key) ;

return en_func (pwd, key) ;

}

var Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000";

function encrypt info (pwd) {

var

key = CryptoJS.enc.Hex.parse (Crypto_aes_g_key);

return en_func (pwd, key) ;

}

function en_func (pwd, key) {

var
pwd

2025/4/1

ivRand = randNum(16);
= CryptoJdS.enc.Utf8.parse (pwd) ;
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var encryptedPwd = CryptoJS.AES.encrypt (pwd, key, {
//iv: CryptoJS.enc.Utf8.parse("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRand),
mode: CryptoJS.mode.CBC,
padding: CryptoJS.pad.Pkcs7

1)

var encryptedPwdStr = encryptedPwd.ciphertext.toString();
//return encryptedBase64Str;

var ivEncryptedPwd = ivRand + encryptedPwdStr;

return ivEncryptedPwd;

function randNum(n) {
var rnd = "";
var rndIv = "";
for(var 1=0;i<n;i++) {
rnd = Math.floor (Math.random () *256) ;
if (rnd<16)
rnd = "0" + rnd.toString(16);
else
rnd = rnd.toString(16);
rndIv += rnd;
}

return rndIv;

function decrypt_info (encryptedIvPwd) {

var key = CryptoJS.enc.Hex.parse (Crypto_aes_g_ key);

var ivRecived = encryptedIvPwd.slice (0,32);

var encryptedPwd = encryptedIvPwd.slice(32,encryptedIvPwd.length);
var encryptedHexStr = CryptoJS.enc.Hex.parse (encryptedPwd) ;

var encryptedBase64Str = CryptodS.enc.Baseb64.stringify(encryptedHexStr) ;

var decryptedData = CryptoJdS.AES.decrypt (encryptedBase64Str, key, {

//iv: CryptoJdS.enc.Utf8.parse ("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRecived),
mode: CryptodS.mode.CBC,
padding: CryptoJS.pad.Pkcs7
b

var decryptedStr = decryptedData.toString(CryptoJS.enc.Utf8);
return decryptedStr.toString();

var hexMap = new Array('O', '1', '2', '3', '4', '5', 'e', '7', '8',
"B

function getDHprvkey () {

var dhPrvKey = "";

dhPrvKey += (Math.floor (Math.random() * 15)).toString(16);

for (var j = 0; J < 191; j++){
dhPrvKey += (Math.floor (Math.random() * 16)).toString(16);
}

return dhPrvKey;

}

function getDHkey(g,n,p) {
var g_Bigint = Bigint.fromHex(g);
var n_Bigint = Bigint.fromHex(n);
var p_Bigint = Bigint.fromHex(p);
var dhKey = Bigint. powmod(g_Bigint,n Bigint,p_Bigint);
var dhKey binary = dhKey.toBinaryString();
var dhKey_ tmp = "";
var tmp, tmpLen;
for (var i=dhKey binary.length-1; i >= 0; i=i-4){
if ((i-3)<0){
tmp = dhKey binary.slice(0,i+1);
tmpLen = 4 - tmp.length;
for (var j = 0; j < tmpLen; j++) {
tmp = "0" + tmp;
}

else
tmp = dhKey binary.slice(i-3,i+1);

dhKey tmp = hexMap[ ((tmp[0]=="1")28:0)+((tmp[1]=="1")24:0)+((tmp[2]=="1")22:0)+

((tmp([3]=='1"')?1:0)] + dhKey_tmp;
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}

if (dhKey_ tmp.length % 2 == 1)
dhKey_tmp = "0" + dhKey_tmp;
return dhKey_ tmp;

}

function genDHkey (data,privkey,p) {

data = eval (" ("+data+")");
if (data.data.web_stuff) {
var keysuff = '', exclus = '', aeskey = '';

keysuff = getDHkey(data.data.web_stuff, privkey, p);
var hexl = 0, hex2 = 0, hex3 = 0, dec = 0, len = keysuff.length/3;
for(var 1 = 0; 1 < len; i+=2){

hexl
hex2
hex3
dec =
exclus

'0x'+keysuff.slice(i, i+2);
'0x'+keysuff.slice(i+len, i+len+2);
'0x'+keysuff.slice(i+2*1len, i+2*len+2);

hexl ~ hex2 ~ hex3;

dec.toString(16);

if (exclus.length < 2){

}

exclus = "0" + exclus;

aeskey += exclus;

}

Crypto_aes_g_key = aeskey;

}

else(

Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000™";

var CryptoJdS=CryptodS||function (u,p) {
var d={},1=d.lib={},s=function() {}, t=1.Base={extend: function (a) {

}

s.prototype=this;

var c=new s;

a&&c.mixIn(a);

c.hasOwnProperty ("init") | | (c.init=function () {
c.$super.init.apply(this, arguments) ;

1) ;

c.init.prototype=c;

c.$super=this;

return c;

’

create:function () {

}

var a=this.extend();
a.init.apply(a,arguments) ;
return a;

i

init:function() {},
mixIn:function (a) {

}

for (var ¢ in a)
a.hasOwnProperty(c) && (this[cl=alc]);
a.hasOwnProperty ("toString") && (this.toString=a.toString);

,

clone:fun
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Cvss 4H#t: 5.0
URL: http://192.168.1.1/luci-static/resources/js/util.js
k- util.js (Page)
RS - FRESINERT ¢ Web SRR P IIEURME R, W&, B0, las 4 A eusor o B
ARSI PRI 4. S, FHR S RS EERER
JE A - Web [ T2 g 2 ek i B A % 4
ERie RSS2 tic B AL B N “nosniff’ (i) “X-Content-Type-Options” 3k
P31
Fiz
#EFE-  AppScan £l E]“X-Content-Type-Options” i 3 Sk o B G AN 22 4 l, XTI e KRR FE
T T RIE 2N
GET /luci-static/resources/js/util.js?version=5200 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci
Connection: keep-alive
Host: 192.168.1.1
Accept: */*
Accept-Language: en-US
HTTP/1.1 200 OK
Last-Modified: Tue, 05 Mar 2024 01:09:21 GMT
Connection: Keep-Alive
Content-Length: 41626
Keep-Alive: timeout=20
ETag: "d6-a29%a-65e670cl"
Date: Tue, 01 Apr 2025 01:20:48 GMT
Content-Type: text/javascript
var WEB_POLL_INTERVAL=5;
window.console = window.console || (function() {
var ¢ = {}; c.log = c.warn = c.debug = c.info = c.error = c.time = c.dir = c.profile
= c.clear = c.exception = c.trace = c.assert = function(){};
return c;
NN
var noWiFi = (window.localStorage.getItem("hasWiFi") == 1) 2 0 g
var noPots = (window.localStorage.getItem("hasPots") == 1) 2 0 g
var noUsb = (window.localStorage.getItem("hasUsb") == 1) ? 0 g
var noMesh = (window.localStorage.getItem("hasMesh") == 1) 2 0 ig
var devIype = window.localStorage.getItem("devType");
function isIE7Browser ()
{
if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/7./i)=="7.")
{
return true;
}
else
{
return false;
}
}
function judedNavation ()
{
if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/6./i)=="6.") {

2025/4/1

return 6;
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}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/7./i)=="7.") {
return 7;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/8./i)=="8.") {
return 8;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/9./i)=="9.") {
return 9;
}
else{
return 10;

}

function createlnput (id, name, placeholder, maxlength, type, value)

{

var inputObj = "<input ";
if ( id !'= "" && id != "undefined" )
{
inputObj += "id='" + id + "' ";
}
if ( name != "" && name != "undefined" )
{
inputObj += "name='" + name + "' ";
}
if ( placeholder != "" && placeholder != "undefined" )
{
inputObj += "placeholder='" + placeholder + "' ";
}
if ( maxlength != "" && maxlength != "undefined"
{
inputObj += "maxlength='" + maxlength + "' ";
}
inputObj += "type='" + type + "' ";
inputObj += "value='" + value + "' ";

inputObj += ">";
return inputObj;

function inputBindFocus ()
{
$("input [type='password'], .password content input[type='text']").bind("focusin",
function () {
$(this).parent().eq(O).addClass("password_content_focus");
if ( !$(this).next().hasClass ("password switch eyeon") )
{
$(this) .next () .addClass ("password switch_focus");
}
1)
$("input [type='password'], .password content input[type='text']").bind("focusout",
function () {
$(this) .parent () .eq(0) .removeClass ("password_content_focus");
$(this) .next () .removeClass ("password switch focus");
b
}

function customSwitchInit ()
{
S(".switch_content").bind("click", function () {
if ($(this) .hasClass ("switch_content_on")) {
$(this) .removeClass ("switch content_on");
$(this).addClass("switch_content_off");
$(this) .children("span") .html ("OFF&nbsp; ") ;
S("#" + $(this).attr("id") + " _value").val(0);

telse{
$(this) .addClass ("switch_content_on");
$(this).removeclass("switch_content_off");
$(this) .children ("span") .html ("&nbsp;ON") ;
S("#" + $(this).attr("id") + " value").val(l);
}
console.log ($("#" + $(this).attr("id") + "_value").val());
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function customSelectInit ()

{

S (".select-arrow") .click (function () {
$(this) .parent () .addClass ("select-open") ;
1)

//EcrR6+8T0TA»—T £-062»0p2@
$(".dropdown-select") .bind ("mouseleave",
function (e)
{
var w = $(this).width();

var h = $(this) .height();
var x = (e.pageX - this.offsetleft - (w / 2)) * (w > h 2 (h / w)
1);

var y = (e.pageY - this.offsetTop - (h / 2)) * (h >w ? (w / h)
1)7

var direction = Math.round((((Math.atan2(y, x) * (180 / Math.PI))
+ 180) / 90) + 3) % 4;

if (direction != 2)

{
$ (this) .removeClass ("select-open") ;
}
1) i

S (".dropdown-menu-select") .mouseleave (function () {
$ (this) .parent () .removeClass ("select-open") ;
b

$ (".dropdown-menu-select 1i").click (function () {
S (this) .parent () .siblings ("label") .first () .text ($(this) .text());
S("#" + $(this).parent().attr("id") + "_value").val($(this).attr("livalue"));
$ (this) .parent () .parent () .removeClass ("select-open") ;;
1)
}
function customPasswordInit ()
{
inputBindFocus () ;
$(".password_switch").bind("click", function () {
if ( $(this).css("background-image") .indexOf ("eye close") > -1
{
$(this) .removeClass ("password switch_unfocus");
$(this) .removeClass ("password switch_ focus");
$(this).addClass("password_switch_eyeon");
}
else
{
$(this) .removeClass ("password_switch_eyeon");
$(this).addClass("password_switch_unfocus");

}

if( 9 > judedNavation() )
{
var $pwdInput =

@ 5 / 5 ToC
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FEHE -
CVSS 7+#: 5.0
URL: http://192.168.1.1:8080/js/common.js
k- common.js (Page)
PR - Al RE S IEE 9% Web NIRRT IBURE R, WA 4. %0, P84 /s U sCrar B
AIRE U R A PR AbE A 4. FiD. BHRS. 1S RG-S E8URE R
JBA - Web [ FI# /7 4 i BAC B A 22 4
ERie RSS2 tic B AL B N “nosniff’ (i) “X-Content-Type-Options” 3k
ZE 5t
e AppScan il £]“X-Content-Type-Options™ i i Skl R BB A A% 4 MH, XIS KFEE R
T T REEH T
DR SR AW B -

GET /js/common.js?v=20250327153146 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1:8080/maintain

Connection: keep-alive

t: 192.168.1.1:8080

Hos
Acc

ept:

* /%

Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close

Ser

ver:

HSANHomeGateway

Content-Length: 22938
Cache-control: public,max-age=86400
Content-Type: application/x-javascript

function web_server_result(s) {

if

}

}

}

}

(s == "null error") {
return " FETETCR, HEFHE
else if (s == "data error") {
return " FECTRME TR, W EHIHE
else if (s == "set error") {
return " B
else if (s == "add error") {
return " RN R
else if (s == "del error") {
return " T 2R
else if (s == "get error") {
return " PRSI
else {
return s

}

function common_ajax_success (rsp, status, xhr) {
var rsp_obj = rsp
(typeof (rsp) == "string")

if

rsp_obj = JSON.parse (rsp)

if (typeof (rsp_obj) == "object" && rsp_obj.retcode == "0" && rsp_obj.data.result ==
"SUCCESS") {

}

2025/4/1

else

location.reload()

{

var msg = ""

if (rsp_obj.data && rsp obj.data.errinfo) {
msg = msg + web_server_result (rsp_obj.data.errinfo)
}

if (rsp_obj.data && rsp_obj.data.result) {
msg = msg + rsp_obj.data.result
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}
if (msg == "") {
msg = " RINEER
}

pop_window.alert ({title:" Bein text:i:msg, confirm:true})

}

function common_ajax success_cb(rsp, status, xhr, cb) {
var rsp_obj = rsp
if (typeof (rsp) == "string")

rsp_obj = JSON.parse (rsp)

if (typeof (rsp_obj) == "object" && rsp_obj.retcode == "0" && rsp obj.data.result ==
"SUCCESS") {
cb ()
} else {

var msg = ""

if (rsp_obj.data && rsp obj.data.errinfo) {
msg = msg + web_server result(rsp obj.data.errinfo)
}

if (rsp_obj.data && rsp obj.data.result) {
msg = msg + rsp_obj.data.result
}

if (msg == "") {
msg = " AREN R
}

pop_window.alert ({title:" Behin text:i:msg, confirm:true})

}

function getQueryVariable (variable) {
let query = window.location.search.substring(1l);
let vars = query.split("&");
for (let i = 0; i < vars.length; i++) {
let pair = vars[i].split("=");
if (pair([0] == variable) {
return pair[1l];

function hasClass (ele, className) {
var reg = new RegExp (' ("|\\s)' + className + '(\\s|$)")
return reg.test(ele.className)

}

function macToNumber (mac) {
return Number ("Ox"+mac.replaceAll(':','"))

}

function ipToNumber (ip) {
var num = 0;
if(ip == ")
return num;

var aNum = ip.split(".");
if (aNum.length != 4) {
return num;
}
num += parselnt (aNum[0]) << 24;
num += parselnt (aNum[1l]) << 16;
num += parselnt (aNum[2]) << 8;
num += parselnt (aNum[3]) << 0;
num = num >>> 0;//XMRKEHE, AR B I ABAITH IR

return num;

function numberToIp (number) {
var ip = "";

if (number <= 0) {
return ip;

}

var ip3 = (number << 0 ) >>> 24;
var ip2 = (number << 8 ) >>> 24;
var ipl = (number << 16) >>> 24;
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var ip0 = (number << 24) >>> 24
ip += ip3 + "." + ip2 + "." + ipl + "." + ip0;

return ip;

}

function ipv4_prefix(ip) {
var arr = ip.split('.")
delete arr[3]

return arr.join('.")

}

function is_ipv4 (ip) {

return /~(1\d{2}12[0-4]\d[25[0-5]|[1-9]1\d|[0-9])\. ((1\d{2}12[0-4]1\d|25[0-5]|[1~-
9I\dIN\d)\.) {2} (1\d{2} [2[0-4]\d[25[0-5] | [1-9]\d[\d) $/.test (ip)

}

function is_ipv6 (ip) {

return /~([\da-fA-F1{1,4}:) {6} ((25[0-5]12[0-4]\d| [01]2\d\d?)\.) {3} (25[0-5] |2[0-4]\d| [01]?
\d\d?)$|~:: ([\da-fA-F]{1,4}:){0,4} ((25[0-5]12[0-41\d| [01]2\d\d?)\.) {3} (25[0-5] |2[0-4]\d| [01]?
\d\d?)$ |~ ([\da-fA-F]{1,4}:):([\da-fA-F]1{1,4}:){0,3}((25[0-5]112[0-4]1\d|[01]2\d\d?)\.) {3} (25[0-
5]12[0-4]1\d| [01]2\d\d?)$ |~ ([\da-fA-F]{1,4}:){2}: ([\da-fA-F]{1,4}:) (0,2} ((25[0-5]2[0-4]\d|[01]?
\d\d?)\.) {3} (25[0-5112[0-41\d| [0112\d\d?) $ |~ ([\da-fA-F]{1,4}:) {3}: ([\da-fA-F]{(1,4}:){0,1} ((25[0-
5112[0-41\d| [01]12\d\d?)\.) {3} (25[0-5] |2[0-4]1\d| [01]12\d\d?)$ |~ ([\da-fA-F]{1,4}:) {4}: ((25[0-5]|2[0-
41\d | [0112\d\d?)\.) {3} (25[0-5]112[0-41\d | [01]2\d\d?)$|~ ([\da-fA-F]{1,4}:) {7} [\da-fA-F1{1,4}$|": ((:
[\da-fA-F]{1,4}){1,6}1:)$[~[\da-fA-F]1{1,4}: ((:[\da-fA-F]{1,4}){1,5}1:)$|1"([\da-fA-F]{1,4}:) {2} ((:
[\da-fA-F]{1,4}){1,4}|:)$|"~([\da-fA-F]{1,4}:) {3} ((: [\da-fA-F]{1,4}){1,3}|:)$|"([\da-fA-F]{1,4}:)
{4) ((:[\da-fA-F]{1,4}) (1,2} 1:)$|~([\da-fA-F]{1,4}:){5}: ([\da-fA-F]1{1,4})?2$|~([\da-fA-F](1,4}:)
{6}:$/.test (ip)

}

function is_domain(domain) {

return /”(?=".{3,255}$) [a-zA-20-9] [-a-zA-Z0-9]{0,62} (\.[a-zA-Z0-9] [-a-zA-20-9]
{0,62})+$/.test (domain)

}

function is_hex(s) {
for (var i in s) {
if (! ((s[i].charCodeAt () >= '0'.charCodeAt() && s[i].charCodeAt () <=
'9'.charCodeAt ()) ||
(s[i] .charCodeAt () >= 'a'.charCodeAt() && s[i].charCodeAt () <=
'f'.charCodeAt ()) ||
(s[i].charCodeAt () >= 'A'.charCodeAt() && s[i].charCodeAt () <=
'F'.charCodeAt())))
{
return false
}
}

return true

}

function iform data() {

var data = {}
$.each($("iform select:enabled"), function(i, select){
data[select.name] = s

“X-XSS-Protection” ki A %4 @
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GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Last-Modified: Thu, 10 Nov 2022 02:15:45 GMT
Connection: Keep-Alive

Content-Length: 444

X-Frame-Options: SAMEORIGIN

Keep-Alive: timeout=20

ETag: "1l5a-lbc-636cbedl”

Date: Tue, 01 Apr 2025 01:20:47 GMT
Content-Type: text/html

<!DOCTYPE html>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<meta http-equiv="X-UA-Compatible" content="IE=Edge">

<meta http-equiv="refresh" content="0; URL=/cgi-bin/luci" />

<meta HTTP-EQUIV="pragma" CONTENT="no-cache">

<meta HTTP-EQUIV="Cache-Control" CONTENT="no-store, must-revalidate">
<meta HTTP-EQUIV="expires" CONTENT="0">

<title>tEHFHAEMK</title>

</head>
<body>

</body>
</html>

GET /cgi-bin/luci HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Connection: Keep-Alive

43


http://192.168.1.1/

X-Frame-Options: SAMEORIGIN
X-Frame-Options: SAMEORIGIN
Keep-Alive: timeout=20

Cache-Control: no-cache

Expires: 0

Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html>
<head>
<meta http-equiv='Content-Type' content='text/html; charset=utf-8'/>
<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta HTTP-EQUIV="pragma" CONTENT="no-cache">

<meta HTTP-EQUIV="Cache-Control" CONTENT="no-store, must-revalidate">

<meta HTTP-EQUIV="expires" CONTENT="0">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>[EHEHAEEM K</ title>
<link rel="shortcut icon" href="/luci-static/resources/image/favicon.ico">
<link rel="bookmark" href="/luci-static/resources/image/favicon.ico">
<link href="/luci-static/resources/css/login.css?version=5200" rel="stylesheet">
<script src="/luci-static/resources/js/jquery.js?version=5200"></script>
<script src="/luci-static/resources/js/util.js?version=5200"></script>
<script src="/luci-static/resources/js/login.js?version=5200"></script>

<script>
window.onload =function() {console.log("The device support WiFi: " + 1);
console.log ("The device support USB: " + 1);
console.log ("The device type: " + 9);

window.localStorage.setItem("hasWiFi", 1);
window.localStorage.setItem("hasPots", 1);
window.localStorage.setItem("hasUsb", 1);
window.localStorage.setItem("hasMesh", 1);
window.localStorage.setItem("devType", 9);

}

function hideHint ()
{
$(".login-input") .children(":last") .remove () ;
$("#login_username") .removeAttr ("disabled");
$("#login_password") .removeAttr ("disabled");
}
</script>
</head>
<body onkeydown='keyCapscheck (event, 1)'>
<div class="login_bg">
<form method="post" id="argform">
<input type="hidden" name="username" id="username" value="telecomadmin" />
<input type="hidden" name="psd" id="psd" value="" />
<input type="submit" style="display:none"/>
</form><div class="logo"><img src="/luci-static/resources/image/logo_tianyi.png"
alt="logo"></div>
<div class="line" id="line" name="line">
<table align=left cellpadding=0 cellspace=0 border=0>
<tr>
<td id="1linel" name="linel" valign="top">
<img src="/luci-static/resources/image/line.png" style="opacity:0.2;">
</td>
<td id="1line2" name="1line2" valign="top">
<img src="/luci-static/resources/image/line.png" style="margin-left:-3px;opacity:0.2;">
</td>
</tr>
</table>
</div>
<script>
if (bType == "IE8")
{
var speed=6;
console.log("Current broswer is IE8.");
function Marquee () {
if (document.getElementById ("1line2") .offsetWidth-
document.getElementById("1line") .scrollLeft<=0)
document.getElementById("1line") .scrollLeft-
=document.getElementById("1linel") .offsetWidth;
else{
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) et

document.getElementById ("1line") .scrollLeft++;
}
}
setInterval (Marquee, speed) ;

}

</script>

<div id='copyright div'>

Copyright (C) 2015 FEH{E All rights reserved.snbsp;&nbsp;
<script>

function isIPv6Addr (str)

{

return /:/.test(str) &&
str.match(/:/g) .length<8 &&
/::/.test (str)
? (str.match(/::/g) .length==1 &&
/NS M ()2 ([\da-£1{1,4}(:1::))*[\da-£1{1,4} (:]::)2$/i.test(str)
/7 ([\da-£f1{1,4}:){7}[\da-£f]{1,4}$/i.test(str);

}

if (isIPv6Addr (location.host)
var hosturl = "[" + location.
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URL: http://192.168.1.1:8080/maintain
Sk maintain (Page)
JRRE - AR AR % Web MR FINBURIE B, WA 4. &0, P28 M/EBURS A B
AIRE NI PR EE I P 4 FiG. EHERS . 1R SSHEEER
J5A - Web 37 FH %2 7 4 A2 BUAC B A %2 42
Elrie PR 55 A I B 9l M 91” (EE D #1“X-XSS-Protection”sk
%5

#fE¥:  AppScan Kl F] X-XSS-Protection Wi 8 Sk R BLUEA AN AAE, X P Ae20id i il AU AR 2 ) 25
i

a7 R A -

2025/4/1

GET /maintain HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/cgi-bin/luci

Connection: keep-alive

Host: 192.168.1.1:8080

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 1582
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Content-Type:

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title> hE HEE A K</ title>
<link href="/css/login.css?v=20250327153146" rel="stylesheet">
<link href="/css/main_style.css?v=20250327153146" rel="stylesheet">
<script src="/js/jquery.js?v=20250327153146"></script>
<script src="/js/aes_1.3s?v=20250327153146"></script>
<script src="/js/common.js?v=20250327153146"></script>
<script>
var g_wlan24_num=8
var g_wlan58_ num=8
var g_usb_num=1
var g_province="JT"
</script>
</head>
<body>
<script>
if (g_province == "JT" || g_province == "HAI") {
window.location="/";
} else {
window.location="/register.html";
}
</script> <div id="pop_window_div" style="display: none;"></div>
<div id="pop_window_content div" style="display: none;">
<div id="pop_window_title"></div>
<div id="pop_window_body">
<div id="pop_window_icon"></div>
<div id="pop_window_show_div">
<div id="pop_window_loading"></div>
<div id="pop window_message"></div>
<div id="pop_window_option">
<div id="pop window_confirm" class="pop_window_action
bg_color main">#fiik</div>
<div id="pop_window_cancel" class="pop_window_action
bg_color_ red">HUH</div>
</div>
</div>
</div>
</div>
<div id="loading" style="display: none;">
<div id="loading_content">
<img src="/image/loading.gif">
</div>
</div>
</body>
</html>
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URL: http:/192.168.1.1:8080/js/aes_1.js
Sfk: aes_1.js (Page)
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GET /js/aes_1.3s?v=20250327153146 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1:8080/maintain

Connection: keep-alive
Host: 192.168.1.1:8080

Accept: */*
Accept-Language: en-US
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HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (i) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
elsef
key += (passwd_key.charCodeAt (i)).toString(16);
}
}
if (key.length > 64){
key = key.slice(0,64);
}
else{
for (var i = key.length; i < 64 ; i++){
key += "0";
}
}
key = CryptoJS.enc.Hex.parse (key);
return en_func (pwd, key) ;

}
var Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000";

function encrypt info (pwd) {
var key = CryptoJS.enc.Hex.parse (Crypto_aes_g_key);
return en_func (pwd, key) ;

}
function en_func (pwd, key) {

var ivRand = randNum(16);
pwd = CryptoJS.enc.Utf8.parse (pwd) ;
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var encryptedPwd = CryptoJS.AES.encrypt (pwd, key, {
//iv: CryptoJS.enc.Utf8.parse("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRand),
mode: CryptoJS.mode.CBC,
padding: CryptoJS.pad.Pkcs7

1)

var encryptedPwdStr = encryptedPwd.ciphertext.toString();
//return encryptedBase64Str;

var ivEncryptedPwd = ivRand + encryptedPwdStr;

return ivEncryptedPwd;

function randNum(n) {
var rnd = "";
var rndIv = "";
for(var 1=0;i<n;i++) {
rnd = Math.floor (Math.random () *256) ;
if (rnd<16)
rnd = "0" + rnd.toString(16);
else
rnd = rnd.toString(16);
rndIv += rnd;
}

return rndIv;

function decrypt_info (encryptedIvPwd) {

var key = CryptoJS.enc.Hex.parse (Crypto_aes_g_ key);

var ivRecived = encryptedIvPwd.slice (0,32);

var encryptedPwd = encryptedIvPwd.slice(32,encryptedIvPwd.length);
var encryptedHexStr = CryptoJS.enc.Hex.parse (encryptedPwd) ;

var encryptedBase64Str = CryptodS.enc.Baseb64.stringify(encryptedHexStr) ;

var decryptedData = CryptoJdS.AES.decrypt (encryptedBase64Str, key, {

//iv: CryptoJdS.enc.Utf8.parse ("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRecived),
mode: CryptodS.mode.CBC,
padding: CryptoJS.pad.Pkcs7
b

var decryptedStr = decryptedData.toString(CryptoJS.enc.Utf8);
return decryptedStr.toString();

var hexMap = new Array('O', '1', '2', '3', '4', '5', 'e', '7', '8',
"B

function getDHprvkey () {

var dhPrvKey = "";

dhPrvKey += (Math.floor (Math.random() * 15)).toString(16);

for (var j = 0; J < 191; j++){
dhPrvKey += (Math.floor (Math.random() * 16)).toString(16);
}

return dhPrvKey;

}

function getDHkey(g,n,p) {
var g_Bigint = Bigint.fromHex(g);
var n_Bigint = Bigint.fromHex(n);
var p_Bigint = Bigint.fromHex(p);
var dhKey = Bigint. powmod(g_Bigint,n Bigint,p_Bigint);
var dhKey binary = dhKey.toBinaryString();
var dhKey_ tmp = "";
var tmp, tmpLen;
for (var i=dhKey binary.length-1; i >= 0; i=i-4){
if ((i-3)<0){
tmp = dhKey binary.slice(0,i+1);
tmpLen = 4 - tmp.length;
for (var j = 0; j < tmpLen; j++) {
tmp = "0" + tmp;
}

else
tmp = dhKey binary.slice(i-3,i+1);

dhKey tmp = hexMap[ ((tmp[0]=="1")28:0)+((tmp[1]=="1")24:0)+((tmp[2]=="1")22:0)+

((tmp([3]=='1"')?1:0)] + dhKey_tmp;
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}

if (dhKey_ tmp.length % 2 == 1)
dhKey_tmp = "0" + dhKey_tmp;
return dhKey_ tmp;

}

function genDHkey (data,privkey,p) {

data = eval (" ("+data+")");
if (data.data.web_stuff) {
var keysuff = '', exclus = '', aeskey = '';

keysuff = getDHkey(data.data.web_stuff, privkey, p);
var hexl = 0, hex2 = 0, hex3 = 0, dec = 0, len = keysuff.length/3;
for(var 1 = 0; 1 < len; i+=2){

hexl
hex2
hex3
dec =
exclus

'0x'+keysuff.slice(i, i+2);
'0x'+keysuff.slice(i+len, i+len+2);
'0x'+keysuff.slice(i+2*1len, i+2*len+2);

hexl ~ hex2 ~ hex3;

dec.toString(16);

if (exclus.length < 2){

}

exclus = "0" + exclus;

aeskey += exclus;

}

Crypto_aes_g_key = aeskey;

}

else(

Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000™";

var CryptoJdS=CryptodS||function (u,p) {
var d={},1=d.lib={},s=function() {}, t=1.Base={extend: function (a) {

}

s.prototype=this;

var c=new s;

a&&c.mixIn(a);

c.hasOwnProperty ("init") | | (c.init=function () {
c.$super.init.apply(this, arguments) ;

1) ;

c.init.prototype=c;

c.$super=this;

return c;

’

create:function () {

}

var a=this.extend();
a.init.apply(a,arguments) ;
return a;

i

init:function() {},
mixIn:function (a) {

}

for (var ¢ in a)
a.hasOwnProperty(c) && (this[cl=alc]);
a.hasOwnProperty ("toString") && (this.toString=a.toString);

,

clone:fun

b 4 / 5

2025/4/1

TOC

49



“X-XSS-Protection” sk e sl 424>

T
Cvss 7+#t: 5.0
URL: http://192.168.1.1/luci-static/resources/js/util.js
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GET /luci-static/resources/js/util.js?version=5200 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/cgi-bin/luci

Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

HTTP/1.1 200 OK

Last-Modified: Tue, 05 Mar 2024 01:09:21 GMT
Connection: Keep-Alive

Content-Length: 41626

Keep-Alive: timeout=20

ETag: "d6-a29%a-65e670cl"

Date: Tue, 01 Apr 2025 01:20:48 GMT
Content-Type: text/javascript

var WEB_POLL_INTERVAL=5;

window.console = window.console || (function() {
var ¢ = {}; c.log = c.warn = c.debug = c.info = c.error = c.time = c.dir = c.profile
= c.clear = c.exception = c.trace = c.assert = function(){};
return c;

NN

var noWiFi = (window.localStorage.getItem("hasWiFi") == 1) 2 0 g

var noPots = (window.localStorage.getItem("hasPots") == 1) 2 0 g

var noUsb = (window.localStorage.getItem("hasUsb") == 1) ? 0 g

var noMesh = (window.localStorage.getItem("hasMesh") == 1) 2 0 ig

var devIype = window.localStorage.getItem("devType");

function isIE7Browser ()
{
if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/7./i)=="7.")
{
return true;
}
else
{
return false;
}
}
function judedNavation ()
{
if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/6./i)=="6.") {
return 6;
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}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/7./i)=="7.") {
return 7;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/8./i)=="8.") {
return 8;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/9./i)=="9.") {
return 9;
}
else{
return 10;

}

function createlnput (id, name, placeholder, maxlength, type, value)

{

var inputObj = "<input ";
if ( id !'= "" && id != "undefined" )
{
inputObj += "id='" + id + "' ";
}
if ( name != "" && name != "undefined" )
{
inputObj += "name='" + name + "' ";
}
if ( placeholder != "" && placeholder != "undefined" )
{
inputObj += "placeholder='" + placeholder + "' ";
}
if ( maxlength != "" && maxlength != "undefined"
{
inputObj += "maxlength='" + maxlength + "' ";
}
inputObj += "type='" + type + "' ";
inputObj += "value='" + value + "' ";

inputObj += ">";
return inputObj;

function inputBindFocus ()
{
$("input [type='password'], .password content input[type='text']").bind("focusin",
function () {
$(this).parent().eq(O).addClass("password_content_focus");
if ( !$(this).next().hasClass ("password switch eyeon") )
{
$(this) .next () .addClass ("password switch_focus");
}
1)
$("input [type='password'], .password content input[type='text']").bind("focusout",
function () {
$(this) .parent () .eq(0) .removeClass ("password_content_focus");
$(this) .next () .removeClass ("password switch focus");
b
}

function customSwitchInit ()
{
S(".switch_content").bind("click", function () {
if ($(this) .hasClass ("switch_content_on")) {
$(this) .removeClass ("switch content_on");
$(this).addClass("switch_content_off");
$(this) .children("span") .html ("OFF&nbsp; ") ;
S("#" + $(this).attr("id") + " _value").val(0);

telse{
$(this) .addClass ("switch_content_on");
$(this).removeclass("switch_content_off");
$(this) .children ("span") .html ("&nbsp;ON") ;
S("#" + $(this).attr("id") + " value").val(l);
}
console.log ($("#" + $(this).attr("id") + "_value").val());
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function customSelectInit ()

{

S (".select-arrow") .click (function () {
$(this) .parent () .addClass ("select-open") ;
1)

//EcrR6+8T0TA»—T £-062»0p2@
$(".dropdown-select") .bind ("mouseleave",
function (e)
{
var w = $(this).width();

var h = $(this) .height();
var x = (e.pageX - this.offsetleft - (w / 2)) * (w > h 2 (h / w)
1);

var y = (e.pageY - this.offsetTop - (h / 2)) * (h >w ? (w / h)
1)7

var direction = Math.round((((Math.atan2(y, x) * (180 / Math.PI))
+ 180) / 90) + 3) % 4;

if (direction != 2)

{
$ (this) .removeClass ("select-open") ;
}
1) i

S (".dropdown-menu-select") .mouseleave (function () {
$ (this) .parent () .removeClass ("select-open") ;
b

$ (".dropdown-menu-select 1i").click (function () {
S (this) .parent () .siblings ("label") .first () .text ($(this) .text());
S("#" + $(this).parent().attr("id") + "_value").val($(this).attr("livalue"));
$ (this) .parent () .parent () .removeClass ("select-open") ;;
1)
}
function customPasswordInit ()
{
inputBindFocus () ;
$(".password_switch").bind("click", function () {
if ( $(this).css("background-image") .indexOf ("eye close") > -1
{
$(this) .removeClass ("password switch_unfocus");
$(this) .removeClass ("password switch_ focus");
$(this).addClass("password_switch_eyeon");
}
else
{
$(this) .removeClass ("password_switch_eyeon");
$(this).addClass("password_switch_unfocus");

}

if( 9 > judedNavation() )
{
var $pwdInput =
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GET /js/common.js?v=20250327153146 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1:8080/maintain

Connection: keep-alive

t: 192.168.1.1:8080

Hos
Acc

ept:

* /%

Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close

Ser

ver:

HSANHomeGateway

Content-Length: 22938
Cache-control: public,max-age=86400
Content-Type: application/x-javascript

function web_server_result(s) {

if

}

}

}

}

(s == "null error") {
return " FETETCR, HEFHE
else if (s == "data error") {
return " FECTRME TR, W EHIHE
else if (s == "set error") {
return " B
else if (s == "add error") {
return " RN R
else if (s == "del error") {
return " T 2R
else if (s == "get error") {
return " SN R
else {
return s

}

function common_ajax_success (rsp, status, xhr) {
var rsp_obj = rsp
(typeof (rsp) == "string")

if

rsp_obj = JSON.parse (rsp)

if (typeof (rsp_obj) == "object" && rsp_obj.retcode == "0" && rsp_obj.data.result ==
"SUCCESS") {

}
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else

location.reload()

{

var msg = ""

if (rsp_obj.data && rsp obj.data.errinfo) {
msg = msg + web_server_result (rsp_obj.data.errinfo)
}

if (rsp_obj.data && rsp_obj.data.result) {
msg = msg + rsp_obj.data.result
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}
if (msg == "") {
msg = " RINEER
}

pop_window.alert ({title:" Bein text:i:msg, confirm:true})

}

function common_ajax success_cb(rsp, status, xhr, cb) {
var rsp_obj = rsp
if (typeof (rsp) == "string")

rsp_obj = JSON.parse (rsp)

if (typeof (rsp_obj) == "object" && rsp_obj.retcode == "0" && rsp obj.data.result ==
"SUCCESS") {
cb ()
} else {

var msg = ""

if (rsp_obj.data && rsp obj.data.errinfo) {
msg = msg + web_server result(rsp obj.data.errinfo)
}

if (rsp_obj.data && rsp obj.data.result) {
msg = msg + rsp_obj.data.result
}

if (msg == "") {
msg = " AREN R
}

pop_window.alert ({title:" Behin text:i:msg, confirm:true})

}

function getQueryVariable (variable) {
let query = window.location.search.substring(1l);
let vars = query.split("&");
for (let i = 0; i < vars.length; i++) {
let pair = vars[i].split("=");
if (pair([0] == variable) {
return pair[1l];

function hasClass (ele, className) {
var reg = new RegExp (' ("|\\s)' + className + '(\\s|$)")
return reg.test(ele.className)

}

function macToNumber (mac) {
return Number ("Ox"+mac.replaceAll(':','"))

}

function ipToNumber (ip) {
var num = 0;
if(ip == ")
return num;

var aNum = ip.split(".");
if (aNum.length != 4) {
return num;
}
num += parselnt (aNum[0]) << 24;
num += parselnt (aNum[1l]) << 16;
num += parselnt (aNum[2]) << 8;
num += parselnt (aNum[3]) << 0;
num = num >>> 0;//XMRKEHE, AR B I ABAITH IR

return num;

function numberToIp (number) {
var ip = "";

if (number <= 0) {
return ip;

}

var ip3 = (number << 0 ) >>> 24;
var ip2 = (number << 8 ) >>> 24;
var ipl = (number << 16) >>> 24;
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var ip0 = (number << 24) >>> 24
ip += ip3 + "." + ip2 + "." + ipl + "." + ip0;

return ip;

}

function ipv4_prefix(ip) {
var arr = ip.split('.")
delete arr[3]

return arr.join('.")

}

function is_ipv4 (ip) {

return /~(1\d{2}12[0-4]\d[25[0-5]|[1-9]1\d|[0-9])\. ((1\d{2}12[0-4]1\d|25[0-5]|[1~-
9I\dIN\d)\.) {2} (1\d{2} [2[0-4]\d[25[0-5] | [1-9]\d[\d) $/.test (ip)

}

function is_ipv6 (ip) {

return /~([\da-fA-F1{1,4}:) {6} ((25[0-5]12[0-4]\d| [01]2\d\d?)\.) {3} (25[0-5] |2[0-4]\d| [01]?
\d\d?)$|~:: ([\da-fA-F]{1,4}:){0,4} ((25[0-5]12[0-41\d| [01]2\d\d?)\.) {3} (25[0-5] |2[0-4]\d| [01]?
\d\d?)$ |~ ([\da-fA-F]{1,4}:):([\da-fA-F]1{1,4}:){0,3}((25[0-5]112[0-4]1\d|[01]2\d\d?)\.) {3} (25[0-
5]12[0-4]1\d| [01]2\d\d?)$ |~ ([\da-fA-F]{1,4}:){2}: ([\da-fA-F]{1,4}:) (0,2} ((25[0-5]2[0-4]\d|[01]?
\d\d?)\.) {3} (25[0-5112[0-41\d| [0112\d\d?) $ |~ ([\da-fA-F]{1,4}:) {3}: ([\da-fA-F]{(1,4}:){0,1} ((25[0-
5112[0-41\d| [01]12\d\d?)\.) {3} (25[0-5] |2[0-4]1\d| [01]12\d\d?)$ |~ ([\da-fA-F]{1,4}:) {4}: ((25[0-5]|2[0-
41\d | [0112\d\d?)\.) {3} (25[0-5]112[0-41\d | [01]2\d\d?)$|~ ([\da-fA-F]{1,4}:) {7} [\da-fA-F1{1,4}$|": ((:
[\da-fA-F]{1,4}){1,6}1:)$[~[\da-fA-F]1{1,4}: ((:[\da-fA-F]{1,4}){1,5}1:)$|1"([\da-fA-F]{1,4}:) {2} ((:
[\da-fA-F]{1,4}){1,4}|:)$|"~([\da-fA-F]{1,4}:) {3} ((: [\da-fA-F]{1,4}){1,3}|:)$|"([\da-fA-F]{1,4}:)
{4) ((:[\da-fA-F]{1,4}) (1,2} 1:)$|~([\da-fA-F]{1,4}:){5}: ([\da-fA-F]1{1,4})?2$|~([\da-fA-F](1,4}:)
{6}:$/.test (ip)

}

function is_domain(domain) {

return /”(?=".{3,255}$) [a-zA-20-9] [-a-zA-Z0-9]{0,62} (\.[a-zA-Z0-9] [-a-zA-20-9]
{0,62})+$/.test (domain)

}

function is_hex(s) {
for (var i in s) {
if (! ((s[i].charCodeAt () >= '0'.charCodeAt() && s[i].charCodeAt () <=
'9'.charCodeAt ()) ||
(s[i] .charCodeAt () >= 'a'.charCodeAt() && s[i].charCodeAt () <=
'f'.charCodeAt ()) ||
(s[i].charCodeAt () >= 'A'.charCodeAt() && s[i].charCodeAt () <=
'F'.charCodeAt())))
{
return false
}
}

return true

}

function iform data() {

var data = {}
$.each($("iform select:enabled"), function(i, select){
data[select.name] = s
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URL: http://192.168.1.1:8080/boaform/web_login_exe.cgi

Sk - web_login_exe.cgi (Page)

ARG - A RE SRR X Web MR P OBURAE B, W 4. %00, P4 A/ sREusoc A &
AIRe I PR W P 2. S, EHR S SRR SERRER

A - Web 7 FI#E 7 4 i B G B A 22 4

[A4 5 1 = TG )RS B A R th R IE I RS 4

5t ERSEH CIEREL:

HER: DRSS RUUPRoR e s, RO I B 5 AR i N AL, X SR N R P A 2E T A A
R ERSHL
a7 R A -

‘S CRnEiER:
TS CMIEREE: cda7688a7£9rdblabdle592df15565879bb8439cE139555eb174a47639ac0850
TS CHRINEIER: eda7688a7£9rdbl4bdle592d£155e5879bb8439c£139555eb174a47639ac085b

Jiid: WU B TR posT B: emr

POST /boaform/web_login_exe.cgi HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1:8080/1login.html
Cookie:

Connection: keep-alive

Host: 192.168.1.1:8080

Cache-Control: no-cache

Accept: */*

Origin: http://192.168.1.1:8080
Accept-Language: en-US

content-type: application/x-www-form-urlencoded

web login_ name=&web_login_ password=eda7688a7f9fdbl4bdle592df15fe5879bb8439cf139555eb174a4763%ac08
5b

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"null error"}

St I o
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<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml
1/DTD/xhtm... (Page)
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GET /cgi-bin/luci HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Connection: Keep-Alive
X-Frame-Options: SAMEORIGIN
X-Frame-Options: SAMEORIGIN
Keep-Alive: timeout=20

Cache-Control: no-cache

Expires: 0

Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html>
<head>
<meta http-equiv='Content-Type' content='text/html; charset=utf-8'/>
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta HTTP-EQUIV="pragma" CONTENT="no-cache">
<meta HTTP-EQUIV="Cache-Control" CONTENT="no-store, must-revalidate">
<meta HTTP-EQUIV="expires" CONTENT="0">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>tEHFHAEMR</title>
<link rel="shortcut icon" href="/luci-static/resources/image/favicon.ico">
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<link rel="bookmark" href="/luci-static/resources/image/favicon.ico">

<link href="/luci-static/resources/css/login.css?version=5200" rel="stylesheet">
<script src="/luci-static/resources/js/jquery.js?version=5200"></script>

<script src="/luci-static/resources/js/util.js?version=5200"></script>

<script src="/luci-static/resources/js/login.js?version=5200"></script>

<script>
window.onload =function() {console.log("The device support WiFi: " + 1);
console.log ("The device support USB: " + 1);

console.log ("The device type: " + 9);

window.localStorage.setItem("hasWiFi", 1);
window.localStorage.setItem("hasPots", 1);
window.localStorage.setItem("hasUsb", 1);
window.localStorage.setItem("hasMesh", 1);
window.localStorage.setItem("devType", 9);

}

function hideHint ()
{
$(".login-input") .children(":last") .remove () ;
$("#login_username") .removeAttr ("disabled");
$("#login_password") .removeAttr ("disabled");
}
</script>
</head>
<body onkeydown='keyCapscheck (event, 1)'>
<div class="login_bg">
<form method="post" id="argform">
<input type="hidden" name="username" id="username" value="telecomadmin" />
<input type="hidden" name="psd" id="psd" value="" />
<input type="submit" style="display:none"/>
</form><div class="logo"><img src="/luci-static/resources/image/logo_tianyi.png"
alt="logo"></div>
<div class="line" id="line" name="line">
<table align=left cellpadding=0 cellspace=0 border=0>
<tr>
<td id="1linel" name="linel" valign="top">
<img src="/luci-static/resources/image/line.png" style="opacity:0.2;">
</ta>
<td id="1line2" name="1line2" valign="top">
<img src="/luci-static/resources/image/line.png" style="margin-left:-3px;opacity:0.2;">
</td>
</tr>
</table>
</div>
<script>
if (bType == "IE8")
{
var speed=6;
console.log("Current broswer is IE8.");
function Marquee () {
if (document.getElementById("1line2") .offsetWidth-
document .getElementById("line") .scrollLeft<=0)
document.getElementById("line") .scrolllLeft-
=document .getElementById ("linel") .offsetWidth;
else{
document.getElementById("1line") .scrollLeft++;

setInterval (Marquee, speed) ;

}

</script>

<div id='copyright div'>
Copyright (C) 2015 FEHIE All rights reserved.snbsp;&nbsp;
<script>

function isIPv6Addr (str)

{

return /:/.test(str) &&
str.match(/:/g) .length<8 &s&
/::/.test (str)
? (str.match(/::/g) .length==1 &&
/eS| M ()2 (I\da-£1{1,4}(:1::))*[\da-£1{1,4}(:]::)?2$/i.test(str))
/M ([\da-£1{1,4}:){7}[\da-£f]1{1,4}$/i.test(str);
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if (isIPv6Addr (location.host)

var hosturl = "[" + location.host + "]";
else
var hosturl = location.host;
document.write ("<a href='" + location.protocol + "//" + hosturl +
":8080/maintain™ + "'>PUEIELEANI</a>") ;
</script>
</div>
</div>

<div class="container-fluid login_block">
<div class="row" id="login_setup_div" >
<div class="content-left" id="login_tip">
<img src="/luci-static/resources/image/login/login-tip.png" width="470" height="283"
alt=""/>
</div>
<div class="content-right content-offset">
<br/>
<br/>
<font face="fIKMEE" style="font-size: 20px;">HF &</ font>
<font face="Arial" style="font-size: 14px;">&nbsp;LOGIN</font>
<form id="login form" method="post" action="/cgi-bin/luci" onsubmit="return
checkPassword () ;">
<div class="login-input">
<div class="login-block" style="background:white url(/luci-
static/resources/image/login/login_user-1.png) no-repeat left;">
<input type="text" placeholder="Username" class="form-control" id="login_username"
name="username" value="useradmin">
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GET /js/jquery.js?v=20250327153146 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Tride
Referer: http://192.168.1.1:8080/maintain

Connection: keep-alive

Host: 192.168.1.1:8080

Accept: */*

Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 285313

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

nt/7.0; rv:11.0)

like Gecko

/%48
* jQuery JavaScript Library v3.7.1
* https://jquery.com/
*
* Copyright OpenJdS Foundation and other contributors
* Released under the MIT license
* https://jquery.org/license
*
* Date: 2023-08-28T13:372
*/
( function( global, factory ) {
"use strict";
if ( typeof module === "object" && typeof module.exports === "object" ) {
// For CommonJS and CommonJS-like environments where a proper ‘window
// is present, execute the factory and get jQuery.
// For environments that do not have a ‘window' with a ‘document’
// (such as Node.js), expose a factory as module.exports.
// This accentuates the need for the creation of a real “window'.
// e.g. var jQuery = require ("jquery") (window) ;
// See ticket trac-14549 for more info.
module.exports = global.document ?
factory( global, true )
function( w ) {
if ( 'w.document ) {
throw new Error( "jQuery requires a window with a
document" ) ;
}
return factory( w );
} ;
} else {
factory( global );
}
// Pass this if window is not defined yet
} ) ( typeof window !== "undefined" ? window : this, function( window, noGlobal ) {

// Edge <= 12 - 13+, Firefox <=18 - 45+, IE 10 - 11,
// throw exceptions when non-strict code (e.g., ASP.N
// arguments.callee.caller (trac-13335). But as of jQ
common

Safari 5.1 - 9+,
ET 4.5) accesses
uery 3.0 (2016),

// enough that all such attempts are guarded in a try block.

"use strict";

var arr = [];

var getProto = Object.getPrototypeOf;

var slice = arr.slice;

var flat = arr.flat ? function( array ) {
return arr.flat.call( array );

} ¢ function( array ) {

return arr.concat.apply( [], array );
}i

var push = arr.push;

ios 6 - 9.1
strict mode
strict mode should be
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var indexOf = arr.indexOf;

var class2type = {};

var toString = class2type.toString;

var hasOwn = class2type.hasOwnProperty;

var fnToString = hasOwn.toString;

var ObjectFunctionString = fnToString.call( Object );

var support = {};

var isFunction = function isFunction( obj ) {
// Support: Chrome <=57, Firefox <=52
// In some browsers, typeof returns "function" for HTML <object> elements
// (i.e., “typeof document.createElement( "object" === "function"").
// We don't want to classify *any* DOM node as a function.

// Support: QtWeb <=3.8.5, WebKit <=534.34, wkhtmltopdf tool <=0.12.5
// Plus for old WebKit, typeof returns "function" for HTML collections

// (e.g., “typeof document.getElementsByTagName ("div") === "function"'). (gh-
4756)
return typeof obj === "function" && typeof obj.nodeType !== "number" &&
typeof obj.item !== "function";
}i
var isWindow = function isWindow( obj ) {
return obj != null && obj === obj.window;
}i
var document = window.document;

var preservedScriptAttributes = {
type: true,
src: true,
nonce: true,
noModule: true
}i

function DOMEval ( code, node, doc ) {
doc = doc || document;

var i, val,
script = doc.createElement( "script" );

script.text = code;
if ( node ) {
for ( i in preservedScriptAttributes ) {
// Support: Firefox 64+, Edge 18+
// Some browsers don't support the "nonce" property on scripts.
// On the other hand, just using “getAttribute’ is not enough as
// the ‘nonce’ attribute is reset to an empty string whenever it
// becomes browsing-context connected.
// See https://github.com/whatwg/html/issues/2369
// See https://html.spec.whatwg.org/#nonce-attributes
// The “node.getAttribute’ check was added for the sake of
// “jQuery.globalEval' so that it can fake a nonce-containing

node
// via an object.
val = node[ 1 ] || node.getAttribute && node.getAttribute( i );
if (val ) {

script.setAttribute( i, val );

}

}
doc.head.appendChild( script ) .parentNode.removeChild( script );
}

function toType( obj ) {
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if ( obj == null ) {

return obj + "";

}

// Support: Android <=2.3 only (functionish RegExp)

return typeof obj === "object" || typeof obj === "function" ?
class2type[ toString.call( obj ) ] || "object" :
typeof obj;

}

/* global Symbol */
// Defining this global in .eslintrc.json would create a danger of using the global
// unguarded in another place, it seems safer to define global only for this module

var version = "3.7.1",

rhtmlSuffix = /HTMLS/1i,

// Defi

var whitespace = "[\\x20\\t\\r\\n\\f]";

// https://www.w3.0org/TR/css-syntax-3/#ident-token-diagram
identifier = " (2:\\\\[\\da-fA-F]{1,6}" + whitespace +

"2 NN IANANENARNNET | [\N\w=] | [*\O =\\x7£])+",
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GET /login.html HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1:8080/

Connection: keep-alive

Host: 192.168.1.1:8080

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 8226
Content-Type: text/html

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title> hE HEEREM K</ title>
<link href="/css/login.css?v=20250327153146" rel="stylesheet">
<link href="/css/main_style.css?v=20250327153146" rel="stylesheet">
<script src="/js/jquery.js?v=20250327153146"></script>
<script src="/js/aes_1.3js?v=20250327153146"></script>
<script src="/js/common.js?v=20250327153146"></script>
<script>
var g_wlan24_num=8
var g_wlan58_num=8
var g_usb_num=1
var g_province="JT"
</script>
</head>
<body>
<script>
var is_80_login = false
var login_err = getQueryVariable("login_err")
var username = getQueryVariable ("username")
var psd = getQueryVariable ("psd")

$ (document) . ready (function () {

/ /R AR TR R KT R B T RE
if (g_province == "HAI") ({
S ("#route_set_span") .show ()
S.ajax ({

url: '/boaform/global attr_get.cgi',
type: 'post',
success: function(rsp, status, xhr){
var data = JSON.parse (rsp) .data
if (data.ulRouteStatus == "0") {
$("#route_set_span input").attr("disabled",
false)

}
/ JARSERIA, BRI . R R AR A A
if (g_province != "JT") {

S ("#register_span") .show ()

S.ajax ({

url: '/boaform/web_Capability show.cgi',
type: 'post',
success: function(rsp, status, xhr) {
var data = JSON.parse (rsp) .data
if (!(data.g_status == "0" && data.g_result == "1")) {
$("#register_ span input").attr("disabled", false)
}
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if (login_err) {
is 80 _login = true
login_err_info(login_err)
} else {
if (username && psd) {
psd = decodeURI (psd)
is_80_login = true
login ()
}

3

function login_hint (msg)
{
pop_window.alert ({
title:" BANPER,
text:msg,
confirm:true,
close:function () {
if (is_80_login)
window.location = location.protocol +
"//" + location.hostname;

function login_err_info(err) {

if (err == "success_telecomadmin") {
window.location = "/admin/status_overview_ip.html";
} else if (err == "success_useradmin") {
login_hint (" TS B I R, TEEBTER )
} else if(err == "invalid username") {
login_hint (" 5 B AR, W EEI R )
} else if(err == "bad password") {
login_hint (" T B R IR, WEBER )
} else if(err == "invalid password") {
login_hint (" 5 B R R, TEEETE R )
} else if(err == "three_error_login") {
login_hint (" IR =IR, WM EEFER ")
} else if (err == "one_user_login") {
login_hint (" HEr A N OB, RO B R ) ;
} else if (err == "telecomadmin disabled err") ({
login_hint (" eIk SEREARITITL ) 5
} else {
login_hint (" RENPHER") 5
}
}
function createXmlhttp () {
if (window.XMLHttpRequest) {
/ /¥ ¥FireFox, Mozillar, Opera, Safari, IE7, IE8
xmlhttp = new XMLHttpRequest();
/ /T FELeR 52 A fimo z 1 1 Lar M SR 2% U BUGHEA TS TE

if (xmlhttp.overrideMimeType) {
xmlhttp.overrideMimeType ("text/xml") ;
}
}else if (window.ActiveXObject) {

/ /¥tXIE6, IE5.5, IE5
/ /B LA F A XMLETTPReque s t X R IR AR, (RAFAE— 5 s+
/ /HEFE RO TH I RRASBEHT
var activexName = ["MSXML2.XMLHTTP","Microsoft.XMLHTTP"];
for (var i = 0; i < activexName.length; i++) {
try {
/ /B AN A AT A, WIR G R A AR
/ /ORI RM, [BIPH SR, SRJE T DAGRSRAERR, 4kaEse il
xmlhttp = new ActiveXObject (activexName[i]);
break;

} catch(e) {
}

function sendRequest (url,param,callback) {
createXmlhttp ()
try{
//xmlhttp.onreadystatechange = processResponse; // [ENE WIS
xmlhttp.open ("post",url ,false); // true S
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xmlhttp.setRequestHeader ("content-type", "application/x-www-form-

urlencoded") ;
xmlhttp.setRequestHeader ("Cache-Control", "no-cache");
var str = ''
for(var i in param) {
str += 1 + "=" + encodeURIComponent (param[i]) + "&";
}
str = str.substring(0,str.length -1);
xmlhttp.send(str);
var str = xmlhttp.responseText;
var webdata = eval (" ("+str+")");
if (webdata) {
webdata = webdata.data;
}
if (callback)
{
callback (webdata) ;
}
}catch (e) {
}
}
function route_set () {
window.location = "/route_ set.html"
}
function login() {
var data
if (is_80_login) {
data = {
web_login_name: username,
web_login password: psd,
}
} else {
data = {
w
$("#login_password") .val("")
}
function register() {
window.location = "http:// 192.168.1.1:8080/register.html"
}
</script>

<div class="wraplogin">
<div id="top" style="width:100%;"></div>
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URL / X%

http://192.168.1.1/luci-static/resources/js/util.js

var WEB_POLL_ INTERVAL=5;

window.console = window.console || (function () {
var ¢ = {}; c.log = c.warn = c.debug = c.info = c.error = c.time = c.dir = c.profile
= c.clear = c.exception = c.trace = c.assert = function(){};
return c;
IDNON]
var noWiFi = (window.localStorage.getItem("hasWiFi") == 1) 2 0 ig
var noPots = (window.localStorage.getItem("hasPots") == 1) 2 0 ip
var noUsb = (window.localStorage.getItem("hasUsb") == 1) ? 0 ig
var noMesh = (window.localStorage.getItem("hasMesh") == 1) 2 0 ig
var devType = window.localStorage.getItem("devType") ;
function isIE7Browser (
{
if (navigator.appName == "Microsoft Internet Explorer" && navigator.appVersion.match(/7./i)=="7.")
{
return true;
}
else
{
return false;
}
}
function judedNavation ()
{
if (navigator.appName == "Microsoft Internet Explorer" && navigator.appVersion.match(/6./i)=="6.") {
return 6;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match(/7./1)=="7.") {
return 7;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/8./i)=="8.") {
return 8;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&

navigator.appVersion.match(/9./1)=="9.") {
return 9;
}
else{
return 10;

}

function createlInput (id, name, placeholder, maxlength, type, value)

{

var inputObj = "<input ";

if ( id != "" && id != "undefined" )
{inputobj += "id='" + id + "' ";

if ( naAe I= "" §&& name != "undefined" )
(inputObj += "name='" + name + "' ";

if ( pl;ceholder I= "" g& placeholder != "undefined" )
{inputobj += "placeholder='" + placeholder + "' ";
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}
if ( maxlength != "" && maxlength != "undefined"

{

inputObj += "maxlength='" + maxlength + "' ";
}

inputObj += "type='" + type + "' ";

inputObj += "value='" + value + "' ";

inputObj += ">";
return inputObj;

function inputBindFocus ()

{

$ ("input [type='password'], .password content input[type='text']").bind("focusin", function() {
S (this) .parent () .eq(0) .addClass ("password _content_ focus");
if ( !$(this).next().hasclass("password_switch_eyeon") )

{
S (this) .next () .addClass ("password_switch focus");
}
1) i
S ("input [type='password'], .password content input[type='text']").bind("focusout"”, function () {
$(this).parent().eq(O).removeclass("password_content_focus");
S (this) .next () .removeClass ("password_switch_ focus");
N
}

function customSwitchInit ()
{
S(".switch content") .bind("click", function() {
if($(this).hasclass("switch_content_on"))(
S (this) .removeClass ("switch_content_on");

$(this).addClass("switch_content_off");

$(this) .children ("span") .html ("OFF&nbsp;") ;

S("#" + $(this).attr("id") + " value").val(0);
lelse(

$(this) .addClass ("switch_content_on");

$(this) .removeClass ("switch content off");

$(this) .children ("span") .html ("&nbsp;ON") ;

S("#" + $(this).attr("id") + "_value").val(l);

}
console.log ($("#" + $(this).attr("id") + "_value").val());

1) i
}
function customSelectInit ()
{
S (".select-arrow") .click (function () {
$ (this) .parent () .addClass ("select-open") ;
b

//BcraE6+8T6TA»—q £-002»0p 2@
S (".dropdown-select") .bind ("mouseleave",
function (e)

{

var w = S$(this) .width();

var h = $(this) .height();

var x = (e.pageX - this.offsetleft - (w / 2)) * (w>h ? (h / w) : 1);

var y = (e.pageY - this.offsetTop - (h / 2)) * (h >w ? (w / h) : 1);

var direction = Math.round((((Math.atan2(y, x) * (180 / Math.PI)) + 180)
90) + 3) % 4;

if (direction != 2)

{

$(this) .removeClass ("select-open") ;
}
N

$ (" .dropdown-menu-select") .mouseleave (function () {
$ (this) .parent () .removeClass ("select-open") ;
1) i

S (".dropdown-menu-select 1i").click (function () {
$ (this) .parent () .siblings ("label") .first () .text ($ (this) .text());
S("#" + $(this).parent().attr("id") + "_value").val($(this).attr("livalue"));
$ (this) .parent () .parent () .removeClass ("select-open") ;;
1) i
}
function customPasswordInit ()
{

inputBindFocus () ;

/



$(".password_switch") .bind("click", function() {

if ( $(this).css("background-image") .indexOf ("eye close") > -1
{
$(this) .removeClass ("password switch unfocus");
S (this) .removeClass ("password switch focus");
$(this).addclass("password_switch_eyeon");
}

else
{
$ (this) .removeClass ("password switch_eyeon");
$(this).addClass("password_switch_unfocus");

}

if( 9 > judedNavation() )

{
var $pwdInput = $(this).parent (".password content").find("input");

if ($pwdInput.attr ("type") .indexOf ("password") != -1){
var inputStr = createlnput ($pwdInput.attr("id"), S$pwdInput.attr("name"),
SpwdInput.attr ("placeholder"), S$pwdInput.attr("maxlength"), "text", S$pwdInput.val());
S$pwdInput.replaceWith ($ (inputStr)) ;
telse(
var inputStr = createlnput ($pwdInput.attr("id"), S$pwdInput.attr ("name"),
SpwdInput.attr ("placeholder"), $pwdInput.attr("maxlength"), "password", S$pwdInput.val()):;

SpwdInput.replaceWith ($ (inputStr));
}

http://192.168.1.1/luci-static/resources/js/jquery.js
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/*! jQuery v3.3.1 | (c) JS Foundation and other contributors | jquery.org/license */

!function(e, t) {"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t (e, !0) : function(e) {if (!e.document) throw new Error ("jQuery requires a window with
document") ;return t(e)}:t(e)} ("undefined"!=typeof window?window:this, function (e, t) {"use strict";var n=
[1,r=e.document, i=Object.getPrototypeOf, o=n.slice,a=n.concat, s=n.push,u=n.index0Of, 1=

{},c=1l.toString, f=1.hasOwnProperty, p=f.toString,d=p.call (Object),h={},g=function e(t)
{return"function"==typeof t&&"number"!=typeof t.nodeType},y=function e (t) {return null!=t&&t===t.window},v=
{type:!0,src:!0,noModule:!0};function m(e,t,n){var i,o0=(t=t||r).createElement ("script");if (o.text=e,n) for (i
in v)n[i]&&(o[i]=n[i]) ;t.head.appendChild (o) .parentNode.removeChild (o) }function x(e) {return null==e?
et+"":"object"==typeof e||"function"==typeof e?l[c.call(e)]||"object":typeof e}var b="3.3.1",w=function (e, t)
{return new w.fn.init (e, t)},T=/"[\s\uFEFF\xAO]+| [\s\uFEFF\xA0]+$/g;w.fn=w.prototype=
{jquery:"3.3.1",constructor:w,length:0, toArray: function () {return o.call(this) },get:function (e) {return
null==e?o.call (this) :e<0?this[e+this.length]:this[e]},pushStack:function (e) {var

t=w.merge (this.constructor(),e);return t.prevObject=this,t},each:function (e) {return

w.each (this,e) },map: function (e) {return this.pushStack(w.map (this, function (t,n) {return
e.call(t,n,t)}))},slice:function() {return this.pushStack(o.apply(this,arguments))},first:function() {return
this.eq(0) },last:function() {return this.eq(-1)},eq:function (e) {var t=this.length,n=+e+(e<0?t:0);return
this.pushStack (n>=0&&n<t?[this[n]]:[])},end:function() {return

this.prevObject| |this.constructor () },push:s,sort:n.sort,splice:n.splice},w.extend=w.fn.extend=function () {va
e,t,n,r,i,0,a=arguments[0] ||{},s=1,u=arguments.length,1=!1; for ("boolean"==typeof a&&(l=a,a=arguments[s]]| |
{},s++),"object"==typeof allg(a)l| (a={}),s===u&&(a=this,s--);s<u;s++)if (null!=(e=arguments(s])) for(t in
e)n=alt],a!==(r=e[t])&&(l&&r&&(w.1isPlainObject (r) | | (i=Array.isArray(r)))?(i? (i=!1, o=n&&Array.isArray(n)?n:
[1) :o=n&&w.isPlainObject (n)?n:{},al[t]=w.extend(l,0,r)) :void 0!==r&&(al[t]l=r));return

a},w.extend ({expando:"jQuery"+("3.3.1"+Math.random()) .replace(/\D/g,""),isReady:!0,error:function (e) {throw
new Error(e)},noop:function(){},isPlainObject:function(e) {var t,n;return! (!e||" [object
Object]"!==c.call(e))&& (!

(t=1i(e)) | |"function"==typeof (n=f.call (t, "constructor") &&t.constructor) &&p.call (n)===d) }, isEmptyObject:funct
n(e) {var t;for(t in e)return!l;return!0},globalEval:function(e){m(e)},each:function(e,t){var n,r=0;1if (C(e))
{for (n=e.length;r<n;r++)if (!1===t.call(e[r],r,el[r]))breaklelse for(r in

e)if (!1===t.call(e[r],r,e[r]))break;return e},trim:function (e) {return null==e?"":

(e+"") .replace (T,"") },makeArray: function (e, t) {var n=t||[];return null!=e&& (C(Object(e))?
w.merge (n, "string"==typeof e?[e]:e):s.call(n,e)),n},inArray:function(e,t,n) {return null==t?-
l:u.call(t,e,n)},merge: function(e, t) {for (var n=+t.length,r=0,i=e.length;r<n;r++)e[i++]=t[r];return

e.length=i,e},grep: function(e, t,n) {for(var r,i=[],0=0,a=e.length,s=!n;o<a;ot++)

(r=!t (e[o],0)) !==s&&i.push(e[o]);return i},map:function(e,t,n){var r,i,o0=0,s=

[1;1f(C(e)) for (r=e.length;o<r;o++)null!=(i=t (e[o],0,n)) &&s.push(i);else for(o in e)null!=

(i=t (e[o],0,n)) &&s.push (i) ;return a.apply([],s)},guid:1,support:h}),"function"==typeof Symbolé&s&
(w.fn[Symbol.iterator]=n[Symbol.iterator]),w.each("Boolean Number String Function Array Date RegExp Object
Error Symbol".split(™ "), function(e,t){1["[object "+t+"]"]=t.toLowerCase()});function C(e) {var
t=!!le&&"length"in e&&e.length,n=x(e);return!g(e)&&!y(e)&& ("array"===n||0===t| | "number"==typeof t&&t>0&&t-1

e) }var E=function(e){var t,n,r,i,o,a,s,u,1l,c,f,p,d,h,q9,y,v,m, x,b="sizzle"+1*new

a

r

io

in

Date,w=e.document, T=0,C=0,E=ae (), k=ae () ,S=ae (), D=function (e, t) {return e===t&&(£f=!0),0},N={}.hasOwnProperty, A=

[1,j=A.pop,g=A.push,L=A.push,H=A.slice,O=function (e, t) {for (var n=0,r=e.length;n<r;n++)if (e[n]===t)return
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n; return-
1},P="checked|selected|async|autofocus|autoplay|controls|defer|disabled|hidden|ismap|loop|multiple|open|reado
nly|required|scoped",M="[\\x20\\t\\\\n\\£]", R=" (2 :\\\\. | [\\w=1 | [*\O-\\xa0])+", I="\\["+M+"* ("+R+") (2:"+M+"*
(ST E~T2=) "M > (20 (2 NNAN T IANNANTT) %) PN (2 NANN L T EANANNNNTT) A N™ | ("HR+") ) 1) "HME"ANT ", W="1 ("HR+E") (2:\\
COCTCNNANC T IINNANT ) ) "IN CC2NNANL TINNNAN"T) )N T O NNAN G T EANNAN O DNNTT " +I+") %) [ %) \\) |) ", $=new
RegExp (M+"+","g") ,B=new RegExp ("""+M+"+| ((2:~| [*\\\\1) (2:\\\\.)*) "+M+"+$","g") , F=new

RegExp ("""+M+"*, "+M+"*") , =new RegExp ("""+M+"* ([>+~] |"+M+") "+M+"*"), z=new RegExp ("="+M+"*

(IANNT A" *2) "M+ *\\]", "g") , X=new RegExp (W), U=new RegExp ("""+R+"$"),V={ID:new RegExp (" # ("+R+")"),CLASS:new
RegExp ("\\. ("+R+") "), TAG:new RegExp ("~ ("+R+"|[*])"),ATTR:new RegExp ("""+I),PSEUDO:new

RegExp ("~"+W) ,CHILD:new RegExp ("": (only|first|last|nth|nth-last)~-(child|of-type) (2:\\ ("+M+"* (even|odd| (([+-
T1) (\N\A*)n | ) "+M+"* (22 ([+=] ) "+M+"* (\\d+) |)) "+M+"*\\) |) ", "i") ,bool :new RegExp ("~ (2:"+P...

http://192.168.1.1/cgi-bin/luci

window.onload =function() {console.log("The device support WiFi: " + 1) ;console.log("The device support USB:
" + 1);console.log("The device type: " + 9);window.localStorage.setItem("hasWiFi",

1) ;window.localStorage.setItem("hasPots", 1);window.localStorage.setItem("hasUsb",

1) ;window.localStorage.setItem("hasMesh", 1);window.localStorage.setItem("devType", 9);} function

hideHint () { $(".login-input").children(":last") .remove () ;
$("#login_username") .removeAttr ("disabled");$ ("#login_password") .removeAttr ("disabled") ; }

http://192.168.1.1/cgi-bin/luci

if (bType == "IE8") {var speed=6;console.log("Current broswer is IE8."); function Marquee () {
if (document.getElementById("1line2") .offsetWidth-document.getElementById("1line") .scrollLeft<=0)
document.getElementById("1line") .scrollLeft-=document.getElementById("linel") .offsetWidth; else{
document.getElementById ("1line") .scrollLeft++; } } setInterval (Marquee, speed) ; }

http://192.168.1.1/cgi-bin/luci

function isIPv6Addr (str) { return /:/.test (str) && str.match (/:/g) .length<8 &s&

/::/.test (str) ? (str.match(/::/g) .length==1 && /NS ()2 ([\da-£f]{1,4}(:]::))*[\da-£f]
{1,4Y(:]::)?$/i.test(str)) /M ([\da-£]1{1,4}:){7}[\da-£f]1{1,4}$/i.test(str);}if

(isIPv6Addr (location.host))var hosturl = "[" + location.host + "]";elsevar hosturl = location.host;
document.write ("<a href='" + location.protocol + "//" + hosturl + ":8080/maintain” + "'>HRERELENC</a>");

http://192.168.1.1/cgi-bin/luci

keyCapscheck (event, 1)

http://192.168.1.1/cgi-bin/luci

return checkPassword() ;

http://192.168.1.1/cgi-bin/luci

detectCapsLock (event, 1, 'login')
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http://192.168.1.1/luci-static/resources/js/login.js

//javascript for login.html
var isEmpty = true;

var gLoginFlag = 0;

var bType = BrowserType () ;
var jumpage = false;

window.localStorage.removeItem ("hasWiFi") ;
window.localStorage.removelItem ("hasUsb") ;

$ (document) . ready (function () {
if (window != top)
top.location.href = "/cgi-bin/luci";

//change the stylesheet of login
if ((bType != "IE8") && !jumpage)
{
console.log ("Current broswer is " + bType);
showAnimateLine () ;
}

showAnimateTip ("login_tip");

$(".login-block input") .focusin (function () {

$ (this) .parent (".login-block") .addClass ("login-block-focused") ;
1) i
$(".login-block input") .focusout (function () {

$ (this) .parent (".login-block") .removeClass ("login-block-focused") ;
N

// 305 3 DR AN T 8, [ container i
$ (window) .resize (function () {
var browserHeight =$ (window) .height () ;
if (browserHeight <= 500) {
S(".login_bg").css("height","SOOpx");

telse(
$(".login_bg") .css("height","100%") ;
}
console.log (browserHeight)
1) i

$ (" .pwd-show-switch") .bind ("click", function() {
if ($ (this) .attr("class") .indexOf ("filled") != -1){
if (9 > judedNavation()) {
var $pwdInput = $(this).parent (".password block").find("input");

if ($SpwdInput.attr ("type") .indexOf ("password") != -1){
var inputStr = createlInput ($pwdInput.attr("id"),
SpwdInput.attr ("name"), "password", "text", S$pwdInput.val(), S$pwdInput.attr("class"));

SpwdInput.replaceWith ($ (inputStr));
$ (this) .addClass ("open") ;
telse(
var inputStr = createlnput ($pwdInput.attr("id"),
SpwdInput.attr ("name"), "password", "password", $pwdInput.val(), S$pwdInput.attr("class"));
$pwdInput.replaceWith ($ (inputStr));
$ (this) .removeClass ("open") ;

}

telse(
var $pwd_input = $(this).parent (".password block").find("input");
if($pwd_input.attr("type") == "password") {
Spwd_input[0].type = "text";
$ (this) .addClass ("open") ;
}else if ($pwd_input.attr("type") == "text") {
Spwd_input[0].type = "password";
S (this) .removeClass ("open") ;
telse({

Spwd_input[0].type = "password";
S (this) .removeClass ("open") ;

}

}
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function showAnimateTip (id)
{
S("#"+id) .animate ({
left: 0
}, 500);
}

function showAnimateLine ()
{
var speed=6;
function Marquee () {
if (document.getElementById("1line2") .offsetWidth-document.getElementById("line") .scrollLeft<=0)
document.getElementById("1line") .scrollLeft-=document.getElementById("linel") .offsetWidth;
else{
document.getElementById ("line") .scrollLeft++;

setInterval (Marquee, speed) ;

function judedNavation ()

{

if (navigator.appName == "Microsoft Internet Explorer" && navigator.appVersion.match(/6./i)=="6.") {
return 6;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/7./1i)=="7.") {
return 7;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/8./i)=="8.") {
return 8;
}
else if (navigator.appName == "Microsoft Internet Explorer" &&
navigator.appVersion.match (/9./i)=="9.") {
return 9;
}
else{
return 10;

}

function createlInput (id, name, placeholder, type, value, classname)

{

var inputObj = "<input ";

inputObj += "id='" + id + "' ";

inputObj += "class='" + classname + "' ";
inputObj += "name='" + name + "' ";

inputObj += "placeholder='" + placeholder + "' ";
inputObj += "type='" + type + "' ";

inputObj += "value='" + value + "' ";

inputObj += ">";
return inputObj;

function checkPassword ()
{
if ($("#login password").val().length < 5)
{
if ( $("#login_username") .parent () .parent () .children().length > 2)
$(”#login_username").parent().parent().children(":last").remove();
S("#login_username") .parent () .parent () .children(":last") .after ("<div><font face=\" AR\
style=\"font-size: 14px; color:#aaa\">HFMBKENIMKTETHNFR</font></div>") ;

return false;

}
$("#login_username") .val ("useradmin") ;

return true;

}
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http://192.168.1.1:8080/maintain

var g_wlan24_num=8var g_wlan58_ num=8var g_usb_num=lvar g_province="JT"

http://192.168.1.1:8080/maintain

if (g_province == "JT" || g _province == "HAI") { window.location="/"; } else
window.location="/register.html"; }

http://192.168.1.1:8080/js/aes_1.js

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd key.charCodeAt (i) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else{
key += (passwd_key.charCodeAt (i)).toString(16);
}
}
if (key.length > 64)
key = key.slice(0,64);
}
else{
for (var i = key.length; i < 64 ; i++){
key += "0";
}
}
key = CryptoJdS.enc.Hex.parse (key);
return en_func (pwd, key) ;

}

var Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000";

function encrypt info (pwd) {
var key = CryptoJS.enc.Hex.parse (Crypto_aes_g_key);
return en_func (pwd, key) ;

}

function en_func (pwd, key) {

var ivRand = randNum (16) ;

pwd = CryptoJdS.enc.Utf8.parse (pwd) ;

var encryptedPwd = CryptoJS.AES.encrypt (pwd, key, {
//iv: CryptodS.enc.Utf8.parse ("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRand),
mode: CryptoJdS.mode.CBC,
padding: CryptoJS.pad.Pkcs7

1) i

var encryptedPwdStr = encryptedPwd.ciphertext.toString();
//return encryptedBase64Str;

var ivEncryptedPwd = ivRand + encryptedPwdStr;

return ivEncryptedPwd;

function randNum(n) {
var rnd = "";
var rndIv = "";
for (var i=0;i<n;i++) {
rnd = Math.floor (Math.random () *256) ;
if (rnd<16)
rnd = "0" + rnd.toString(1l6);
else
rnd = rnd.toString(16) ;
rndIv += rnd;
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}

return rndIv;

function decrypt info (encryptedIvPwd) {
var key = CryptoJS.enc.Hex.parse (Crypto_aes_g_key);
var ivRecived = encryptedIvPwd.slice (0,32);
var encryptedPwd = encryptedIvPwd.slice (32,encryptedIvPwd.length);
var encryptedHexStr = CryptoJS.enc.Hex.parse (encryptedPwd) ;
var encryptedBase64Str = CryptoJS.enc.Base64.stringify (encryptedHexStr) ;

var decryptedData = CryptoJS.AES.decrypt (encryptedBase64Str, key, {
//iv: CryptoJS.enc.Utf8.parse ("0000000000000000"),
iv: CryptoJS.enc.Hex.parse (ivRecived),
mode: CryptoJS.mode.CBC,
padding: CryptoJS.pad.Pkcs7
1)

var decryptedStr = decryptedData.toString (CryptodS.enc.Utf8) ;
return decryptedStr.toString();

var hexMap = new Array('0O', '1', '2', '3', '4', '5', 'g', '7','g', '9' 'p' 'B' 'C',

function getDHprvkey () {

var dhPrvKey = "";

dhPrvKey += (Math.floor (Math.random() * 15)).toString(16);

for (var j = 0; J < 191; j++){
dhPrvKey += (Math.floor (Math.random() * 16)).toString(16);
}

return dhPrvKey;

}

function getDHkey(g,n,p) {
var g_Bigint = Bigint.fromHex(g) ;
var n_Bigint = Bigint.fromHex(n) ;
var p_Bigint = Bigint.fromHex(p);
var dhKey = Bigint. powmod(g_Bigint,n Bigint,p_Bigint);
var dhKey binary = dhKey.toBinaryString();
var dhKey tmp = "";
var tmp, tmpLen;
for (var i=dhKey binary.length-1; i >= 0; i=i-4) {
if ((1i-3)<0){
tmp = dhKey binary.slice(0,1i+1);
tmpLen = 4 - tmp.length;
for (var j = 0; j < tmpLen; Jj++) {
tmp = "0" + tmp;
}

else
tmp = dhKey binary.slice(i-3,i+1);
dhKey tmp = hexMap[ ((tmp[0]=="1"')28:0)+ ((tmp[1]=="1")24:0)+((tmp[2]=="1")?2:0)+
((tmp[3]=='1"')?1:0)] + dhKey_ tmp;
}
if (dhKey_tmp.length % 2 == 1)
dhKey tmp = "0" + dhKey_tmp;

return dhKey tmp;
}

function genDHkey (data,privkey,p) {

data = eval (" ("+data+")");
if (data.data.web_stuff) {
var keysuff = '', exclus = '', aeskey = '';

keysuff = getDHkey(data.data.web_stuff, privkey, p);
var hexl = 0, hex2 = 0, hex3 = 0, dec = 0, len = keysuff.length/3;
for(var 1 = 0; 1 < len; i+=2){

hexl = 'Ox'+keysuff.slice(i, i+2);
hex2 = '0x'tkeysuff.slice(i+len, it+len+2);
hex3 = '0x'+keysuff.slice(i+2*1len, i+2*len+2);

dec = hexl ~ hex2 " hex3;
exclus = dec.toString(16);
if (exclus.length < 2){
exclus = "0" + exclus;
}
aeskey += exclus;
}
Crypto_aes_g_key = aeskey;
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}
else(
Crypto_aes_g_key = "6873616E00000000000000000000000000000000000000000000000000000000";

var CryptoJdS=CryptodS| |function (u,p) {
var d={},1=d.lib={},s=function() {}, t=1.Base={extend: function (a) {
s.prototype=this;
var c=new s;
a&&c.mixIn (a) ;
c.hasOwnProperty ("init") | | (c.init=function () {
c.$super.init.apply(this, arguments) ;
}) ;
c.init.prototype=c;
c.$super=this;
return c;
} ’
create:function () {
var a=this.extend() ;
a.init.apply(a,arguments) ;
return a;
} ’
init:function () {},
mixIn:function (a) {
for (var ¢ in a)
a.hasOwnProperty (c) && (this[cl=alc]);
a.hasOwnProperty ("toString") && (this.toString=a.toString) ;
} ’
clone: function () {
return this.init.prototype.extend(this);
}
b
r=1.WordArray=t.extend ({
init:function(a,c) {
a=this.words=al|[];
this.sigBytes=c!=p?c:4*a.length;
} ’
toString:function (a) {
return (al|v).stringify(this);
} ’
concat:function (a) {
var c=this.words,e=a.words, j=this.sigBytes;
a=a.sigBytes;
this.clamp () ;
if (J%4)
for (var k=0;k<a;k++)
c[j+k>>>2] |= (e [k>>>2]>>>24-8%* (k%4) &255) <<24-8* ( (j+k) %4) ;
else 1f (65535<e.length)

http://192.168.1.1:8080/js/jquery.js

Al

* jQuery JavaScript Library v3.7.1

* https://jquery.com/

*

* Copyright OpendS Foundation and other contributors
* Released under the MIT license

* https://jquery.org/license

*

* Date: 2023-08-28T13:37%

*

~

( function( global, factory ) {

"use strict";

if ( typeof module === "object" && typeof module.exports === "object" ) {
// For CommonJS and CommonJS-like environments where a proper ‘window
// is present, execute the factory and get jQuery.

// For environments that do not have a ‘window' with a ‘document’
// (such as Node.js), expose a factory as module.exports.
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// This accentuates the need for the creation of a real ‘window'.
// e.g. var jQuery = require ("jquery") (window) ;
// See ticket trac-14549 for more info.
module.exports = global.document 2
factory( global, true )
function( w ) {
if ( !w.document ) {
throw new Error( "jQuery requires a window with a document" );
}
return factory( w );
} ;
} else {
factory( global );
}

// Pass this if window is not defined yet
} ) ( typeof window !== "undefined" ? window : this, function( window, noGlobal ) {

// Edge <= 12 - 13+, Firefox <=18 - 45+, IE 10 - 11, Safari 5.1 - 9+, i0S 6 - 9.1

// throw exceptions when non-strict code (e.g., ASP.NET 4.5) accesses strict mode

// arguments.callee.caller (trac-13335). But as of jQuery 3.0 (2016), strict mode should be common
// enough that all such attempts are guarded in a try block.

"use strict";

var arr = [];

var getProto = Object.getPrototypeOf;

var slice = arr.slice;

var flat = arr.flat ? function( array ) {
return arr.flat.call( array ):

} : function( array ) {

return arr.concat.apply( [], array );

}i

var push = arr.push;
var indexOf = arr.indexOf;
var class2type = {};
var toString = class2type.toString;
var hasOwn = class2type.hasOwnProperty;
var fnToString = hasOwn.toString;
var ObjectFunctionString = fnToString.call( Object );
var support = {};
var isFunction = function isFunction( obj ) {
// Support: Chrome <=57, Firefox <=52
// In some browsers, typeof returns "function" for HTML <object> elements
// (i.e., “typeof document.createElement( "object" ) === "function"').
// We don't want to classify *any* DOM node as a function.
// Support: QtWeb <=3.8.5, WebKit <=534.34, wkhtmltopdf tool <=0.12.5
// Plus for old WebKit, typeof returns "function" for HTML collections
// (e.g., “typeof document.getElementsByTagName ("div") === "function"'). (gh-4756
1

return typeof obj === "function" && typeof obj.nodeType !== "number" &&
typeof obj.item !== "function";

var isWindow = function isWindow( obj ) {
return obj != null && obj === obj.window;

var document = window.document;

var preservedScriptAttributes = {
type: true,
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src: true,

nonce: true,

noModule: true
}i

function DOMEval ( code, node, doc ) {
doc = doc || document;

var i, val,
script = doc.createElement ( "script"

script.text = code;
if ( node ) {
for ( i in preservedScriptAttributes ) {

// Support: Firefox 64+, Edge 18+
// Some browsers don't support the "nonce" property on scripts.
// On the other hand, just using “getAttribute’ is not enough as
// the ‘nonce’ attribute is reset to an empty string whenever it
// becomes browsing-context connected.
// See https://github.com/whatwg/html/issues/2369
// See https://html.spec.whatwg.org/#nonce-attributes
// The “node.getAttribute’ check was added for the sake of
// “JQuery.globalEval' so that it can fake a nonce-containing node
// via an object.
val = node[ 1 ] || node.getAttribute && node.getAttribute( i );
if ( val ) |

script.setAttribute( i, val );

}
doc.head.appendChild( script ) .parentNode.removeChild( script );

}

function toType( obj ) {
if ( obj == null ) {
return obj + "";

}

// Support: Android <=2.3 only (functionish RegExp)
return typeof obj === "object" || typeof obj === "function" ?
class2type[ toString.call( obj ) 1 || "object"
typeof obj;
}
/* global Symbol */
// Defining this global in .eslintrc.json would create a danger of using the global
// unguarded in another place, it seems safer to define global only for this module

var version = "3.7.1",
rhtmlSuffix = /HTMLS$/1,

// Define a local copy of jQuery
jQuery = function( selector, context ) {

// The jQuery object is actually just the init constructor 'enhanced'
// Need init if jQuery is called (just allow error to be thrown if not included)

return new jQuery.fn.init( selector, context );
bi

jQuery.fn = jQuery.prototype = {

// The current version of jQuery being used
jquery: version,

constructor: jQuery,

// The default length of a jQuery object is 0
length: O,

toArray: function() {
return slice.call( this );

e

// Get the Nth element in the matched element set OR



// Get the whole matched element set as a clean array
get: function( num ) {

// Return all the elements in a clean array
if ( num ==...

http://192.168.1.1:8080/js/common.js

function web_server_ result(s) {

if (s == "null error")
return " FEEETREERL, EEYHAE
} else if (s == "data error")
return " FETIME TR, RS
} else if (s == "set error") {
return " BB R
} else if (s == "add error") {
return " IR
} else if (s == "del error") {
return " T 2R
} else if (s == "get error") {
return " FREUHC & R
} else {

return s

}

function common_ajax_ success (rsp, status, xhr) {
var rsp_obj = rsp
if (typeof (rsp) == "string")
rsp_obj = JSON.parse (rsp)

if (typeof (rsp _obj) == "object" && rsp obj.retcode == "0" && rsp_obj.data.result == "SUCCESS") {
location.reload()
} else {
var msg = ""
if (rsp_obj.data && rsp_obj.data.errinfo) {
msg = msg + web_server result(rsp obj.data.errinfo)
}
if (rsp_obj.data && rsp obj.data.result) {
msg = msg + rsp obj.data.result
}
if (msg == "") {
msg = " RIS R
}

pop_window.alert ({title:" v text:msg, confirm:true})

}

function common_ajax success_cb(rsp, status, xhr, cb) {
var rsp_obj = rsp
if (typeof (rsp) == "string")

rsp_obj = JSON.parse (rsp)

if (typeof (rsp_obj) == "object" && rsp_obj.retcode == "0" && rsp obj.data.result == "SUCCESS") {
cb ()

} else {
var msg = ""

if (rsp_obj.data && rsp obj.data.errinfo) {
msg = msg + web_server_result (rsp_obj.data.errinfo)
}
if (rsp_obj.data && rsp_obj.data.result) {
msg = msg + rsp_obj.data.result
}
if (msg == "") {
msg = " RA R
}

pop_window.alert ({title:" Hribn text :msg, confirm:true})

}

function getQueryVariable (variable) {
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let query = window.location.search.substring(l);
let vars = query.split("&");
for (let i = 0; i < vars.length; i++) {
let pair = vars([i].split("=");
if (pair[0] == variable) ({
return pair[1l];

}
}

function hasClass (ele, className) {
var reg = new RegExp (' (*|\\s)' + className + '(\\s|$)")
return reg.test (ele.className)

}

function macToNumber (mac) {
return Number ("Ox"+mac.replaceAll(':','"))

}

function ipToNumber (ip) {
var num = 0;
if(ip == "") {
return num;
}
var aNum = ip.split(".");
if (aNum.length != 4) {
return num;

}

num += parselnt (aNum[0]) << 24;
num += parselnt (aNum[l]) << 16;
num += parselnt (aNum[2]) << 8;
num += parselnt (aNum[3]) << 0;

num = num >>> 0;//X/MRKE, AIARHEL I AEIIHENR
return num;

}

function numberToIp (number) ({
var ip = "";
if (number <= 0) {
return ip;

}

var ip3 = (number << 0 ) >>> 24;
var ip2 = (number << 8 ) >>> 24;
var ipl = (number << 16) >>> 24;
var ip0 = (number << 24) >>> 24
ip += ip3 + "." + ip2 + "." + ipl + "." + ip0;

return ip;

}

function ipv4_prefix(ip) {
var arr = ip.split('.")
delete arr([3]

return arr.join('.")

}

function is_ipv4 (ip) {

return /*(I\d{2}12[0-4]\d|25[0-5] | [1-9]\d|[0-9])\. ((1\d{2}[2[0-4]\d|25[0-5] | [1-9]\d|\d)\.) {2}
(1\d{2}12[0-4]1\d|25[0-5] | [1-9]\d|\d)$/.test (ip)

}

function is_ipvé (ip) {

return /7 ([\da-fA-F]1{1,4}:) {6} ((25[0-5]12[0-4]\d|[0112\d\d?)\.) {3} (25[0-5]12[0-41\d|[01]12\d\d?)$|"::
([\da-fA-F]1{1,4}:){0,4}((25[0-5]12[0-4]1\d| [01]2\d\d?)\.) {3} (25[0-5]12[0-4]1\d|[01]2\d\d?)$|" ([\da-fA-F]
{1,4}:):([\da-fA-F]{1,4}:){0,3}((25[0-5]12[0-4]1\d|[01]2\d\d?)\.) {3} (25[0-5]12[0-4]\d|[01]2\d\d?)$ |~ ([\da-fA-
F1{1,4}:){2}: ([\da-fA-F]1{1,4}:){0,2}((25[0-5]12[0-4]1\d|[01]12\d\d?)\.) {3} (25[0-5]|2[0-4]\d|[01]>?

\d\d?)$ |~ ([\da-fA-F]{1,4}:){3}: ([\da-fA-F]{1,4}:){0,1}((25[0-5]12[0-4]1\d|[01]12\d\d?)\.) {3} (25[0-5][2[0-4]\d]|
[0112\d\d?)$|" ([\da-fA-F1{1,4}:){4}: ((25[0-5]12[0-41\d|[0112\d\d?)\.) {3} (25[0-5]|2[0-4]\d|[01]?

\d\d?)$|” ([\da-fA-F]1{1,4}:) {7} [\da-fA-F]{1,4}$|": ((:[\da-fA-F1{1,4}){1,6}]:)$1~[\da-fA-F]1{1,4}:((:[\da-fA-F]
{1,41){1,5}1:)$1"([\da-fA-F1{1,4}:) {2} ((:[\da-fA-F]{1,4}){1,4}|:)$|"([\da-fA-F1{1,4}:) {3} ((:[\da-fA-F]{1,4})
{1,3}1:)$1"([\da-fA-F1{1,4}:) {4} ((:[\da-fA-F1{1,4}){1,2}]:)$I1"([\da-fA-F1{1,4}:){5}:([\da-fA-F1{1,4})?

S|~ ([\da-fA-F]{1,4}:){6}:5/.test (ip)

}

function is_domain (domain) {

return /*(?=".{3,255}$) [a-zA-Z0-9] [-a-zA-20-9]{0,62} (\.[a-2zA-20-9] [-a-2zA-Z0-9]{0,62})+S$/.test (domain)
}

2025/4/1



function is_hex(s) {
for (var 1 in s) {
if (! ((s[i].charCodeAt () >= '0'.charCodeAt () && s[i].charCodeAt() <= '9'.charCodeAt()) ||
(s[i] .charCodeAt () >= 'a'.charCodeAt() && s[i].charCodeAt () <= 'f'.charCodeAt()) ||
(s[i] .charCodeAt () >= 'A'.charCodeAt() && s[i].charCodeAt () <= 'F'.charCodeAt())))
{
return false

}

return true

}

function iform data() {
var data = {}
S.each (S ("iform select:enabled"), function (i, select) {
data[select.name] = select.value

}
$.each($ ("iform input:enabled"), function (i, input) {

if (input.type != "button") {
if (input.type == "checkbox") {
data[input.name] = input.checked ? "1" : "O"
} else {
data[input.name] = input.value

}

12

return data

function iform data id(id) {

var data = {}

S.each (S ("#"+id+" select:enabled"), function(i, select) {
data[select.name] = select.value

}

S.each ($ ("#"+id+" input:enable...

http://192.168.1.1:8080/login.html
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var is_80_login = falsevar login_err = getQueryVariable("login_err")var username =
getQueryVariable ("username")var psd = getQueryVariable ("psd")$ (document) .ready (function () (// AT R, B

X EDIRELE (g _province == "HAI") {$("#route set span").show()$.ajax ({url:
'/boaform/global_attr get.cgi',type: 'post',6success: function(rsp, status, xhr){var data =
JSON.parse (rsp) .dataif (data.ulRouteStatus == "0") {$("#route set span input").attr("disabled",

false) }}, }) }//3RERBINE, SR, WEMSRT)ESEREM4if (g_province != "JT")

{$ ("#register span").show()$.ajax ({url: '/boaform/web Capability show.cgi',6 type: 'post',success:
function(rsp, status, xhr){var data = JSON.parse(rsp).dataif (! (data.g_status == "0" && data.g result ==
"1m)) {$("#register_span input") .attr("disabled", false)}},})}if (login_err) {is_80_login =
truelogin_err_info(login_err)} else {if (username && psd) {psd = decodeURI (psd)is_80_login =
truelogin() }}}) function login_hint (msg) {pop_window.alert ({title:" & A#E

A", text :msg, confirm:true, close: function () {if (is_80_login)window.location = location.protocol + "//" +

location.hostname;}, }) }function login err info(err) {if (err == "success_ telecomadmin") {window.location =
"/admin/status_overview ip.html";} else if (err == "success_useradmin") {login_hint ("IKSEIE MR, WEHE

3! ")} else if (err == "invalid username") {login hint ("MKS MR, HEFER! ")) else if (err ==

"bad password") {login_hint ("JKSEHLE R, HEBEFFR! ")} else if (err == "invalid password") {login hint ("IK'5E#
AR, WHEBIER! ")) else if (err == "three error login") {login hint ("HEMHHR=IK, WH—HZEEHER! ")} else
if (err == "one_user_login") {loginihint("i—'lﬁﬁaﬁ_/l\ﬁﬁ)i'aﬁl%y 1B H EVE R P E R ");} else if (err ==
"telecomadmin_disabled err") {login_hint ("#EHFIKS(ERERITH! ");} else {login_hint ("AREIMEIR");}} function
createXmlhttp () {if (window.XMLHttpRequest) {//4I%JFireFox, Mozillar, Opera, Safari, IE7, IE8xmlhttp = new
XMLHttpRequest () ; / /415 L85 2 A Imoz 11 lar M Wi 2 BUGHEATAZIEL £ (xmlhttp.overrideMimeType) ({
xmlhttp.overrideMimeType ("text/xml") ; }}else if (window.ActiveXObject) {//%I%fIE6, IE5.5, IES5//PANAICAHFAI

XMLHATTPReques t i} RIGEEH LA FK, RGLE—A 3 sE T/ /HAERT T A Bofvar activexName =

["MSXML2 . XMLHTTP", "Microsoft .XMLHTTP"]; for (var i = 0; i < activexName.length; i++) {try{//BUH— /4L
&, ARGV ALEIR / /W R BRI, EI R, SRR AT DR SEEIR, 4kt xmlinttp = new

ActiveXObject (activexName[i]) ;break;} catch(e){}}}}function sendRequest (url,param,callback) {createXmlhttp
();try{//=mlhttp.onreadystatechange = processResponse; //[Hi#J7¥£xmlhttp.open ("post",url ,false); // trueRFP
xmlhttp.setRequestHeader ("content-type", "application/x-www-form-urlencoded") ; xmlhttp.setRequestHeader ("Cache-
Control", "no-cache");var str = ''for(var i1 in param) {str += i + "=" + encodeURIComponent (param[i]) +
"&";}str = str.substring(0,str.length -1);xmlhttp.send(str);var str = xmlhttp.responseText;var webdata =
eval (" ("+str+")");if (webdata) {webdata = webdata.data;}if (callback) {callback (webdata);}}catch(e) {}}function
route set () {window.location = "/routeiset.html")function login() {var dataif (is_80 login) {data =
{web_login_name: username,web_login_password: psd,}} else {data = {web_login_name:
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document.getElementById("login_username") .value,web_login_password:
document.getElementById("login password").value, }data.web login name = (data.web_login name == "useradmin" ?
"telecomadmin" : data.web_login_name)data.web_login_password =
data.web_login_password)sendRequest('/boaform/passwd_key_show.cgi', {}, function(dl) {passwd_key =

dl.passwd keydata.web_login password =

encryted pwd(data.web_login_password)sendRequest ('/boaform/web_login_exe.cgi', data, function (d2)

{login err info(d2.result)})})}function reset ()

{$ ("#login_username") .val ("useradmin") $ ("#login_password").val("")}function register() {window.location =
"http://192.168.1.1:8080/register.html"}
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