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HTTP/1.0 200 OK
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Content-Type: text/html

7] 7t

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

28 [ 39

Parameter Command Injection

T - =
Cvss 7r#t: 10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Ik port_bind_1 (Parameter)
PR - FRESXE Web IR%5#% HIZ T dr 4. 10l 3 BWRAE 58 2R IR S 348 R H 2
A Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE GRS TR AR R T 5
3.
ARG S T X oz -

2025/2/117

HTTP/1.0 200 OK
Connection: close

HSANHomeGateway

Content-Length: 71
Content-Type: text/html

"retcode":"1",

TOC
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http://192.168.1.1/boaform/wan_connect_del.cgi
http://192.168.1.1/boaform/wan_connect_del.cgi

"data":{"param":"all","errinfo":"del error"}

n@ 29 / 39

Parameter Command Injection

FEEE: =
Cvss 7r#t: 10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Fxfk: ipv6_address (Parameter)
R - AT RESTE Web AR5 2% HIBfTimfEm 4. Xl RS sE &I IR 38 R H &
B - Sanitation of hazardous characters was not performed correctly on user input
Ep H G AN AT REAR R TT 5
.
AR 38 A FER iy O eI -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

@ 30 / 39

Parameter Command Injection

FeE =]

Cvss 7r#t:  10.0

URL: http://192.168.1.1/boaform/wan_connect_del.cgi

e address_type (Parameter)

ARG - FRESTE Web fIR95 4 EIg Tt ar & . 1K % IR 78 R 55 a8 S A 25
JE A - Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE G FAHENR A BEff TR TT &

2025/2/117
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http://192.168.1.1/boaform/wan_connect_del.cgi

.
ARE b T i -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}

& 31 / 39

Parameter Command Injection

P =
Ccvss 7r¥t:  10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk - ppp_proxy_maxuser (Parameter)
ARG - A RESAE Web RS #% s T ar & . Il H SR 76 R IR S #8 LHL N A&
JEA - Sanitation of hazardous characters was not performed correctly on user input
Epe BE G F AW BEAR T &
/348
AR 58 A TR A e I -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

& 32 / 39

2025/2/117
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http://192.168.1.1/boaform/wan_connect_del.cgi

Parameter Command Injection
e -

=

Cvss 7r#t:  10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e ipv4_netmask (Parameter)
RS - FRESTE Web fIR95 4 EIg Tt ar & . 1K % RIREE 78 R 55 a8 S A 25
JE A - Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE G FAHEN A BEff TR TT &

.

AR5 A R iy A e I -

HTTP/1.0 200 OK
Connection: close

Server:

HSANHomeGateway

Content-Length: 71
Content-Type: text/html

7] 7t

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

33 / 39

Parameter Command Injection

T - =
Cvss 7r#t: 10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Ik ipv6_address_len (Parameter)
PR - FRESXE Web IR%5#% HIZ T dr 4. 10l 3 BWRAE 58 2R IR S 348 R H 2
A Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE GRS TR AR R T 5
3.
ARG S T X oz -

2025/2/117

HTTP/1.0 200 OK
Connection: close

HSANHomeGateway

Content-Length: 71
Content-Type: text/html

"retcode":"1",

TOC
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http://192.168.1.1/boaform/wan_connect_del.cgi

"data":{"param":"all","errinfo":"del error"}

o 34 / 39

Parameter Command Injection

FEEE: =
Cvss 7r#t: 10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Fxfk: ipv6_prefix_type (Parameter)
R - AT RESTE Web AR5 2% HIBfTimfEm 4. Xl RS sE &I IR 38 R H &
B - Sanitation of hazardous characters was not performed correctly on user input
Ep H G AN AT REAR R TT 5
.
AR 38 A FER iy O eI -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

@ 35 / 39

Parameter Command Injection

FeE =]

Cvss 7r#t:  10.0

URL: http://192.168.1.1/boaform/wan_connect_del.cgi

Sk ppp_idle_time (Parameter)

ARG - FRESTE Web fIR95 4 EIg Tt ar & . 1K % IR 78 R 55 a8 S A 25
JE A - Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE G FAHENR A BEff TR TT &

2025/2/117

TOC
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http://192.168.1.1/boaform/wan_connect_del.cgi

.
ARE b T i -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}

n @ 36 / 39

Parameter Command Injection

FEE - =
Ccvss 7r¥t:  10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk - multicast_vlan (Parameter)
ARG - A RESAE Web RS #% s T ar & . Il H SR 76 R IR S #8 LHL N A&
JELA - Sanitation of hazardous characters was not performed correctly on user input
Epe H SR FHE N AT REAR R TT 5
/348
AR EE 3 1 Pk R =

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

& 37 / 39

2025/2/117
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http://192.168.1.1/boaform/wan_connect_del.cgi

Parameter Command Injection
e -

=

Cvss 7r#t:  10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ppp_auth_protocol (Parameter)
RS - FRESTE Web fIR95 4 EIg Tt ar & . 1K % RIREE 78 R 55 a8 S A 25
JE A - Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE G FAHEN A BEff TR TT &

.

AR5 A R iy A e I -

HTTP/1.0 200 OK
Connection: close

Server:

HSANHomeGateway

Content-Length: 71
Content-Type: text/html

7] 7t

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

38 / 39

Parameter Command Injection

T - =
Cvss 7r#t: 10.0
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk dscp_enable (Parameter)
PR - FRESXE Web IR%5#% HIZ T dr 4. 10l 3 BWRAE 58 2R IR S 348 R H 2
A Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE GRS TR AR R T 5
3.
ARG S T X oz -

2025/2/117

HTTP/1.0 200 OK
Connection: close

HSANHomeGateway

Content-Length: 71
Content-Type: text/html

"retcode":"1",
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"data":{"param":"all","errinfo":"del error"}

W8 39 / 39 roe

Parameter Command Injection

FEEE: =

Cvss 7r#t: 10.0

URL: http://192.168.1.1/boaform/wan_connect_del.cgi

Sk ipv6_prefix (Parameter)

R - A RESXTE Web iR55#% HIZ T a4 . 1Kl BWRE 58 WA IR S 38 R H 2
B - Sanitation of hazardous characters was not performed correctly on user input

170 7 L - BH G T AHE BT REAR D75 5

.
AR 22 e R iy I o =

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

2025/2/117


http://192.168.1.1/boaform/wan_connect_del.cgi

f1 | ADNS 5 SSRF @ TOC

mE 1/ 41 TOC
ADNS & SSRF
I

Cvss 7+#t: 59

URL: http://192.168.1.1/boaform/web_login_exe.cgi
Sk web_login_password (Parameter)
PR - Wik T DU s AR B, I HLSE X Se B i se B vt . ml DU FH B2 P 3 1) IR 25 e 475 7Y
W £ 2E N I [ P 28 AT H 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirfr
JEIH - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
16 5 i - B UEATE BT SN AR SR AL A o I VT I3 A LA o
.
ARG S T I ke oz -
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all", "errinfo":"null error"}
b
W 2 /41 ToC
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http://192.168.1.1/boaform/web_login_exe.cgi

ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/web_login_exe.cgi
e web_login_name (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"null error"}

3/ 4 TOC

ADNS & SSRF
FeE -
CVSS 51%: 5.9

URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
Sk login_password (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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http://192.168.1.1/boaform/web_login_exe.cgi
http://192.168.1.1/boaform/web_loid_auth_ext.cgi

Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}

b 4 / 41

TOC
ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
Sk login_name (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
}.
M@ 5 / 41 TOC
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http://192.168.1.1/boaform/web_loid_auth_ext.cgi

ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/url_filter_set.cgi
Sk URL_filter_enable_checkbox (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"null error"}

6 / 41 TOC

ADNS & SSRF
FeE -
CVSS 51%: 5.9

URL: http://192.168.1.1/boaform/url_filter_set.cgi
Sk ExcludeMode_select (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
3.
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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http://192.168.1.1/boaform/url_filter_set.cgi

Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}

b 7 / 41

TOC
ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/url_filter_list_add.cgi
Sk URLAddress_text (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X 2% 18 P AN TR R 288 TR AT 403, T e IR 2% 4 1T ATIRON & SR 44 Fepr
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 54
Content-Type: text/html
{
"retcode":"0",
"data":{"result":"SUCCESS"}
}.
M 8 / 41 TOC
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http://192.168.1.1/boaform/url_filter_list_add.cgi

ADNS & SSRF

P
Cvss 7+#t: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk port_bind_4 (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
W28 78 N I [ P 28 A7 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirf
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}

9 /| 41 TOC

ADNS & SSRF
FeE -
CVSS 51%: 5.9

URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_gateway_type (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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http://192.168.1.1/boaform/wan_connect_del.cgi

Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

& 10 / 41

TOC
ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_dns_type (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
W 11/ 41 ToC
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http://192.168.1.1/boaform/wan_connect_del.cgi

ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e dot1p_enable (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}

12 | 41 TOC

ADNS & SSRF
FeE -
CVSS 51%: 5.9

URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e vlan_id (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 BAIEANTE BT SN SR AL A . I8 E U7 1) R B -
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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http://192.168.1.1/boaform/wan_connect_del.cgi

Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

& 13 / 41

TOC
ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk port_bind_2 (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
W 14 [ 41 ToC
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ADNS & SSRF

P
Cvss 7+#t: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ip_forward_list (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
W28 78 N I [ P 28 A7 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirf
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}

15 | 41 TOC

ADNS & SSRF
FeE -
CVSS 51%: 5.9

URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_dns2 (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

& 16 / 41

ADNS & SSRF

FEE -

Cvss 7+%t: 5.9

URL: http://192.168.1.1/boaform/wan_connect_del.cgi

Sk service_type (Parameter)

TOC

JARG: - Wit 2 T DM B ARSI B, T X Lo YR i se B o mT DU FH B2 FH A 3 1) I 55 X 0435 7Y 78

PZEAE N AN R X 8 R AT 4940, IR 55 4% T AT & Al R 44 Frp

JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with

URI
I 5 .- IOUERNE BT Sh AR SR AL i B . B0 UEDs 1 bl B o

e .
AR 22 0 g 0 i =

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

& 17 [ 41
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http://192.168.1.1/boaform/wan_connect_del.cgi

ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e connect_mode (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}

18 |/ 41 TOC

ADNS & SSRF
FeE -
CVSS 51%: 5.9

URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ppp_username (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

& 19 / 41
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ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk dhcp_enable (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e ipv4_dns1 (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_dslite_enable (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
3.
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
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CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk port_bind_3 (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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P
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e global_index (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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ADNS & SSRF
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_gateway (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
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http://192.168.1.1/boaform/wan_connect_del.cgi

Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}

[ 25 [ 41

TOC
ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_dns1 (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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ADNS & SSRF

P
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv4_address_type (Parameter)
JAK: - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
W28 78 N I [ P 28 A7 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirf
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_ntpv6_enable (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
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e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk port_bind_1 (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e ipv6_address (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk address_type (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
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http://192.168.1.1/boaform/wan_connect_del.cgi

Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
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CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ppp_proxy_maxuser (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e ipv4_netmask (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_address_len (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
3.
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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http://192.168.1.1/boaform/wan_connect_del.cgi

Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
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ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Ik ipv6_prefix_type (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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ADNS & SSRF

P
Cvss 7+#t: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ppp_idle_time (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
W28 78 N I [ P 28 A7 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirf
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk multicast_vlan (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
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http://192.168.1.1/boaform/wan_connect_del.cgi

Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
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ADNS & SSRF
e i
CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ppp_auth_protocol (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
e dscp_enable (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv6_prefix (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
2025/2/17
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Content-Length: 71
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
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CVSS #+#: 59
URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk wan_enable (Parameter)
JAUR: = Yook 25 0T DA AR R, I B MR e B s e v . A7 DU B2 FE 3 1 AR 55 3 0 B4 P 350
X2 75 P IS [ I 28 R AT F 9, IR B IR 4548 AT DATRON & Fh SR 44 B
JE A - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
R SO UE AN BLRT A AR ER AL . SR TIE DT Il HI B .
e
AL A T (1 B e O =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html
{
"retcode":"1",
"data":{"param":"all","errinfo":"del error"}
}.
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ADNS & SSRF

FeE

i}

CVSS 4%: 5.9

URL: http://192.168.1.1/boaform/wan_connect_del.cgi
Sk ipv4_dns2 (Parameter)
RS - Bili & ] DU R AR BB, I HR X S B 0 52 B o ] DA S TR P ) e 55 4 o) 435 7Y 5
W28 78 N I [ P 28 A7 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirf
B - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
Il 5 i - IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR S T e oz -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 71
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all", "errinfo":"del error"}
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Cvss 7r%t: 6.4

URL:
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http://192.168.1.1/boaform/device_basic_show.cgi
device_basic_show.cgi (Page)

e 57 IR 1 1A cookie, EAITRTREM THLOT IR, AR AESS LLIZ A 7 S 2
B AR ek B R HAT R 5S

ISR PR A AR GIE T AR 78 4
ISE“Referer” Sk E, FEXEANMEZ MK HAEH one-time-nonce
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http://192.168.1.1/boaform/device_basic_show.cgi

e MRREE RALTFe R AR, DA B 5 T a5 52 A0 R, 10 5 3 8 s 8 il v R P 3 244
W, RE LA BN ‘Referersk.

St T

~n
=
@ 2 /5 TOC
Sl sOa K Dhid
FEE -
CVSS 7+#: 64
URL: http://192.168.1.1/boaform/wan_connect_show.cgi
Sk wan_connect_show.cgi (Page)
JR: = Al Re o G AR 2216 cookie, EATTRI AR T GIER T, AT B RS LLZ P B A
BEALTE A P IdRK U R BAT H S
A - S FE A R BRAAIE 5 iE AN 78 55
16l 5 i - BriF“Referer”skifE, Fx AN 1R $4EH one-time-nonce

e MRS BT F R AR, AR B 5 T B 52 A R, 10 5 3 8 s 8 ol 1 R Py i 224
B, RELFHEEN Referer’sk.

St T

.
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URL: http://192.168.1.1/boaform/url_{filter_show.cgi
Sk url_filter_show.cgi (Page)
PR - Al Re 2 BT R K T &1l A cookie, EATRIREF TARLAVE T, Al R Re i LI 7 & 4 £
R A Ptk LR AT S 5%
A - o7 AR A8 F R GIE T AN T 4
[l 5 fi - ik ‘Referer” Sk MfE, FExT MR MR H48H one-time-nonce
MR- RS RALTHE R AFAEIRIA, PR B 5 R as e B 58 A AE [E], 1T 5 3 R 7~ 88l i SR O 1 2R
Yy, REH AR ‘Referersk.
T i TR 7
~
~
W 4 /5 o
T k-
CVSS 7+#i: 64
URL: http://192.168.1.1/boaform/url_filter_set.cgi
Ik url_filter_set.cgi (Page)
PR - ] g2 G IR K 21l Al cookie, EANTTTRE T &R Y, T A BB 2% Res LIZ H - B4 2
B HE PR A PATHES
A - AR A R I GIE T A 7R 4
e K iE‘Referer”skifE, FEXHMRAE MR H.44 H one-time-nonce
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e MRREE RALTFe R AR, DA B 5 T a5 52 A0 R, 10 5 3 8 s 8 il v R P 3 244
W, RE LA BN ‘Referersk.

J g Pl oz
_~
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PR
CVSS 7+#: 64
URL: http://192.168.1.1/boaform/url_filter_list_add.cgi
Jefhk: url_filter_list_add.cgi (Page)
PR - Al Re e GV BRI E 1 15 H cookie, EATRI R TR GIEH T, AT R E BN LI H P S &
BRIk DR PAT H S
A - I AR A8 F BRI VGIE T AN 78 5
Il 1 - B iE‘Referer”skffME, FEXHENRAZ MR H.44 FH one-time-nonce

R RS BT s AR AR IR, R I B 5 R A N S A AR IR, T 05 35 48 s i i e 1 SR i 254t
B, REHPE RN Referer'sk.

R i I
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“Content-Security-Policy” kLB AN %4 @

HE 1 /5 TOC

“Content-Security-Policy” Sk J i A 22 4>

FEE -

Cvss 4r#t: 5.0

URL: http://192.168.1.1/cu.html

Sk cu.html (Page)

JRRE - A RESIEER o8 Web MR IBURMS B, WA 4. 0. HLa% & A/ siEu oo
AIRE NI PR EE I P 4 B, EHERS. H2 RS SHEEER

A Web R 7 iR B0 B A %242

Il 7 1 - MR 45 2 Hc B AT FH 22 4 3R (1 “Content-Security-Policy” Sk
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4020
Content-Type: text/html

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>PEBPGEEREMK</title>
<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">
<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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X-Requested-With: XMLHttpRequest

Content-Length: 106

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web login_name=**CONFIDENTIAL
0**s&web_login_password=bb3af29ca86611426b66e39c982692ba58b7acédc7eTcdbaalee78473bl6edc

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 67

Set-Cookie: Token=1QuYbGMXK9UG7F74paDPR8J0Izu2GWt; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_telecomadmin"}
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URL: http://192.168.1.1/js/main.js
S main.js (Page)
PR - A Re WA % Web SR FIBURE S, WA 4. B0, HLE8A A1/ suESCp A &
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=iX315xn7763d0Y677mc8yjJI7Pj6eWL

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 22405

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

/*
VU AN 58 AT
*/
$ (document) .ready (function () {

b 4 / 5

2025/2/117

TOC

65


http://192.168.1.1/js/main.js

“Content-Security-Policy” kBt ks A 27 4>

FeE

Cvss 7+#t: 5.0

URL:
otk

http://192.168.1.1/welcome.html

welcome.html (Page)

I RES SR Kk Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web [ T2 g 2 ek i B A % 4

] 5 = B IR 55 2% I B N i FH 22 4= SR s 117 “Content-Security-Policy” 3k

#EFE:  AppScan & F] Content-Security-Policy i 5 Sk Hi 2k B B A AN 22 4 TR, X Al Rl 58 KRR b 2

P T AR EABGLE 2R

ARZ b T o -

7] /&t

2025/2/117

Referer: http://192.168.1.1/cu.html

Cookie: Token=1X315xn7763d0Y677mc8yjJI7Pj6eWL

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 5050
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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URL: http://192.168.1.1/js/laes_1.js

Sfk: aes_1.js (Page)
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=iX315xn7763d0Y677mc8yjJI7Pj6eWL

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else(
key += (passwd_key.charCodeAt (i)).toString(16);
}
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URL: http://192.168.1.1/cu.html

e cu.html (Page)

JAK: - A REZSINERG 0% Web N AFRFINEUREE, AP 4. %G, Hlasa /iU soar &
AIRE SR PRSI P 4 B, RS AR S SHEEER
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4020
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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URL:
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web_login_exe.cgi (Page)
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X-Requested-With: XMLHttpRequest

Content-Length: 106

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_name=**CONFIDENTIAL
0**&web_login_password=bb3af29ca86611426b66e39c982692ba58b7acédc7ecdbaalee78473bl6edc

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 67

Set-Cookie: Token=1QuYbGMXKI9UG7F74paDPR8J0Izu2GWt; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_telecomadmin"}
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main.js (Page)
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/welcome.html
Cookie: Token=iX315xn7763d0Y677mc8yjJI7Pj6eWL
Connection: Keep-Alive

Host:

192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 22405

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

/*

DU IN 58 BT

*/

$ (document) .ready (function () {
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Referer: http://192.168.1.1/cu.html

Cookie: Token=1X315xn7763d0Y677mc8yjJI7Pj6eWL

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 5050
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=iX315xn7763d0Y677mc8yjJI7Pj6eWL

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else(
key += (passwd_key.charCodeAt (i)).toString(16);
}
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4020
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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X-Requested-With: XMLHttpRequest

Content-Length: 106

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_name=**CONFIDENTIAL
0**&web_login_password=bb3af29ca86611426b66e39c982692ba58b7acédc7eTcdbaalee78473bl6edc

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 67

Set-Cookie: Token=1QuYbGMXKI9UG7F74paDPR8J0Izu2GWt; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_telecomadmin"}
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Referer: http://192.168.1.1/cu.html

Cookie: Token=1X315xn7763d0Y677mc8yjJI7Pj6eWL

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 5050
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=iX315xn7763d0Y677mc8yjJI7Pj6eWL

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 22405

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

/*
VU AN 58 AT
*/
$ (document) .ready (function () {
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Re
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ferer: http://192.168.1.1/welcome.html

okie: Token=iX315xn7763d0Y677mc8yjJI7Pj6eWL

nnection: Keep-Alive

st: 192.168.1.1

cept: text/html,application/xhtml+xml,application/xml;qg=0.9,%*/*;g=0.8
cept-Language: en-US

TP/1.0 200 OK

nnection: close

rver: HSANHomeGateway

ntent-Length: 19061

che-control: public,max-age=86400
ntent-Type: application/x-javascript

r passwd_key = ""
nction encryted pwd (pwd) {
ar key = "";

or(var i = 0; i < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else(

key += (passwd_key.charCodeAt (i)).toString(16);
}
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Tetcode”:"0”, “data”:{"result”:"SUCCESS” { "retcode”:"0", “data”:{"result”:"SUCCESS"} }
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GET /register.html?v=20250208165
836 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows
NT 6.1; WOW64; Trident/7.0; rv:l
1.0) like Gecko

Referer: http://192.168.1.1/
Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

GET /register.html?v=20250208165
836 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows
NT 6.1; WOW64; Trident/7.0; rv:l
1.0) like Gecko

Referer: http://192.168.1.1/
Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 7564
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<body>
<div class="main">
<div class="login-header">
<div class="pad">
<div class="logo"></div>
</div>
</div>
<a href="/cu.html" style="posi
tion: relative; top: 100px">IR[A
BRI </ a>
<div class="login center" id="
loid register input div">
<img src="/image/welcome oth
erusers default.png">
<p>HIDEM</p>
<div class="login">
<input type="text" name="lo
gin name" placeholder="#%1D">
<img src="/image/login phon
e.png">
</div>
<div class="login">
<input type="text" name="lo
gin password" placeholder="%H4">
<img src="/image/login pass
word.png">
<button onclick="saveApply (
)" id="do_ register">¥FMt</button>
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Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_name=**CONFIDENTIAL
0**sweb login password=bb3af29ca86611426b66e39c982692ba58b7acédc7e7cdbl9aalee78473bl6e9c

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 67

Set-Cookie: Token=03017L7DNfBRcngOMIyjjQJ84UhlH70; path=/
Content-Type: text/html

{

"retcode":"1",
"data":{"result":"success_telecomadmin"}
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URL: http://192.168.1.1/boaform/device_basic_show.cgi

e device_basic_show.cgi (Page)
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Accept: */*
Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 1768
Content-Type: text/html

{

"retcode":"0",

"data":
{"CONFIG_WEB_RESTORE":"0","CONFIG_WEB LOGIN":"O0","areaversion":"JT","itms_ reg_status_index":"Q0","
potsnum":"1","landevicenum":"1", "wandevicenum":"1", "lanportnum":"4", "usbportnum":"2", "wlannum":"0
","device base_ list":[{"devicemodel":"ZN501G-D2", "devicenumber":"FCD586-
0lFFFFFFFFO10FFF2AFCD586D6BE1209", "hwversion":"vV02.00.0", "softwareversion":"v02.00.1", "deviceinfo
":"20250214151657", "compan. ..
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http://192.168.1.1/boaform/wan_connect_show.cgi
wan_connect_show.cgi (Page)
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#E#E:  AppScan £l ] X-Frame-Options Wi |3 Sk §k < BURA AN 2 4l 3K 7T RE 238 RS IR AR 25 1| 2 o

AR 58 A TR iy A eI -
Accept: */*
Origin: http://192.168.1.1
Accept-Language: en-US
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 3012
Content-Type: text/html

7] 7t

{

"retcode":"0",

"data":{"wan_connnect_list":

[{"global_ index":"1","wan_name"

:"1 _TR069 R VID 46","wan_enable":"1","address_ type":"0","connect m

ode":"1","ip_mode":"3","service_type":"1","dhcp_enable":"1","vlan_enable":"1","vlan_id":"46","dot
lp_enable":"1","dotlp value":"0","dscp_enable":"0","dscp_value":"0","nat_enable":"1","mtu":"1452"
,"port_bind 1":"0","port_bind 2":"0","port_bind_3":"0","port_bind 4":"0","mul...
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Accept: */*
Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 107
Content-Type: text/html
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"retcode":"0",
"data":{"URL_filter_ enable_checkbox":"0", "ExcludeMode_select":"1","SeW_list":[]}
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Accept-Language: en-US
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

ExcludeMode select=1&URL_filter enable_ checkbox=0

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 54
Content-Type: text/html

{
"retcode":"0",
"data":{"result":"SUCCESS"}
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var whitespace = "[\\x20\\t\\r\\n\\f]";

// https://www.w3.0rg/TR/css-syntax-3/#ident-token-diagram
identifier = " (2:\\\\[\\da-fA-F]{1,6}" + whitespace +
"2 INNAN IANACN\NDNNE] | [\ \w=] | [*\O=-\\x7£])+",
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