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HTTP/1.0 400 Bad Request
Connection: close

Server: HSANHomeGateway
Content-Type: text/html

<HTML><HEAD><TITLE>400 Bad Request</TITLE></HEAD>
<BODY><H1>400 Bad Request</H1>

Your client has issued a malformed or illegal request.
</BODY></HTML>. ..
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URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
Sk login_name (Parameter)
PR - A RESAE Web RS #% g T dr & . Il H BRAE 56 IR RS #8 H N &
JEA - Sanitation of hazardous characters was not performed correctly on user input
A0 7E - BE G AN R REAR R TT 5

.
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HTTP/1.0 200 OK
Connection: close

Server:

HSANHomeGateway

Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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Parameter Command Injection

T - =1
Cvss 7r%t:  10.0
URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
ok login_password (Parameter)
ARG - FRESFE Web IR%5#% LI TR a4 . Il 3 BRE 8 2R IR 348 L H N
JEIA Sanitation of hazardous characters was not performed correctly on user input
I 5 - HE GBI TR AR R T 5
3.
ARE2 0y I i =

HTTP/1.0 200 OK
Connection: close

Server:
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Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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URL: http://192.168.1.1/js/laes_1.js
Sk v (Parameter)
JR: - A RETE Web IRG4% BT @R 4. X8 BIRAE S MR IR &% B H A 25
JEA - Sanitation of hazardous characters was not performed correctly on user input
16l 5 i - BE GRS AT R AR R T 5
.
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HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 19061
Cache-control: public,max-age=86400
Content-Type: application/x-javascript
var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i < passwd_key.length; i++) {
if (passwd_key.charCodeAt (i) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else{
key += (passwd_key.charCodeAt (i)).toString(16);
}
}
if (key.length > 64){
key = key.slice (0,64);
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H
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http://192.168.1.1/js/jquery.js

v (Parameter)

FRESTE Web fIR95 4 EIg Tt ar & . 1K % RIREE 78 R 55 a8 S A 25
Sanitation of hazardous characters was not performed correctly on user input
BE G FAHEN A BEff TR TT &

e .
AR 22 0y 0 i =

) et

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 285313

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

!

jQuery JavaScript Library v3.7.1
https://jquery.com/

/

Released under the MIT license

*
*
*
*
* Copyright OpendS Foundation and other contributors
*
* https://jquery.org/license

*

*

Date: 2023-08-28T13:372
&7
( function( global, factory ) {
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Cvss 4#::  10.0

URL: http://192.168.1.1/boaform/web_login_exe.cgi
Scfs: web_login_password (Parameter)
ARG - A RESAE Web RS #% Lig T ar & . Il H SR 76 IR IR A8 L N A&
A Sanitation of hazardous characters was not performed correctly on user input
Epe BE G F NI W] BEAR T &

.
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HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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CVSS 4+#i:  10.0

URL: http://192.168.1.1/js/bigInt.js
I v (Parameter)
ARG - A RETE Web fIR95 4% BB Tt o & . 1K W MR 78 BRI 55 a4 S H A 25
B - Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE G FAEN A BEff T JT 5

e

AL S 3 ey g o «

7] 7t

2025/2/117

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 46521

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

N o o o o o YA
// header

N o o o o o o o Y A
var _ BIGINT RADIX = 10;

var _ BIGINT POWER = 7;

var _ BIGINT_UNIT = Math.pow( _ BIGINT RADIX, _ BIGINT POWER );
var _ BIGINT UNIT MINUS 1 = _ BIGINT UNIT - 1;
var _ BIGINT_HALF_UNIT = _ BIGINT_UNIT / 2;

var _ BIGINT_JS_INT MAX = Math.pow(2, 53);// 90 0719925 4740992
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Cvss 4r#t: 10.0

URL: http://192.168.1.1/js/main.js
k- v (Parameter)
RS - FRESTE Web fIR95 4 EIg Tt ar & . 1K % RIREE 78 R 55 a8 S A 25
BEIA - Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE G FAHEN A BEff TR TT &
.
AR5 A R iy A e I -
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 22405
Cache-control: public,max-age=86400
Content-Type: application/x-javascript
/*
BT MR 58 BARAT
&2/
$ (document) . ready (function () {
"1 H
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FEE
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CVSS 4+#i:  10.0

URL: http://192.168.1.1/boaform/web_login_exe.cgi
I web_login_name (Parameter)
ARG - A RESTE Web fIR95 4% BB T o & . 10 W MR 78 BRI 55 a4 S H A 25
B - Sanitation of hazardous characters was not performed correctly on user input
I 5 - BE G FAHEN A BEff T IT 5

3.
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Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

TOC

12


http://192.168.1.1/js/main.js
http://192.168.1.1/boaform/web_login_exe.cgi

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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CVSS 4r#:  10.0

URL: http://192.168.1.1/

Fxfk- aes_1.js (Page)

AR - A RETE Web fIR%58% RIgfTim B4 . Xl B 55 SRR S 28 LI A 2
JEA - R =5 7= S I BCHAN T BB i AME P
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HTTP/1.0 400 Bad Request
Connection: close
Server: HSANHomeGateway
Content-Type: text/html

<HTML><HEAD><TITLE>400 Bad Request</TITLE></HEAD>
<BODY><H1>400 Bad Request</H1>

Your client has issued a malformed or illegal request.
</BODY></HTML>. ..
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ADNS F SSRF
I

Cvss 7+#t: 59

URL: http://192.168.1.1/js/laes_1.js
Sk v (Parameter)
PR - Wik T DU s AR B, I HLSE X Se B i se B vt . ml DU FH B2 P 3 1) IR 25 e 475 7Y
W £ 2E N I [ P 28 AT H 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirfr
JEA - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
16 5 i - B UEATE BT SN AR SR AL A o I VT I3 A LA o
.
ARG S T I ke oz -
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 19061
Cache-control: public,max-age=86400
Content-Type: application/x-javascript
var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; 1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (i) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else{
key += (passwd_key.charCodeAt (i)).toString(16);
}
}
if (key.length > 64) {
key = key.slice(0,64);
\)
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ADNS & SSRF

P
Cvss 7+%t: 5.9
URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
e login_name (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR 0y 0 R 5=

7] /&t

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"null error"}
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FeE -
CVSS 51%: 5.9

URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
Sk login_password (Parameter)
JRURS: = ki % AT DM ZOR B B, I H R X S B 1 5o BE e . w] DA A S AR B IR 95 5 ) 6,435 7Y 5
WA L8 75 A AN R X 2% EAT 340, X BB IR S5 45 T LUBON & Fih B A2
ELA Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I 5 IAIE NS BT SR S (A B o BRAE VT I3 f A LA o
318
AREE e 0 0 i =
HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
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Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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CVSS 4#i: 5.9

URL:
otk

http://192.168.1.1/js/bigInt.js
v (Parameter)

Wit 2 T DM B ARSI B, T X Lo YR i se B o mT DU FH B2 FH A 3 1) I 55 X 0435 7Y 78
PZEAE N AN R X 8 R AT 4940, IR 55 4% T AT & Al R 44 Frp
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URI
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HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 46521

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

N o o o o o o o o o s
// header

L1771 7077777 777077777777 77777777777777777777777777777777777777777777777777777777777777
var _ BIGINT RADIX = 10;

var _ BIGINT POWER = 7;

var _ BIGINT UNIT = Math.pow( _ BIGINT RADIX, _ BIGINT POWER );

var _ BIGINT UNIT MINUS 1 = _ BIGINT UNIT - 1;

var _ BIGINT HALF UNIT = _ BIGINT UNIT / 2;

var _ BIGINT JS INT MAX = Math.pow(2, 53);// 90 0719925 4740992
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URL: http://192.168.1.1/js/main.js
e v (Parameter)
RS - B2 vl U RSN RIR,  J HLRS I e BHR 0 e 2 . ) DA SEF AR 1R IR 45 453 60,458 1 38
WA £ 75 A RIS [F) X 2 HEAT 30, X B lIR 4528 T LAUON & Fih B 42
JEA - IJ;(IJrrect processing, sanitation, or validation of user input that contain elements later joined with
17 5 L IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
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HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 22405

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

/*
DU INER 58 BAAT
&7
$ (document) . ready (function () {

6 / 8 TOC

ADNS & SSRF
FEE -
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URL: http://192.168.1.1/js/jquery.js
Sk v (Parameter)
JRUBSS: = Yook 3 mT UAS AR R, I B maix e BeJs i se e v . A7 DU B2 FE 3 1 AR 55 3 o A4 P 356
W28 7E P IS [l P 28 EAT F 98, IR LB IR 4538 AT LATRON 5 Fh SR 44 B
JEA - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
I8 e L IS UE RN H A AT AL AR . B e Us ] 4= HIALE] o
e
AL A 3 (1 B e o =
HTTP/1.0 200 OK
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Connection: close

Server: HSANHomeGateway
Content-Length: 285313

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

A

* jQuery JavaScript Library v3.7.1

* https://jquery.com/

*

* Copyright OpendS Foundation and other contributors
* Released under the MIT license

* https://jquery.org/license

*

* Date: 2023-08-28T13:372

&7

( function( global, factory ) {

B 7 /8 TOC

ADNS & SSRF

P
Cvss 7i#t: 5.9
URL: http://192.168.1.1/boaform/web_login_exe.cgi
Fxfk: web_login_name (Parameter)
JR: = ki % T DM R B B, I HEE X S B 0 e B . m] DA FH I AR 1) IR 95 4 o) (435 7Y 5
WAL AE A AN [F) X 2 EAT 4 40, SR LIRS 45 T DU & b R 42 B
JEA - IJ;(l)rrect processing, sanitation, or validation of user input that contain elements later joined with
I 5 - BAIEAE BT AR S S AR o B0AIE U7 1] 4 A LA o
3.
AL b N e -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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FeE
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CVSS 4%: 5.9

URL: http://192.168.1.1/boaform/web_login_exe.cgi
Sk web_login_password (Parameter)
RS - Bili & ] DU R AR BB, I HR X S B 0 52 B o ] DA S TR P ) e 55 4 o) 435 7Y 5
W28 78 N I [ P 28 A7 4, IXHeIR 45 28 ) DUBRON & Fh B 42 Hirf
B - Incorrect processing, sanitation, or validation of user input that contain elements later joined with
URI
Il 5 i - IIE RIS BT SR S (AR o IOAE YT 1] 3 f A LA o
.
AR S T e oz -

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{
"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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FEE
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Cvss 7r%t: 6.4

URL:
etk
A -

A -
[l 5 4
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web_loid_auth_show.cgi (Page)

e 57 IR 1 1A cookie, EAITRTREM THLOT IR, AR AESS LLIZ A 7 S 2
B AR ek B R HAT R 5S

ISR PR A AR GIE T AR 78 4
ISE“Referer” Sk E, FEXEANMEZ MK HAEH one-time-nonce
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e MRREE RALTFe R AR, DA B 5 T a5 52 A0 R, 10 5 3 8 s 8 il v R P 3 244
W, RE LA BN ‘Referersk.

J g Pl oz
~n
=
e 2 / 4 ToC
Sl sOa K Dhid
FEE -
CVSS /r#l: 6.4
URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
Sk web_loid_auth_ext.cgi (Page)
PR - Al Re o G AR 2216 cookie, EATTRI AR T GIER T, AT B RS LLZ P B A
BEALTE A P IdRK U R BAT H S
A - S FE A R BRAAIE 5 iE AN 78 55
16l 5 i - BriF“Referer”skifE, Fx AN 1R $4EH one-time-nonce

e MRS BT F R AR, AR B 5 T B 52 A R, 10 5 3 8 s 8 ol 1 R Py i 224
B, RELFHEEN Referer’sk.

St T

{ “retcode”:"1

.
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g 3/ 4 Toc

T -
CVSS 7+#i: 64
URL: http://192.168.1.1/js/biglnt.js
Ik bigint.js (Page)
JAURE = Tl RE 2 51 IR 2% 7 1 F cookie, "EXATIRTREF TFAL(5 &9 -, AT & Re s LA H - S i A
BB EH P iE gk L PATES
A - N AR A8 UG T iEA 7R 4
Bl IiF ‘Referer” kMM, xR MR 2HH one-time-nonce
HEEE: WSS SRR AR IR, B B 5 S kB 58 A AR R, T 5 2 8 s 5 il O R i 24k
MTh, REHHA BN Referer”sk.
W 4 4 roc
T -
CVSS 7+#: 64
URL: http://192.168.1.1/boaform/web_login_exe.cgi
Sk web_login_password (Parameter)
JAURE = Al e B IR K T 21 Al cookie, EANTTIREF TR EVER Y, A B Re i L 7 & 47 25
FBAEH P iE g U EPATES
- N AR A8 B UGIE B iEA R 4
[ 5 ik ‘Referer”kfH, FExT R MR HIR B8 H one-time-nonce
HEEE: DN R AT R AA IR, B B 5 5 kB 58 A AR R, T 5 28 Fa 7 5 il iU SR P i 25k
BT, REFH A BN CSRF 4 Jd.
Je s Dl
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“Content-Security-Policy” Sk J i A 22 4>

FEE -

CVSS 4r#: 5.0

URL: http://192.168.1.1/

i (Page)

JRRE - A RE SRS 55 Web N FFR P IVBURMS B, WA &, %65, HLas & A/ ssus e E
ATRESM I PR ESE WA P 4. B0, BHES. SRS SRRER

A Web R 7 iR B0 B A %242

Il 7 1 - MR 45 2 Hc B AT FH 22 4 3R (1 “Content-Security-Policy” Sk

#E3E:  AppScan £l 2] Content-Security-Policy M N Sk &2k BUEAG A 22 4 RS, X AT B2 B KRR Hh 22
BT H R AR T
AL by I R <

GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4587
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>

<title> P [EBGEEAEM K</ title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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Cvss 7+%t: 5.0

URL: http://192.168.1.1/boaform/login_user_index_show.cgi

k- login_user_index_show.cgi (Page)

PR - AR WA ¢ Web AR /T IMBUR(S S, WA 4. B0, PLE8 2 A/E USRS A B
ATRE I PR EEE A 4. FiS. BEHRS. R SEERER

A Web 8 HI %2 /7 4 2 BC B A 224

[ 5 1 = H4 M 55 45 T B A5 FH 22 42 S e 1) “Content-Security-Policy "k

e . AppScan #5115 Content-Security-Policy Wi Sk B2 o B A 22 £ 560, X ] B 2 58 KR i 2

B TR I EABGE 2N

AR 22 0y 0 i =

Connection: keep-alive

Host: 192.168.1.1
X-Requested-With: XMLHttpRequest
Content-Length: 0

Accept: */*

Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 36
Content-Type: text/html

{
"retcode":"0",
"data":{}
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URL:
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http://192.168.1.1/js/aes_1.js
aes_1.js (Page)
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=ifFGctB33Z6X08£fV8iC2250JiF8Zadl

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else{
key += (passwd_key.charCodeAt (i)).toString(16);
}
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T
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URL: http://192.168.1.1/boaform/web_login_exe.cgi
k- web_login_exe.cgi (Page)
PR - A Re WA % Web SR FIBURE S, WA 4. B0, HLE8A A1/ suESCp A &
AIRES MR P IREEE A P A FiD. FARS. 2R 5EHRGEE
A Web 3 TR /7 4 F2 B IC B AN 224
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B T P AT 2T
AL b B iy 0 g oz -

X-Requested-With: XMLHttpRequest

Content-Length: 103

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_ name=user&web_login_password=6e282cd8b4b1790065£a81175d8716c200ae£99df6a78c79097900dbct
96ac01

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=wSlekpEUfZKO0fY1J8inL1lIT9p8sYloJ; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_useradmin"}
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T
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URL:
otk
A =

http://192.168.1.1/welcome.html
welcome.html (Page)
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Referer: http://192.168.1.1/

Cookie: Token=ifFGctB337Z6X08fV8iC2250J1iF8Za9l

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 5050
Content-Type: text/html

<!DOCTYPE html>
<html lang="en">
<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>

<title>PEPGEE A</ title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">

“X-Content-Type-Options™ skt kA %4 @
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URL:
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http://192.168.1.1/boaform/web_login_exe.cgi
web_login_exe.cgi (Page)
FRESINERT ¢ Web SRR P IIEURME R, W&, B0, las 4 A eusor o B
AIRe I PR b A P & FiE. SRS SRR SEERER
Web [ FI# /7 4 i BAC B A 22 4
ffi- B R 5% AR I B A8 A B N “nosniff’ ) “X-Content-Type-Options” 3k

R  AppScan £l E)“X-Content-Type-Options” M 3 Sk ko B G N2 4 l, XA At B KRR

BN S A

ARZ b T o -

X-Requested-With: XMLHttpRequest

Content-Length: 103

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_ name=user&web_login_password=6e282cd8b4b1790065£a81175d8716c200ae£99df6a78c79097900dbct
96ac01

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=wSlekpEUfZKO0fY1J8inL1lIT9p8sYloJ; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_useradmin"}
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URL:
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http://192.168.1.1/boaform/login_user_index_show.cgi
login_user_index_show.cgi (Page)

I RES SR Kk Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web 3 TR /7 4 F2 B IC B AN 224
B R 5% AR I B A8 A B N “nosniff’ ) “X-Content-Type-Options” 3k

#EFE:  AppScan &I F]“X-Content-Type-Options” i S Sk R Bl B H R 2 4 {H, XA Rea T KRR TE

BN S A

ARZ b T o -

Connection: keep-alive

Host:

192.168.1.1

X-Requested-With: XMLHttpRequest
Content-Length: 0

Accept: */*

Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 36
Content-Type: text/html

{

"

A 3
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retcode":"0",
data":{}
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“X-Content-Type-Options” Skt s A 22 4
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Cvss 7+#t: 5.0

URL: http://192.168.1.1/

e (Page)

JAK: - A REZSINERG 0% Web N AFRFINEUREE, AP 4. %G, Hlasa /iU soar &
AIRE SR PRSI P 4 B, RS AR S SHEEER

A Web 3 TR /7 4 F2 B IC B AN 224

85 1 = B RSS2 BC B N AL B N nosniff’ () “X-Content-Type-Options” 3k

R  AppScan £l E)“X-Content-Type-Options” M 3 Sk ko B G N2 4 l, XA At B KRR
FrE PRS2 R
A Ak 8 {0 e =

GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4587
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEM K</ title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">

W@ 4 /5 Toc
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Referer: http://192.168.1.1/

Cookie: Token=ifFGctB337Z6X08fV8iC2250J1iF8Za9l

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 5050
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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URL:
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aes_1.js (Page)
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=ifFGctB33Z6X08£fV8iC2250JiF8Zadl

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else(
key += (passwd_key.charCodeAt (i)).toString(16);
}
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i
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X-Requested-With: XMLHttpRequest

Content-Length: 103

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_ name=user&web_login_password=6e282cd8b4b1790065£a81175d8716c200ae£99df6a78c79097900dbct
96ac01

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=wSlekpEUfZKO0fY1J8inL1lIT9p8sYloJ; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_useradmin"}
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URL:
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login_user_index_show.cgi (Page)
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Connection: keep-alive

Host:

192.168.1.1

X-Requested-With: XMLHttpRequest
Content-Length: 0

Accept:

* /%

Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 36
Content-Type: text/html

{

"retcode":"0",
"data":{}
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GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4587
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEM K</ title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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Referer: http://192.168.1.1/

Cookie: Token=ifFGctB337Z6X08fV8iC2250J1iF8Za9l

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 5050
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=IGILGIHKHLGMGG" rel="stylesheet">

<link href="/css/operator.css?v=IGILGIHKHLGMGG" rel="stylesheet">
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URL: http://192.168.1.1/js/laes_1.js
e aes_1.js (Page)
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
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ferer: http://192.168.1.1/welcome.html

okie: Token=ifFGctB33Z6X08fV8iC2250JiF8Zadl

nnection: Keep-Alive

st: 192.168.1.1

cept: text/html,application/xhtml+xml,application/xml;qg=0.9,%*/*;g=0.8
cept-Language: en-US

TP/1.0 200 OK

nnection: close

rver: HSANHomeGateway

ntent-Length: 19061

che-control: public,max-age=86400
ntent-Type: application/x-javascript

r passwd_key = ""
nction encryted pwd (pwd) {
ar key = "";

or(var i = 0; i < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else(

key += (passwd_key.charCodeAt (i)).toString(16);
}
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CVSS 4r#i: 5.0

URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi

e web_loid_auth_ext.cgi (Page)

RS - ARSI % Web AR FIMBURS S, WA 4. B0, P854 /U CA B
ARSI PRI 4. S, FHR S RS EERER

JEA - Web 37 FI#% 4 A B BC B AN 22 42

I 5 .- W ERAEEW T P RIEN EARSH

HERR:  ASE RANFHRos A e s e, DRIl B2 5 Ak ma "SR AeL, XN AR e b 2 1 2 i) A
R EARSHL.

R i I i

{ “retcode”:"1", “data”:{’paran”:"all”, “errinfo”:"null error’} } { “retcode”:"1", “data”:{’p

~
~

RIEEIENMEE @
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KOFAETEHE 2

FEEE:
Cvss 74%: 5.0
URL: http://192.168.1.1/
e register.html (Page)
PR - A RE R K Web AR P IVBURME R, W&, %, HLEs 2 /s BURSC AL E
JEH - Web 37 F 2 /7 4 A BAC B A %2 4
I 7 A - ANELAETT LU 5 55 DU B ) ST 48 v AR AF UM U2, B PRI B AT TR 75 1]
HEFE:  AppScan 1/ R 1 U AT REAS & B AR P I G i 4 o M RLRES J9“200 OK” . X il ik B i 2%
TR RSO 2
WtiER- P
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GET /register.html?v=IGILGIHKHLG
MGG HTTP/1.1

User-Agent: Mozilla/5.0 (Windows
NT 6.1; WOW64; Trident/7.0; rv:l
1.0) like Gecko

Referer: http://192.168.1.1/
Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

GET /register.html?v=IGILGIHKHLG
MGG HTTP/1.1

User-Agent: Mozilla/5.0 (Windows
NT 6.1; WOW64; Trident/7.0; rv:l
1.0) like Gecko

Referer: http://192.168.1.1/
Connection: keep-alive

Host: 192.168.1.1

Accept: */*

Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 7564
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<body>
<div class="main">
<div class="login-header">
<div class="pad">
<div class="logo"></div>
</div>
</div>
<a href="/cu.html" style="posi
tion: relative; top: 100px">IR[A
BRI </ a>
<div class="login center" id="
loid register input div">
<img src="/image/welcome oth
erusers default.png">
<p>HIDEM</p>
<div class="login">
<input type="text" name="lo
gin name" placeholder="#%1D">
<img src="/image/login phon
e.png">
</div>
<div class="login">
<input type="text" name="lo
gin password" placeholder="%H4">
<img src="/image/login pass
word.png">
<button onclick="saveApply (
)" id="do_ register">¥FMt</button>
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URL:
otk
A=

J5A -

http://192.168.1.1/boaform/web_login_exe.cgi
web_login_exe.cgi (Page)

A RESWEEA ¢ Web N ATFE P IVBUME B, WM 4 B0 HLas 4 A1/ sisus S B
A RES MBI PR AE I A B EHR S RS S EBRE R

Web N A% 5 4 1 SN0 B A % 4

Il 1 - W IR 55230 & Jyfdi {9 DENY B SAMEORIGIN [fJ“X-Frame-Options”sk

3. AppScan £l E] X-Frame-Options M7 Skt R BLR A AN 4E, 1X ] G2 ik s i B A g i B
A2 T (K o -

7] /&t
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Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_name=user&web_login_password=6e282cd8b4b1790065fa81175d8716c200aef99df6a78c79097900dbcf
96ac01

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=ysTZB3185d666cJh8933983sSsayEq3; path=/
Content-Type: text/html

{

"retcode":"1",
"data":{"result":"success_useradmin"}
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URL:
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http://192.168.1.1/boaform/web_loid_auth_ext.cgi
web_loid_auth_ext.cgi (Page)

I RES SR Kk Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web 3 TR /7 4 F2 B IC B AN 224
H5 R 55 43 i B v FH 18 DENY B¢ SAMEORIGIN [J“X-Frame-Options”sk

#E#E:  AppScan £l ] X-Frame-Options Wi |3 Sk §k2< BRA AN 2 4l 3K 7T RE 238 R IR AR 25 1) 2 o
AR 2 e T 0 o =

7] 7t

Accept-Language: en-US
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

login _name=&login password=

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

{

"retcode":"1",
"data":{"param":"all", "errinfo":"null error"}
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URL:
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http://192.168.1.1/boaform/web_loid_auth_show.cgi
web_loid_auth_show.cgi (Page)

I RE IR X Web NP MBURME S, WM 4. #6d. HLas 4 A1/ s B
ATRES MG Pt 44, B, BEHRS. R SEERER

Web 3 FHI 72 7 4 A BUC B A % 42
H4 MR 55 A5 0 B D915 E 9 DENY 8¢ SAMEORIGIN [#)“X-Frame-Options”k

HEXE:  AppScan £l #] X-Frame-Options Wi Skl e BB A A 24 H, 3X 0] B 221G s i A il B o
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AR S Ty oz -

Accept: */*
Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 287
Content-Type: text/html

"retcode":"0",

"data":
{"login_name":")","login_password_enable":"0","login_password":"", "web_ucStatus":"99", "web_ucResu
1t":"99","web_loidplan":"20","web_service current":"","web_service plan":"","web_service count":"

0","web_device type":"0","web uplink_ type":"5","times":"0"}

}
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R 1/ 1 Toc
BT G I MR 55 g A itk R B
FEEAE:
Cvss 4r#t: 0.0
URL: http://192.168.1.1/jsl/jquery.js
Sk jquery.js (Page)
PR - AREI R Web IR 55 8% A A5 xt Bj AT, 1X ] e 3 BB & 0T Je st — 25 B AR A 5 Web [
7 A REEHE R
J5A - R =T7 77 i TN T BT EAME 7
I 52 A - N Web fiR 5545 Web S FIREF T 8K 22 4 4h T

HERE: i 6 IR 55 A b SCIR I 20T BR AR AN/ B AR 44
ARZE Ak T o -

var whitespace = "[\\x20\\t\\r\\n\\f]";

// https://www.w3.0rg/TR/css-syntax-3/#ident-token-diagram
identifier = " (2:\\\\[\\da-fA-F]{1,6}" + whitespace +
"2 INNAN IANACN\NDNNE] | [\ \w=] | [*\O=-\\x7£])+",
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