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http://192.168.1.1/aoaform/url_filter_show.cgi

N.N'.N'.N'

{ "retcode”:"0", "data”:{"URL_filter enable_checkbox”:"0", "ExcludeMode_select SelW_1ist”
[{ indexid”:"2", "URLAddress” : "WFXSSProbe”], {”indexid” ”3", "URLAddress”: "AB"},

{"indexid .”4",”URLAddress :”f..ﬁWEB—INFﬁweb.xml”} { 1ndex1d :"5", "URLAddress” ;" /WEB—
INF/web. xm1”}, {"indexid”:"6”, “URLAddress”:"|1d"}, {"indexid” .ﬂ?ﬂ,”URLAddress TEEid"

{"indexid”:"8", "URLAddress”: rqﬁ”} {"indexid”-"0" "IRI Address”-"id"},

-

{"indexid":” 10”, "URLAddress”: " —

{"indexid”:"11”, "URLAddress": "} html?varld=0027},
{"indexid”:"12", "URLAddress”: "} 15 117varId=903"},
{"indexid”:"13", "URLAddress”:"| 2 1:60239/AppScanMsg. html?
varId=904"}, 12345

{"indexid”:"14", "URLAddress™:” : {:60239/AppScanMsg. html?
varId=905"}, {"indexid”:"15", "U 239/AppScanMsg. html?
varId=906"}, {"indexid”:"16", "l x0006E: 60239/ AppScanMsg. html?
varId=907"}, {"indexid”:"17", "1 *%Mﬁ{{/}]”"%%tlﬂﬂ’ﬁlzﬁﬁﬂﬂ'é bScanMss. html ?varId=908"},
{"indexid":"18", "URLAddress”:"| gy fyaa i 7 ", “URLAddress”: "+alert (917)
—”},{ 1ndex1d” "20”, "URLAddres [Address”:"—alert(919)-"1,

{"indexid”:"22", " URL%ddress s ddress”:”;alert(991);//"},
{ 1ndex1d" ﬂ“4" “URLAddress”:""}, { “" Atprobena0000257},

{"indexid” ", "URLAddress”: "ping. 953_ -

rGEecaaller securitvip. appsechel. com’ {”a
856f—48f5— 848c T62ech51e2f7. aecurlt\lp appsechcl Tom' },
{"indexid”:"28", "URLAddress”:"http://@ping. 955_4bb6952 5 856F-48f5-848c—
r629c33192fr.securityip.appsechcl.com”},{Nindexid”:”29”,”URlAddressﬂ.ﬂ,”:
{"indexid”:"30", "URLAddress”:")"}, {"indexid”:"31", "URLAddress”: " javascript:alert (857} "} 1}

. URLAddress”:"http://pinsg. 954_4bb69525—

AREE Ak T X -

Host: 192.168.1.1
X-Forwarded-For: '
X-Requested-With: XMLHttpRequest
Content-Length: 0

Accept: */*

Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 1935
Content-Type: text/html

{

"retcode":"0",

"data":{"URL_ filter enable checkbox":"0", "ExcludeMode select":"1","SeW list":
[{"indexid":"2", "URLAddress" : "WFXSSProbe"}, {"indexid":...

"retcode":"0",

"data":{"URL_filter enable_checkbox":"0", "ExcludeMode select":"1","SeW_list":
[{"indexid":"2", "URLAddress":"WFXSSProbe"}, {"indexid":"3", "URLAddress":"AB"},
{"indexid":"4", "URLAddress":"/../WEB-INF/web.xml"}, {"indexid":"5", "URLAddress": " /WEB-
INF/web.xml"}, {"indexid":"6", "URLAddress":" |id"}, {"indexid":"7", "URLAddress":"&&id"},
{"indexid":"8", "URLAddress":" | |1id"}, {"indexid":" 9", "URLAddress":"id"}, {"...
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varld=004"},
{"indexid’:"14", "URLAddress”: "htep://000300. 000000250. 000001 0000156:60239 AppScanliss. heml? {"indexid":"14", "URLAddress”: "http://000300. 000000250. 000001. 000015660239/ AppScaniiss. heml?
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URL: http://192.168.1.1/boaform/web_login_exe.cgi

Sk web_login_exe.cgi (Page)

PR - A RE SRR 5% Web MR P IOBURAE B, W 4. Bh0. HLE 4 A/ EREusoc A B
AIRe s UHI A PR W P 2. S, SRS SRR SEERER

A Web R 7 iR B0 B A %242

Il 7 1 - MR 45 2 Hc B AT FH 22 4 3R (1 “Content-Security-Policy” Sk

#E3E:  AppScan £l 2] Content-Security-Policy M N Sk &2k BUEAG A 22 4 RS, X AT B2 B KRR Hh 22
BT H R AR T

AR b T i -

X-Requested-With: XMLHttpRequest

Content-Length: 103

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web login name=useré&web login password=002699af2eb4727ac636c4acbdf3ed95d25b66b59165£85bfec5514033
510da2

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=g815Xv7DL70etkM5RKV6LIW4BsOqTp2; path=/
Content-Type: text/html

{

"retcode":"1",
"data":{"result":"success_useradmin"}
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“Content-Security-Policy” Lt sk A 2 4>
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URL: http://192.168.1.1/js/main.js
Ik main.js (Page)
PR - A RESS U 05 Web N AFR P IBURME B, WM 4. B, HLA4 A/ s sus S C A 8
A RE MR PRSP 4. B, GRES. 2 RRSSHEGEE

JE A - Web 87 F 2 /7 g A5 BRUC B A %2 4
Il - e IR 55 ARG A F 22 42 5 W (¥ “Content-Security-Policy” Sk

HEFE:  AppScan il %] Content-Security-Policy Wi B Skt R 5 B AN A 5elg,  IX 0] b2 58 CRE B Hh 3

BT SR SRS Z T
AL A T (R -

7] 7t
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 22405

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

/*
LT N8 58 BT
*/

$ (document) . ready (function () {

3/ 5
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http://192.168.1.1/js/main.js

“Content-Security-Policy” kBt ks A 27 4>

FeE

Cvss 7+#t: 5.0

URL:
otk

http://192.168.1.1/welcome.html

welcome.html (Page)

I RES SR Kk Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web [ T2 g 2 ek i B A % 4

] 5 = B IR 55 2% I B N i FH 22 4= SR s 117 “Content-Security-Policy” 3k

#EFE:  AppScan & F] Content-Security-Policy i 5 Sk Hi 2k B B A AN 22 4 TR, X Al Rl 58 KRR b 2

P T AR EABGLE 2R

ARZ b T o -

7] /&t

2025/1/23

Referer: http://192.168.1.1/

Cookie: Token=1hW2xqg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4829
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=20250122105705" rel="stylesheet">

<link href="/css/operator.css?v=20250122105705" rel="stylesheet">

4 | 5
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“Content-Security-Policy” kBt ks A 27 4>
T
CVSS /H: 5.0

URL:
otk
A =

http://192.168.1.1/js/aes_1.js
aes_1.js (Page)
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Web [ T2 g 2 ek i B A % 4

: B IR 55 2% I B N i FH 22 4= SR s 117 “Content-Security-Policy” 3k

#EFE:  AppScan & F] Content-Security-Policy i 5 Sk Hi 2k B B A AN 22 4 TR, X Al Rl 58 KRR b 2

P T AR EABGLE 2R

ARZ b T o -
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else{
key += (passwd_key.charCodeAt (i)).toString(16);
}
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CVSS 4%: 5.0

URL:
otk
A =

http://192.168.1.1/
(Page)

A RESWEEA K Web AR FP VBB S, WA 44 B, W& A/ s sug oA 8
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web N A% 7 g 1 BC B A % 4

] 5 = o IR 55 7 TG B N1 F 22 4 SR I (1) “Content-Security-Policy "3k

#EFE.  AppScan £l %] Content-Security-Policy N SkHt 2k BB AN 22 4500, XA R 258 KA B

P T AR EABGLE 2R

ARZ b T o -

2025/1/23

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/admin/help.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4330
Content-Type: text/html

<!DOCTYPE html>
<html lang="en">
<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>

<title>PEPGEE A</ title>

<link href="/css/basic.css?v=20250122105705" rel="stylesheet">
<link href="/css/operator.css?v=20250122105705" rel="stylesheet">

“X-Content-Type-Options™ skt kA %4 @
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“X-Content-Type-Options” Skt s A 22 4
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Cvss 7+#t: 5.0

URL: http://192.168.1.1/

e (Page)

JAK: - A REZSINERG 0% Web N AFRFINEUREE, AP 4. %G, Hlasa /iU soar &
AIRE SR PRSI P 4 B, RS AR S SHEEER

A Web 3 TR /7 4 F2 B IC B AN 224

85 1 = B RSS2 BC B N AL B N nosniff’ () “X-Content-Type-Options” 3k

R  AppScan £l E)“X-Content-Type-Options” M 3 Sk ko B G N2 4 l, XA At B KRR
FrE PRS2 R
A Ak 8 {0 e =

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/admin/help.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4330
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=20250122105705" rel="stylesheet">

<link href="/css/operator.css?v=20250122105705" rel="stylesheet">

@ 2 /5 TOC
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URL:
otk
A =

http://192.168.1.1/boaform/web_login_exe.cgi
web_login_exe.cgi (Page)
FRESINERT ¢ Web SRR P IIEURME R, W&, B0, las 4 A eusor o B
AIRe I PR b A P & FiE. SRS SRR SEERER
Web [ FI# /7 4 i BAC B A 22 4
ffi- B R 5% AR I B A8 A B N “nosniff’ ) “X-Content-Type-Options” 3k

R  AppScan £l E)“X-Content-Type-Options” M 3 Sk ko B G N2 4 l, XA At B KRR

BN S A

ARZ b T o -

X-Requested-With: XMLHttpRequest

Content-Length: 103

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_ name=user&web_login_password=002699af2eb4727ac636c4acbdf3ed95d25b66b59165£85bfec5514033
510da2

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=g815Xv7DL70etkM5RKV6LIW4BsOqTp2; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_useradmin"}
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“X-Content-Type-Options” Skt s A 22 4
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URL:

Sotk-

PR -

5.0
http://192.168.1.1/js/main.js
main.js (Page)

I RES SR Kk Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web 3 TR /7 4 F2 B IC B AN 224
B R 5% AR I B A8 A B N “nosniff’ ) “X-Content-Type-Options” 3k

R  AppScan £l E)“X-Content-Type-Options” M 3 Sk ko B G N2 4 l, XA At B KRR

T PRI
ARG by I e =
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Referer: http://192.168.1.1/welcome.html
Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ
Connection: Keep-Alive

Host:

192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 22405

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

/*

DU IN 58 BT

*/

$ (document) .ready (function () {
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URL:
otk

http://192.168.1.1/welcome.html

welcome.html (Page)

I RES SR Kk Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web [ T2 g 2 ek i B A % 4

85 1 = B RSS2 BC B N AL B N nosniff’ () “X-Content-Type-Options” 3k

R  AppScan £l E)“X-Content-Type-Options” M 3 Sk ko B G N2 4 l, XA At B KRR

BN S A

ARZ b T o -

7] /&t

2025/1/23

Referer: http://192.168.1.1/

Cookie: Token=1hW2xqg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4829
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=20250122105705" rel="stylesheet">

<link href="/css/operator.css?v=20250122105705" rel="stylesheet">
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URL:
otk
A =

http://192.168.1.1/js/laes_1.js
aes_1.js (Page)

A RESWEEA K Web AR FP VBB S, WA 44 B, W& A/ s sug oA 8
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web N A% 7 g 1 BC B A % 4

: Bl 55 23 L B N A8 FAE A “nosniff’ ff1“X-Content-Type-Options”

R  AppScan £l E)“X-Content-Type-Options” M 3 Sk ko B G N2 4 l, XA At B KRR

BN S A

ARZ b T o -

7] 7t

2025/1/23

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else(
key += (passwd_key.charCodeAt (i)).toString(16);
}

“X-XSS-Protection” ki A %4 @
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FEEE -
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URL:
otk
A =

http://192.168.1.1/boaform/web_login_exe.cgi
web_login_exe.cgi (Page)
A RE R X Web MR IBURME R, WA 4. B0, DL %A/ BUR AL B
ARSI PRI 4. S, FHR S RS EERER
Web [ FI# /7 4 i BAC B A 22 4
{8 W IR S5 A3 e BN B A1 (B D #I“X-XSS-Protection”sk

HEFE.  AppScan il ] X-XSS-Protection Wi Sk B2k B B AN 4l X AT RE it moms i s I 2 i) 140
i

ARZ b T o -

X-Requested-With: XMLHttpRequest

Content-Length: 103

Accept: */*

Origin: http://192.168.1.1

Accept-Language: en-US

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_ name=user&web_login_password=002699af2eb4727ac636c4acbdf3ed95d25b66b59165£85bfec5514033
510da2

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=g815Xv7DL70etkM5RKV6LIW4BsOqTp2; path=/
Content-Type: text/html

{
"retcode":"1",
"data":{"result":"success_useradmin"}
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URL: http://192.168.1.1/

e (Page)

JAK: - A REZSINERG 0% Web N AFRFINEUREE, AP 4. %G, Hlasa /iU soar &
AIRE SR PRSI P 4 B, RS AR S SHEEER

A Web 3 TR /7 4 F2 B IC B AN 224

] 7 - B R SS B B N FE N1 (BB HD [“X-XSS-Protection” 3k

3. AppScan FiillE] X-XSS-Protection M N Sk &k BCEAA AN AE, X T A8 218G S Sl w61 A% 25 1]
i

ARZ b T o -

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/admin/help.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4330
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=20250122105705" rel="stylesheet">

<link href="/css/operator.css?v=20250122105705" rel="stylesheet">
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“X-XSS-Protection” kI ok 224>
FEEE -
CVSS #¥: 5.0

URL: http://192.168.1.1/js/main.js

e main.js (Page)

JAK: - A Re WA % Web SR FIBURE S, WA 4. B0, HLE8A A1/ suESCp A &
AIRES MR P IREEE A P A FiD. FARS. 2R 5EHRGEE

A Web 3 TR /7 4 F2 B IC B AN 224

[ = ¥ IR %5 SR EONAE FE A1 (B8 D 11“X-XSS-Protection” sk

3. AppScan FiillE] X-XSS-Protection M N Sk &k BCEAA AN AE, X T A8 218G S Sl w61 A% 25 1]
i

ARZ b T o -

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 22405

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

/*
VU AN 58 AT
*/
$ (document) .ready (function () {
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URL:
otk

http://192.168.1.1/welcome.html

welcome.html (Page)

I RES SR Kk Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web [ T2 g 2 ek i B A % 4

] 7 - B R SS B B N FE N1 (BB HD [“X-XSS-Protection” 3k

3. AppScan FiillE] X-XSS-Protection M N Sk &k BCEAA AN AE, X T A8 218G S Sl w61 A% 25 1]
i

ARZ b T o -

7] /&t

2025/1/23

Referer: http://192.168.1.1/

Cookie: Token=1hW2xqg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: keep-alive

Host: 192.168.1.1

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 4829
Content-Type: text/html

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta HTTP-EQUIV='Pragma' CONTENT='no-cache'>
<title>EBKEEAEMK</title>

<link href="/css/basic.css?v=20250122105705" rel="stylesheet">

<link href="/css/operator.css?v=20250122105705" rel="stylesheet">
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“X-XSS-Protection” kI ok 224>
FEEE -
CVSS 4%: 5.0

URL:
otk
A =

http://192.168.1.1/js/laes_1.js
aes_1.js (Page)

A RESWEEA K Web AR FP VBB S, WA 44 B, W& A/ s sug oA 8
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web N A% 7 g 1 BC B A % 4

: B R Ss aslic BoNAE A (BB D KI“X-XSS-Protection”sk

#ERE:  AppScan £l ] X-XSS-Protection Wi b Sk sk Ak LR A A A {H,  TX T BE 238 A0 il 1 JALA 9 1 A0
En

ARZ b T o -

7] 7t

2025/1/23

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Referer: http://192.168.1.1/welcome.html

Cookie: Token=1hW2xg5N65eBNkgtI2DHA25WZtUJIUQ

Connection: Keep-Alive

Host: 192.168.1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway
Content-Length: 19061

Cache-control: public,max-age=86400
Content-Type: application/x-javascript

var passwd_key = ""
function encryted pwd (pwd) {
var key = "";
for(var i = 0; i1 < passwd_key.length; i++){
if (passwd_key.charCodeAt (1) < 16){
key += ("0" + (passwd_key.charCodeAt (i)).toString(16));
}
else(
key += (passwd_key.charCodeAt (i)).toString(16);
}
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URL.: http://192.168.1.1/
Sk / (Page)
JAUR: = Al RE SIS % Web N AFEFIMBURGE R, WA 4. S5, L4 /s U A 8
JEIA - Web AR %5 2% 5505 F2 7 B 45 28 2 AR 22 1 7 L E 1Y
[l 5 4 HHE Q218180 K H Ac B ik
. R R 7E “Location” B “Content-Location”HTTP ka2 935 IP Hudik, bk my B T3k — 4t
Fot vk ) 34T Bk
2 hab 8 iy 0 e =

2025/1/23

GET / HTTP/1.0

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng,*/*;q=0.8
Accept-Language: en-US

HTTP/1.0 302 Moved Temporarily

Location: http://192.168.1.1:80/pon_err.html
Connection: close

Server: HSANHomeGateway

Content-Type: text/html

HTTP/1.0 200 OK

Server: HSANHomeGateway
Connection: close
Content-Length: 4330
Content-Type: text/html
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URL: http://192.168.1.1/boaform/web_loid_auth_ext.cgi
e web_loid_auth_ext.cgi (Page)
RS - FRESINERT ¢ Web SRR P IIEURME R, W&, B0, las 4 A eusor o B
AIRe I PR b A P & FiE. SRS SRR SEERER
B Web [ FI# /7 4 i BAC B A 22 4
I 5 {1 - B EZAEE W TAT & P RE K S H
R RSSO TR R AAENE g 1k, RO Ik B2 5 B AR i S22 e, SX R W R AR AR B 1 A
A FE RS HL
JE s i T g g
~
R 2 /2 Toc
iz AR
P
Cvss 7i#t: 5.0
URL: http://192.168.1.1/aoaform/url_filter_set.cgi
Fxfk: url_filter_set.cgi (Page)
JR: - A RES SRR X Web MR FFOBURME S, 4. Bh5. P A/ eREU oA &
AIRe IR PR W P 2. S, B R S SRR SEEEER
A - Web N2 7 gt Bl ie B A 2 4
I 5 - HNEZAE B R TR P RB R E AR SH

HERE: DRSS RUUP R E s, RO Mt B 5 g i N AL, X SR N R P A BE T A A
R ERSHL
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retcode”:"0", “data”:{"result”:"SUCCESS"} } { "retcode”:"0", "data”:{"result”:"SUCCESS} }
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P
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URL: http://192.168.1.1/boaform/web_login_exe.cgi

Fxfk: web_login_exe.cgi (Page)

JR: - ARSI % Web MR FIMBURIS S, WA 4. 565, P28 f/EBUR A S
AIRE NI PR 4 B, RS SRS SHEREER

EHA Web 82 HIF% /5 4 2 BC B A 2242

Il 5 4 R 55 23 lic B o AE 88 DENY 8¢ SAMEORIGIN [f)“X-Frame-Options”sk

HE®:  AppScan £l £ X-Frame-Options Wi N Sk $R < BLEAT AN 2 4, 3K AT BE 238G RS oI AR 25 1l 2 ol
ARZ b T i -

2025/1/23

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

web_login_ name=user&web_login_password=002699af2eb4727ac636c4acbdf3ed95d25b66b59165£85bfec5514033
510da2

HTTP/1.0 200 OK

Connection: close

Server: HSANHomeGateway

Content-Length: 64

Set-Cookie: Token=BFGrbcFmlVEu6bC61g71kT5aJZzLE45S; path=/
Content-Type: text/html
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"retcode":"1",
"data":{"result":"success_useradmin"}

& 2 / 5
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URL:
Sefk:
JR: -

http://192.168.1.1/boaform/login_user_index_show.cgi
login_user_index_show.cgi (Page)

I RE WA X Web MR MBURME S, WA 4. &6, HLas 4 A1/ s s B
ATRES MG PRt 44, B, BEHRS. R SEBRER

Web 3 FHI 2 7 4 A BUAC B A %2 42
H4 MR 55 #5095 E 9 DENY 8¢ SAMEORIGIN [#)“X-Frame-Options”k

HEXE:  AppScan £l #] X-Frame-Options Wi 8 Sk e BB A A 24 H, 3X 0] B 220G s i A i B o
FREE 0 g B i =

Accept: */*
Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 52
Content-Type: text/html

{

"retcode":"0",
"data":{"user_index":"1"}
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URL: http://192.168.1.1/boaform/web_loid_auth_show.cgi

e web_loid_auth_show.cgi (Page)

JAK: - A Re WA % Web SR FIBURE S, WA 4. B0, HLE8A A1/ suESCp A &
AIRES MR P IREEE A P A FiD. FARS. 2R 5EHRGEE

A Web 3 TR /7 4 F2 B IC B AN 224

[ = W IR 55230 B v fd {9 DENY B SAMEORIGIN [fJ“X-Frame-Options”sk

#E#E:  AppScan £l ] X-Frame-Options Wi |3 Sk §k2< BRA AN 2 4l 3K 7T RE 238 R IR AR 25 1) 2 o
AR 2 e T 0 o =

Accept: */*
Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 287
Content-Type: text/html

{

"retcode":"0",

"data":
{"login_name":")","login password_enable":"0","login password":"","web_ ucStatus":"99","web ucResu
1t":"99", "web_loidplan":"20","web_service_current":"","web_service_plan":"","web_service_count":"
0", "web_device_type":"0","web_uplink_type":"7","times":"0"}
}

H& 4 / 5

5 A i ] 5 B R A 22 4
P
CVSS 5% 5.0

URL: http://192.168.1.1/aoaform/device_basic_show.cgi
Jefhk: device_basic_show.cgi (Page)
JR: - A RESWCEEA X Web MR FFOBURME B, 4. Ba5. P A/ sREus oA &
ATRES I Pt il 44, B, BEHRS . HHaRKSEERER
BEHA Web N2 7 gt Bl iC B A 2 4
I 5 = a5 B B o8 B A DENY 2t SAMEORIGIN [1)“X-Frame-Options”sk
2025/1/23
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http://192.168.1.1/aoaform/device_basic_show.cgi

HE®:  AppScan £l £ X-Frame-Options Wi N Sk < BLEAT AN 2 4, 3K AT BE 238G RS Ui AR 2 1l 2 ol
AL A PR e -

7] 7t

Accept: */*
Origin: http://192.168.1.1
Accept-Language: en-US

HTTP/1.0 200 OK
Connection: close
Server: HSANHomeGateway
Content-Length: 1597
Content-Type: text/html

{

"retcode":"0",

"data":
{"CONFIG_WEB_RESTORE":"Q0","CONFIG_WEB_LOGIN":"QO","areaversion":"JT","itms_reg_status_index":"0","
potsnum":"1","landevicenum":"1", "wandevicenum":"1", "lanportnum":"4", "usbportnum":"0", "wlannum":"0

","device_base_list":[{"devicemodel":"ZN504XG-D2", "devicenumber":"FCD586-

15834FCD586E1C660", "hwversion":"vV04.00.0", "softwareversion":"v04.00.1", "deviceinfo":"2025-01-22
10:57:36", "companyname": "ZNXT"}], "pon_info_list":

[{"lineprotocol":"7", "connectstatus":"2","connecttime":"0", "Txpower":"-100.00", "Rxpower" :"—
30.97"}]1,"1limit_info list":[{"name":"all", "mode":"0","num":"4"},

{"name":"stb", "mode":"0", "num":"1"}, {"name":"camera", "mode":"0", "num":"1"},

{"name":"computer", "mode":"0", "num":"1"}, {"name": "phone", "mode":"0", "num":"1"}], "reg_info_list":
[{"Table regl 1 logic...

5 /5

B TN AS i ] Bl B BR  RAS 22 4

FeEE

CVSS 4#: 5.0

URL:
otk

http://192.168.1.1/boaform/web_loid_auth_ext.cgi
web_loid_auth_ext.cgi (Page)
AT RES SRR X Web MAIRRFFROBURME B, i 4. B00. HLE 4 A/ susoc A &
ATRE WG PR EEE A 4. B, EHRS. R SEERER
Web N2 7 g Bl e B A 2 4
: R 45 2R IC B N8 FH{E 9 DENY 8¢ SAMEORIGIN f#7“X-Frame-Options”™3k

#fEE:  AppScan £l %] X-Frame-Options Wi v Sk R B B AN 22 8, X AT BE 2 i s iyl i A 4w i) o o
AL S T iy g =

2025/1/23

Accept-Language: en-US
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

login_name=&login_password=

HTTP/1.0 200 OK
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Connection: close
Server: HSANHomeGateway
Content-Length: 72
Content-Type: text/html

"retcode":"1",
"data":{"param":"all","errinfo":"null error"}
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KILA] RERI AR S5 s g2 it ki @

R 1/ Toc
BT G I MR 55 g A itk R B
FEEAE:
Cvss 4r#t: 0.0
URL: http://192.168.1.1/jsl/jquery.js
k- jquery.js (Page)
PR - AREI R Web IR 55 8% A A5 xt Bj AT, 1X ] e 3 BB & 0T Je st — 25 B AR A 5 Web [
7 A REEHE R
JELA - R =T7 77 i TN T BT EAME 7
I 52 A - N Web fiR 5545 Web S FIREF T 8K 22 4 4h T

HERE: i 6 IR 55 A b SCIR I 20T BR AR AN/ B AR 44
ARZE Ak T o -

var whitespace = "[\\x20\\t\\r\\n\\f]";

// https://www.w3.0rg/TR/css-syntax-3/#ident-token-diagram
identifier = " (2:\\\\[\\da-fA-F]{1,6}" + whitespace +
"2 INNAN IANACN\NDNNE] | [\ \w=] | [*\O=-\\x7£])+",

RN IP GBS @

1/ 2 ToC
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http://192.168.1.1/js/jquery.js

KA IP it FR X

FeE

Cvss 7+#t: 0.0

URL:
otk
A =

http://192.168.1.1/acaform/admin/url_filter_show.cgi

url_filter_show.cgi (Page)

RES SR K Web NAIFERF MBURMGEE, W4, &, HLEs 2 /et B
Web [N FH 2 7 4 A2 BUAC B A % 42

Fr2 Web b w7 (1 4 #5 1P Huhik:

HEFE:  AppScan TEMARN H AP T BN IP Hhbik i A 2
AL A T (B R -

7] 7t

Connection: close
Server: HSANHomeGateway
Content-Length: 1935
Content-Type: text/html

...id":"9", "URLAddress":"id"}, {"indexid":"10", "URLAddress":";id"},

{"indexid":"11", "URLAddress":"http://192.168.1.110:60239/AppScanMsg.html?varId=902"},
{"indexid":"12", "URLAddress":"http://3232235886:60239/AppScanMsg. ...

2 | 2

KA IP it g

T

Cvss 7+#t: 0.0

URL:
Sefk:
JR: -

http://192.168.1.1/aocaform/url_filter_show.cgi

url_filter_show.cgi (Page)

ATRES SRR 5% Web MAIRRFFROBURME S, 4. BR0. P4 A/ eEusoc A &
Web 7 I 7 4 i B G B A 22 4

B2 Web 3 s sP A BT 1P bk

#EE:  AppScan TEMRIH I T BN 1P Hidik i 25 .
AL by I e <
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Connection: close
Server: HSANHomeGateway
Content-Length: 1935

TOC

39


http://192.168.1.1/aoaform/admin/url_filter_show.cgi
http://192.168.1.1/aoaform/url_filter_show.cgi
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Content-Type: text/html

...id":"9","URLAddress":"id"}, {"indexid":"10", "URLAddress":";id"},
{"indexid":"11", "URLAddress":"http://192.168.1.110:60239/AppScanMsg.html?varId=902"},
{"indexid":"12", "URLAddress":"http://3232235886:60239/AppScanMsg. ...
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